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Abstract

In the project MLMW there is data record, stored and evaluated. On one hand by operating
the system (config and calendar data) and on the other hand evaluating the user interac-
tion by data analysis (telemetry data and gathering information for research (question-
naires).

It is of utmost importance, that the end user data is protected and privacy is guaranteed,
all legal and ethical aspects are respected in all participating countries.

In this document the security and privacy principles are outlined. The consequential re-
quirements are listed, the data flow is described, access and storage framework is shown,
the end user informed consent presented and finally the actual situation in every country
is depicted.

What is new since the MTR in November 2017

The document presents at MTR in November (Version 0.1) was taken over in March from
engie to IHL. As a reaction on the blocking issues list of the MTR report, we decided to
completely rework this deliverable. The first version is presented for MTR II in April 2018
to the reviewers. The current (April 2018) GDPR situation of each organization is shown

© 2016 MyLifeMyWay Project Consortium.

This document contains material, which is copyright of certain AAL MyLifeMyWay project
consortium parties and may not be reproduced or copied without permission.

Neither the AAL MyLifeMyWay project consortium as a whole, nor a certain party of the
AAL MyLifeMyWay project consortium warrant that the information contained in this docu-
ment is capable of use, nor that use of the information is free from risk, and accepts no
liability for loss or damage suffered by any person using the information.

The MyLifeMyWay project is Co-funded by the European AAL Joint Programme

Version Date Changes Name Organisation
0.1 October 2017 Initial Creation Arzu Barské ENGIE
0.2 February 2018 | Revise /GDPR update and quality | Arzu Barské ENGIE
check
0.3 March 2018 Take over from Azru and reorgan- | Daniel Bolliger IHL
ize
1.0 April 2018 Include all country specific | Daniel Bolliger IHL
GDPR clarifications
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1 Executive Summary

Already stated in the project proposal, MLMW project undertakes all actions and efforts, in
order to respect privacy and dignity of its end users as highest principle.

The legislation changed in EU during the course of the project, and the new GDPR legisla-
tion enters into force on May 2018. Therefore the experts recommended to clarify the
juridical situation of MLWM in order to ensure the compliance with all laws during the field
tests and then afterwards by entering the market with MLMW as a commercial product.

So we can conclude that privacy, security of the end user data, as well as the dignity of
the end users is very well respected within the MLMW project and that there are no major
obstacles to roll out the product after finalization of the project as a commercial product to
the market.

In this deliverable the information is compiled about security and privacy.
Chapter 2 discuss the principles and guidelines

e Data security and encryption is fundamental

e Privacy is Priority

Chapter 3 enrolls all Security and Privacy Requirements derived from the Principles. They
are then also part of the D2.3 Unified Requirements.

Chapter 4 depicts all human actors relevant in the context of our system MLMW

Chapter 5 describes all kind of data used in the project. That are data for operating the
system (setup data), automatic registration of telemetry data and the data gathered by
the field research activities (questionnaires, interviews...)

In chapter 6 the access and usage of the different actors on data is explained in a matrix

Chapter 7 gives a graphical overview over the whole system in respect to privacy and
security.

Chapter 8 describes in detail the new informed consent, given to all end users, before
starting research with them. It is updated with the required amendments as result of the
discussions with the data protection officers last half year.

In chapter 9 the current status towards data protection and privacy is givern for each
partner organization.

—, 1. I Haome|Lab ) o e ) ‘..I e e
SRS %ﬁi 1'4""[35'{ E;:_frﬂ.;l’-l.:.‘l -, *:j R R 4}' e e DONACAS ===

S P ol g B By

AT L



P N
AAL S /X
FADGHAMKEE

“;.\—6 Q

2 Principles and Guidelines

The general principles in building a system for MyLifeMyWay (MLMW) is already described
in the project proposal, Chapter 3.4 Ethical and Legal Issues:

MyLife,MyWay touches on sensitive ethical issues because direct user participation is seen
as a key aspect within the project. End-users will provide private data on their daily routine,
limitations and so forth. The consortium therefore agreed to respect and protect human
dignity, including informational self-determination in line with the principles and case law
of the European Convention of Human Rights and the EU Charter of Fundamental Rights,

The measurement, processing and storage of personal data are subject to the European
Data Protection Directive and the respective national implementations thereof. These reg-
ulations will be taken into consideration in the project and its pilot implementations by any
of the partner organisations.

MyLife,MyWay will direct special attention to identify critical privacy and confidentiality
requirements of data with respect to information flow security.

All partners will work with older adults as well as with their informal caregivers in Belgium,
Switzerland and the Netherlands according to high ethical standards. User participation will
target those groups of older adults that are legally capacitated and capable of giving in-
formed consent. In order to ensure a common level of data protection, the project coordi-
nator will set up a data protection agreement, incorporating the points raised above.

Every activity undertaken with the users will be fully compliant to the international and
European and national privacy and data protection law.

Providing a PA to help older adults managing their daily activities can only work if the aims
and wills of the people concerned are taken into account carefully. The provided solution
should be prepared to support people but not to incapacitate them. Distributive justice and
fairness in the access to the provided services should be considered throughout pilot im-
plementations and commercial launch. Furthermore the directly and indirectly involved
actors respectively users of data and information as well as their aims and wills have to be
considered.

Additionally in the section 3.3 Data Security and Encryption is Fundamental of (D3.1 System
Requirements and Architecture Specification), the following basic principles are described:

Data security and encryption is fundamental

The safety of the data of the MyLifeMyWay users is a fundamental design goal of MylLife-
MyWay. Protecting sensitive data is the end goal of almost all IT security measures. Two
strong arguments for protecting sensitive data are to avoid identity theft and to protect
privacy.

Therefore authentication, authorization and encryption are fundamental components of the
MyLifeMyWay system architecture.
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Privacy is Priority

The evolution of Web technologies has increased collection, processing and publication of
personal data. Privacy concerns are raised more often as applications built on the Web
platform have access to more sensitive data — including location, health and social net-
work information — and users' activity on the Web is ubiquitously tracked.

The privacy of MyLifeMyWay’s users is therefore a paramount concern. MyLifeMyWay will
not use any of the user's personal data for anything outside the core MyLifeMyWay sys-
tem use cases — no advertising and no selling of data. The solution design will make sure
that every user has only access to his own data and shares only the minimum information
needed with other users to enable communication and interaction inside MyLifeMyWay.
Other user related information is kept and stored during the project duration for internal
analysis and development of collaborative intelligence algorithms only. ...

The system architecture needs to ensure that a single end-user device or a single end-user
will never have access to other data than its own. Furthermore, the system architecture
must take care of obfuscating data so that a single entry never can be traced back to a
specific end-user or end-user device. This applies for secured data transmission as well as
for aggregated data mentioned in the paragraph above.

We extend these principles with the following important topics
New GDPR Legislation

Our project is executed in three countries: Netherlands, Belgium and Switzerland. Each
country has its special legislation rules for the appliance of data protection and privacy.
Additionally, the legislation of the European Union is in force for Netherlands and Belgium.
A new EU GDPR regulation coming into effect in May 2018. All involved organizations have
a strong focus on the consequences of introduction of the new EU-GDPR at the current
time (spring 2018). Therefore, for each country the actual GDPR state is depicted in chap-
ter 9of this deliverable. All responsible external experts are very busy with this introduction
of GDPR and makes it a time consuming process. Therefore, some statements in Chapter
9 are not final and will be updated, as soon the answers of the specialists are available.

Proportionality of Data Usage and Controlled Access

Data is collected on different aspects in the project. On one hand, we collect during the
research activities of HAN, UCLL and IHL personal data, off the participants, about their
vulnerability, daily habits and biography.

On the other hand, we are able to record user behavior on the MyLifeMyWay systems
(telemetry) to enable AI analysis for the product improvement, as described in the pro-
posal.

We do not aggregate the biographical research data with the telemetry data and vice versa,
to keep privacy. The project members analyzing research data do not have access to the
telemetry data and reverse. We strictly regulate the access on the different data sets.

The data is stored in a secure environment and not accessible to unauthorized personnel.
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3 Security and Privacy Requirements

Taking into account all principles and guidelines compiled in chapter 2, a set of security
and privacy requirements evolve. They have to be followed in the definition of the system
architecture. We tried to focus on a set of 11 requirements, giving a reasonable frame for
the project MyLifeMyWay and respect the dignity and privacy of all of the MLMW users in
an optimal way. This set is shown in table below.

Topic Requirements

Compliance The system must be compliant with

the national data protection, privacy and ethical legisla-
tion in each participant country

the EU GDPR regulations coming into effect in May 2018

Voluntariness e All persons taking part as users in the project MLMW
must participate with their free will.

e They can quit the project without any drawback any
time.

e They can request, that their stored, non-aggregated
personal data can be deleted within a specific time
frame on their request completely

Data Sharing All data recorded and stored in this project

must be kept in the protected project environment.

is not allowed to be sold or used for advertisement pur-
poses

Data stored in the personal agenda can be shared by the end
users selectively with their supporters.

Lifetime .

All persona data, collected during the project must be
deleted after the completion of the project. This is valid
for configuration data, telemetry data, questionnaires,
interview notes

Aggregated data - not back-traceable to an individual
user — can be kept beyond the project end. E.g. project
reports, publications etc.

Deliverable 3.3 Security and Privacy Policy Page 7/88
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Pseudonymisation

Transmission

Storage

Access

Evaluation

Aggregation

encie & vitask

Mulife

All data stored in any form must be pseudonymised

No clear text names are stored together with measure-
ment data, questionnaires, telemetry data

The key between data sets and real persons must be
stored securely, with access of clear defined authorized
personnel

No clear text transmission of data between one and an-
other system component is allowed

All data transmitted from one physical system compo-
nent to another must utilize a secure transport layer.
The applied techniques must be state of the art

All data stored in paper form (notes, forms...) containing
personal data must be kept in safe area. This means
unauthorized access is prohibited in an efficient way.

Electronic stored data must be protected against unau-
thorized physical and electronic access with suitable
technical measures

Access to the front and backend devices must be pro-
tected

An access scheme must be defined for each user group
and each data type, to ensure adequate data usage.

Evaluation of must be done on pseudonymised data only

Evaluation of the data must follow the principle of pro-
portionality

Usage data (telemetry) and research data (question-
naires, interviews) must not be aggregated for joint
evaluation

Table 1: Security and Privacy Requirements
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4 Roles Within the Project

In this chapter all actors, playing a role in the project, are described. This are on one hand
the primary users and their carers, but on the other hand also the project team and the
system administrator. During the lifetime of the project they hav access to different types
of data. They are described in chapter 5.

In chapter 6 both views are combined and define the data access for the matrix of data
types and user groups.

4.1 End Users

e Primary target group for MyLifeMyWay system

e Fragile but not too fragile persons who live at home with little external help or in a
nursing home with low level of assistance

e Using the client device, where the PVA is running, to structure their daily life

4.2 Supporter

e Assist and support the end users.

e This can be a neighbor, relatives, living service provider, care giver

e They support end users by administering the content of Anne and helping the end
user to operate the system. E.g. enter calendar details

e The end user organisations recruit end users and in the project often take the role
as supporter

4.3 System Administrator

e Administers the backend system and keeps it running
e Generates and administers accounts
e Trains supporters and ev. end users
e Provides technical help and support

4.4 Data Scientist
Makes in-depth analysis of collected telemetry data (usage data)

4.5 Researcher

e Conducts all end user related research

e Sets up questionnaires, focus groups and interviews

e Collects at the end user site and with the end users together their expectations
towards and experiences with the PVA

e Evaluates the results of the questionnaires and interviews quantitatively and quali-
tatively.

4.6 Project Partners
PARTNER VIR ENG HAN DEV TMZ SRL UCLL BON IHL
COUNTRY NL NL NL NL NL BE BE CH CH
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ZATION
END USER
SUPPORTER

SYSADMIN

DATA
SCIENTIST

RESEARCHER

X

~
;- vl if ‘L
© :
LE UNIV USER USER USER UNIV USER UNIV
20 20 20 20
X X X X
(X)
(X) X
X X X
Table 2: Project partners versus role in the project
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5 Data Within the Project

Several type of data is collected during the lifetime of the project. three different kinds of
data can be distinguished:

e Data required to make complentary research in the project (exptectations, satis-
faction, biographic analysis, IPA, CSI...). They are described in sections: 5.1, 5.2,
5.3

e Data recorded automatically during the operation of the device, intended for the
use in Al-research. It is described in section 5.4

e And data used for the normal operation of the device, also thinkable in a commercial
environment. This data is described in section 5.5 and 5.6

5.1 Informed Consent

e End user allows the usage of the data during the project
e On this consent the clear name and the pseudonymization code is noted
e Only available in paper form at the relevant end user site (NL, BE, CH)

5.2 Questionnaires

e Electronic questionnaires, that are filled out by end users

e Stored on secured electronic platform FormDesk, with the user account of HAN
e Used for SPSS evaluation of the data

e Used for deriving user requirements, user expectations, user well-being status

5.3 Focus Group and Interview Notes

e Taken during face to face interaction with the end users

e Notes taken electronically (stored on research servers locally) or on paper (locally
stored at research organizations)

e Used for deriving user requirements, user expectations, user well-being status

5.4 Telemetry Data

e Pseudonymized data automatically collected on client devices

e Uploaded to the API server (@Virtask in NL, then mirrored to engie NL)

e This data records the user behavior on the client device

e It is intended for data analysis investigation, with the goal to find common usage
patterns and long term behavior

5.5 Configuration Data

e All data required to set up/configure the software individually and guarantee the
support during the operation of the system

e Either the supporter or the Sysadmin sets up the devices

e Information is stored dynamically on the dashboard in NL @ Virtask

e Configuration data base also contains recurring reminders except google calendar

I'Home|Lab - . L Ll
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5.6 Google Account

e For each user a specific google account is set up

e This account is used for connection and authentication on client device (oAuth 2.0)
e The underlying google calendar data is fed to the client device

e This calendar can be shared with the supporter
e Calendar data resides on google accounts only — excerpts are displayed on local

client devices on request

e Data is not connected to other data for evaluation purposes

6 Data Access and Usage of Data

To fulfill the privacy and data protection guidelines and principles (chapter 2) and the de-
rived Requirements (chapter 3), the different user groups and data storage types and lo-
cations are depicted in a comprehensive access scheme in Table 3 below

User Type
o S

- (O]

o @ S

5 g 2

i) Q 0

c =} >

w 0 0)
Informed consent A - -
Configuration A - C/B
Google Account
(authentication Cc/B| C | D/C/A
only)
Questionnaire A - -
Interview Notes A - -
Telemetry A = C
Reminder** A C C
Google Calendar
(no medication C/B  C/A C
data)
TeamViewer B/A - -

, | Data Scientist

Researcher

8y
~

C

C/B
C/B

< Paper

Storage Form

> »
~ S
=z o
< Q
I F <
O
o = o
x | = " o
> w ¢ 2 9
) m B o & I
(a) (a) 0o N O
X
X X
X
X X X*

Table 3: Data Access, Storage and Usage - A: generates data; B: stores / owns data; C: has access to
data; D: administers accounts / data; -: has NO access to data; *: only evaluation of stored data; **
Reminder data can be used for drinking reminder and also for medication intake. They are part of
configuration data and can be accessed with the dashboard with defined user access rights.
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7 System Overview
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The MyLiveMyWay system
consists of several distrib-
uted components that in-
teract with each other. Fur-
thermore, access rights to
the generated and stored
data is depending on the
users role in the whole eco-
system. All telemetry and
questionnaires data are
pseudonimyzed com-
pletely. Access to data is
restricted to persons only
with access rights. An
overview as base for dis-
cussion is given in the
graph below. Refer also to
the explanatory chapters
4,5, 6
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8 Informed Consent

The initial informed consent was slightly changed for phase II after several discussions
with the different data protection officers of the participating countries. Extensions were
made with the use of the google calendar and the explicit mention of the telemetry usage
data collection capability of the system. Further, the informed consent is also presented to
the informal/formal carer for signature, if a carer is involved for a specific end user.

The informed consent is explained in detail to the end users before they are asked to sign
it. With this procedure we are sure, that the content of the informed consent is understood
by the proband.

The original developed informed consent for this AAL project, is used and signed by the end users
involved at the start of the project. At the midterm review one of the issues stated was to check if all
the items are covered by new legislation like GDPR. During the project, a decision was made (and the
opportunity was developed) to collect telemetry data anonymously. For gathering, storage and use of
these data there was no specific item asked by informed consent from each end user but implicitly
stated. Due to developments in recent legislation (GDPR) the original informed consent has to be ex-
tended for the item gathering of telemetry data. Also it is recommended to address the use of the
“Google agenda” in making appointments in the agenda of the PA Anne. The next two items are de-
veloped and added to the existing informed consent.

8.1 Proposal for extension of the informed consent

8.1.1 Telemetry data

An addendum on this topic telemetry data is developed in close cooperation between the members of
the research group and juridical experts. The addendum is translated in the language necessary for
each country and added to the existing informed consent.

Language
German (delivered by iHomelab/Daniel Bolliger)

«lch verstehe, dass meine Nutzungsdaten automatisiert aufgezeichnet und gesichert an den geschiitz-
ten Datenserver des Projektes libermittelt werden. Die so erhobenen pseudonymisierten Daten werden
nur innerhalb des Projektes verwendet und kénnen nur von autorisierten Projektmitarbeitern bearbei-
tet und ausgewertet werden. Die Detaildaten werden vertraulich behandelt und nicht ausserhalb des
Projekts weitergegeben und nach Abschluss des Projekts wieder gelscht.»

Nederlands/Vlaams (delivered by HAN/Sylvia Hoekstra)

Ik begrijp dat mijn gebruiksgegevens automatisch worden vastgelegd en veilig worden verzonden naar de
beschermde dataserver van het project. De gepseudonimiseerde gegevens die op deze manier worden verzameld,
worden alleen binnen het project verwerkt en kunnen alleen worden verwerkt en beoordeeld door geautoriseerd
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projectpersoneel. De gedetailleerde gegevens worden vertrouwelijk behandeld en zullen niet buiten het project
worden doorgegeven en zullen na voltooiing van het project worden verwijderd.

English (delivered by HAN/Sylvia Hoekstra)

| understand that my usage data is automatically recorded and transmitted securely to the protected data server
of the project. The pseudonymised data collected in this way will only be processed within the project and can
only be processed and evaluated by authorized project staff. The detailed data will be treated confidentially and
will not be passed on outside the project and deleted after completion of the project.

8.1.2 Use of Google-agenda

Itis strongly recommended by the juridical advisors to state clearly in the informed consent the use of the Google
agenda.

Therefore the next statement is developed and added to the modified version.

Language
German (delivered by iHomeLab/Daniel Bolliger)

Ich verstehe, dass meine Kalenderdaten auf einem Googlekonto gespeichert werden. Fiir die
Kalenderdaten gelten die Datenschutzbestimmungen von Google.

Nederlands/Vlaams (delivered by HAN/Sylvia Hoekstra)

Ik begrijp dat mijn agendagegevens op een Google account is opgeslagen. Het Google-privacybeleid is
van toepassing op de kalendergegevens.

English (delivered by HAN/Sylvia Hoekstra)

| understand that my calendar data on a Google account is stored. The Google Privacy Policy apply to
the calendar data.

8.2 Procedure modifying informed consent

The addendum concerning the telemetry data is added in the original informed consent as item 6
(Dutch version) and 7 (German version). In the Flemish version it is included already.

The addendum concerning the use of Google agenda is added in the original informed consent after
item 7 (Dutch version) and 8 (German version).
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8.2.1 Replacing existing informed consent

To be sure every end user is fully aware of and agreed on the state of the art informed consent, we
decided to replace the existing informed consent for the modified. All newly recruited end users are
informed and asked to sign this modified informed consent.

The group of end users who are included at the beginning of the project and from whom is obtained
already a written informed consent (not modified), we decided to let all these end users sign this mod-
ified informed consent after clearly communicating to every individual end user what the modified
informed consent consists of. If the end user agrees and signed, then the existing version will be de-
stroyed and replaced by the new modified version.

This modified informed consent will be delivered by all known and new end users.

8.3 Modified Informed Consent
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Figure 1: Informed Consent German for Test Phase 2
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9 GDPR Status

During Mid Term review in 2017 the data security aspect was discussed. As a result the
mid term review report identified the following blocking issue:

Verify the legal framework applicable for each country during project development and for
the roll- out phase. GDPR is just an example of a regulation that the PA will have to comply
with, which imposes functional requirements, quality attributes and barriers that the prod-
uct will have to comply with. Cybersecurity, identity management are other areas of con-
cern at EU level. As we heard on the review some countries may have additional regulations
that the project must consider. In parallel with legal requirements, consider appropriate
practical controls, who has access to what level of data, who can make edited changes to
medication reminders for example.

The consortium took action and reviewed the new legislation situation with the local jurid-
ical authorities. Especially we discussed also the situation with the new EU data protection
law (valid from Mai 2018).

In general there is high attention to the subject of new GDPR in all participating countries.
All project partners are well aware of the importance of a good way to respect GDPR and
the dignity of all participants as first principle. All responsible represenetative of the project
partners are anyway focusing now on this subject. This means the privacy and security is
already a topic with high attention within their organizations and we can profit in MLMW
project from ongoing activities. On the other hand the authorities are very much over-
loaded with the actual changes in legislation. So not all authorities were able to respond
until the release of this version of the deliverable. Nevertheless we present here the actual
available status in Belgium, Netherlands and Switzerland. By April 15t 2018.

Summarizing can be stated:
e No ethical approval has to be applied for MLMW

e With small adaptations in the informed consent the project also respects with its
current setup the new GDPR legislation of the EU

e Adapted informed consent is applied to all participating end users with the rollout
of phase 2 end user tests in spring 2018.

9.1 Situation in Belgium

In Belgium we have two active organisations: SLG and UCLL. Whereas UCLL is the respon-
sible research partner, SLG is the end user organization.

UCLL already checked the situation and describes it as follows:

University College Limburg Leuven (UCLL) is member of the KU Leuven association. The
KU Leuven is fully committed to the advancement of high quality academic research and
to promote high ethical standards of research. In the first instance KU Leuven endorses
the national ethical code drawn up by the four Belgian Academies - the Royal Flemish
Academy of Belgium for Science and the Arts, the (Flemish) Belgian Royal Academy of
Medicine and their respective Francophone counterparts and the European Code of Conduct
for Research Integrity, drawn up by ALLEA (All European Academies). KU Leuven has also
drawn up some of its own guidelines and policies concerning among other things animal
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testing, academic freedom, dual use research and privacy (see https://www.ku-
leuven.be/english/research/ethics).

Social and Societal Ethics Committee (SMEC) evaluates research on human sub-
jects that is not related to health science practices or includes medical or pharmaco-
logical procedures. It includes a multidisciplinary panel of experts for ethical review of
research in the humanities and the behavioral or social science research traditions. Also
protocols in engineering, natural or life science may be submitted to the SMEC panel. Mixed
protocols will be evaluated in collaboration with the Medical Ethics Committee. Ethical re-
view board SMEC was founded on April 1, 2014, by the university executive board GEBU,
for the evaluation of research on human subjects, not subject to compulsory review by the
medical board MEC. SMEC includes a multidisciplinary panel of experts for the ethical re-
view of research protocols in the humanities, and the behavioral or social science research
traditions. Also protocols in engineering, natural or biomedical science may be submitted
to the SMEC panel of experts. Focal points of SMEC review include the reconciliation of the
interests of participants and researchers, and the implementation of good research prac-
tices. SMEC follows legal and international ethical guidelines and standards with regard to
participant recruitment, data collection and handling, and the dissemination of research
findings. As far as they are not already part of official legislation (e.g., regarding privacy),
such guidelines have been defined and endorsed by scientific organizations and profes-
sional associations, and the SMEC panel intends to take differences into account that may
exist between scientific areas. Although advice by the SMEC panel of experts is often not
compulsory, nor legally binding as such, it may be required by publishers or editorial
boards, research auditors, legal authorities, or funding agencies. Prior to the practical im-
plementation of protocols and procedures, researchers should determine whether an ethi-
cal review certificate may be required at a certain point in time. In most cases, the SMEC
panel will not provide post-hoc advice. Applicants should note that any ethical advice by
the SMEC panel relates to the verbatim description of protocols and procedures in the
application dossier. Amendments or revisions of reviewed protocols should be resubmitted
to the SMEC panel for additional review. The SMEC panel will not advise about scientific
originality of the application.

Besides SMEC, there is a special ethics committee for clinical research. The Ethics Com-
mittee Research UZ / KU Leuven evaluates medical and health related research
(clinical research) and provides advice after scientific and ethical review by a panel of
experts. Protocols involve human subjects (patients or healthy subjects), or can be also
related to research on human pathological material or embryo's. For more information
(only Dutch) see https://www.uzleuven.be/ethische-commissie/onderzoek

More information about the policy on processing of personal data at KU Leuven and the KU
Leuven contact persons can be found on the privacy webpage of KU Leuven: https://ad-
min.kuleuven.be/rd/privacy/en/researcher#section-0

Ethical review MLMW

MLMW is research on elderly people that is not related to health science practices or in-
cludes medical or pharmacological procedures. Therefore, for MLMW, UCLL submitted a
research protocol and procedures for ethical review by the SMEC panel of experts at Octo-
ber 11th 2017. Following favorable review of an application dossier, SMEC provided a cer-
tificate of ethical approval (in the form of an email) at October 27%. This certificate relates
to the verbatim description of protocols and procedures in the application dossier, and can
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be included or mentioned as such in applications, publications, etc. It will remain valid upto
4 years of its effective date of issue. Amendments or revisions of approved protocols should
be resubmitted to SMEC for additional review using the same application forms, mentioning
the previous dossier.

The mail thread for this review can be found in the following figure
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Figure 2: Mail Thread Ethical Review Belgium

SLG does not store any data of the MLMW trials locally at their organization and therefore
does not have any special obligations regarding the data protection legislation. One open
point is the clarification about the reminder function we have implemented in Anne. Espe-
cially, when it is used for reminding of medication intake.

9.2 Situation NL

In the Netherlands we have following parties, active in the project: Research organization
HAN, end user organization DEV and TMZ, ENG who stores all telemetry data and VIR, that
runs the system as development organization.

HAN is anyway having a closer look to data protection and privacy with the introduction
of new GDPR legislation. We got last few days the following feedback from the responsible
bodies from HAN, explaining the compliance of HAN in the MLMW research context. there
is a letter from the ethical advisory board that states, that MLMW does not need to have
an extra ethical approval, and the research can go on as planned.
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Figure 3: Adviesbrief Ethische Adviescommisie Onderoek FGGM

The privacy and data protection is guaranteed by following the three documents of HAN:
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e Privacy Policy of HAN (attachment 10.1)

e Data Protection Policy of HAN (attachment 10.2)
e Data and system usage of HAN (attachment 10.3)
e Data management plan of HAN (attachment )

ENG stores solely the telemetry data of the field tests on their data center. With the dis-
cussion on exit of engie of MLMW, the data on their servers will be deleted before the end
of the project completely. The data center itself is in line with the highest security standards
and is therefore compliant with the new GDPR legislation. Details can be found in the fol-
lowing document in the attachment in chapter 10.5

e Engie GDPR and AVG Compliance Declaration
VIR Protection of personal data and data leaks

To meet the requirements of the GDPR Virtask will add to all the end user agreements the
following:

1. Virtask respects and acts accordingly to the European privacy laws (AVG/GDPR),
including the law “"Wet Meldplicht Datalekken” (obligation to report data leaks). In partic-
ular, Virtask will not process personal data for a purpose other than is agreed up on within
the scope of the project MLMW. Virtask is required to protect the personal data using
technical and organisational measurements within reason. ‘Within reason’ means that the
costs of the measurements taken for protection regarding the type of personal data, are
reasonable regarding the risks.

2. When personal data is no longer necessary for the purpose of the goals that the
involved parties have agreed up on, Virtask will remove and destroy the data.

3. All employees of Virtask that work with personal data are subjected to a duty of
confidentiality and work accordingly the current legislation and the regulatory regime.

4, All loss of, illegitimate acquisition of, or damage to personal data will be reported
within 24 hours after discovering of that fact to the consortium members of MLMW and will
be submitted to an investigation if it is necessary to report it to the supervisory authority.

Virtask works with informed consent form that all participants (end users) have to sign and
to meet the requirements of the GDPR Virtask will additionally:

e provide an additional information sheet for the legal representatives of incapable
adult participants;

e in the information sheet to the participants, mention that the data of the partici-
pants will be protected in accordance with the provisions of the amended law of 2
August 2002 (and then Regulation 2016/679 of the European Parliament and of the
Council of 27 April 2016 when it will apply);

e regarding the images, videos and sound recordings that will be used to communi-
cate about the study outside, ensure that participants will not be identifiable unless
they have given their consent in writing;

e in the informed consent form, in the section where the participant agrees for sec-
ondary use of his or her data for future research, specify that this is research in the
same field;
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e in the information sheet to participants, specify how confidentiality will be ensured,
specifying how the data will be processed and whether it can be sent to other coun-
tries. If data can be sent to countries outside the European Union, provide a check
box in the informed consent form that states: "I accept the transfer of my samples
/ data made anonymous, outside the EU European Union, where existing legislation
on data protection may be less stringent "

TMZ and DEV as end user organizations. They do not store any data on the participants
of the field trials. Therefore they follow HAN as responsible research organization and do
not have to take special precautions.

9.3 Situation CH

In Switzerland we have the two organizations IHL and BON. BON is the end user organi-
zation and does not store any data. IHL is research and development partner and is in
charge for assessing the situation for whole country.

BON does not save any data on the user trials and does therefore not take any special
precautions regarding GDPR and privacy. They follow the measures of IHL

IHL took the lead on security and data protection issues in Switzerland.

In a first step, the system description presented in chapter 4, 5, 6 and 7 was written. This
was the information base for all external experts, assessing the project. Whitout such a
documentation it is not possible to assess such a complex system with the privacy experts.

The description was made available for all project parties, for their bilateral discussion of
the privacy assessments.

Then IHL approached the data and privacy representative of — Lucerne University of applied
Arts & Sciences Prof. Dr. Ursula Sury. An in depth face to face discussion followed. The
final advice was, to contact the official juridical representative for data protection of the
Kanton Luzern, Dr. Jur. Reto Fanger for a final assessment.

Contact was established end of January and a discussion meeting for clarification of open
points took place on March 7%, The feedback of the data protection representative to the
information on MLMW was very positive.

The following points needed better clarification:

e The informed consent has to be extended by having an extra point on the use of
google calendar

e The informed consent has to be extenden by having an extra point on the capability
of the system to record automatically telemetry data

e Ifitis possible to encrypt data sets on the data bases regarding to evaluation per-
formance, this should be planned.

These first two points are already implemented for field testing in phase 2 (see chapter 8).
The last point (encryption) will be tackled as soon as there is better visibility on exit of
engie and the performance of our envisioned data storage environment, using kafka.

Additionally, the situation between the GDPR legislation in EU and Switzerland was dis-
cussed. Switzerland will adapt their legislation to be compliant with the new EU GDPR. A
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proposal of the 'Bundesrat' was handed out to the parliament in March 2018. Discussion
and final laws will enter in force after that. A date for this act is not known until now.

The data protection officer of the Kanton Luzern will hand over a data protection and pri-
vacy statement of MLMW. Planned was Eastern 2018. This statement will be added here in
an updated version of this document.
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9.4 GDPR next Steps

Not yet all contacted national data security officers have given their final assessment to
the submitted privacy and security policy of the MyLifeMyWay project. We will include the
comments and the clonclusions into this deliverable upon receipt.

Just on April 6" we got from the data and security responsible from SLG Renilde Rottiers
(mail from Marc Flaeminck) valuable the following feedback on GPDR implementation:

The PA (privacy assessment) must be completed before 25 of May 2018, with
acknowledging the results.

If the assessment shows too may risks we should ask the Privacy Authority (sic. in
BE) for an advice, if we can continue the project in the same way.

Up from May 25% 2018 the liability is enhanced, and projects are working with a
processor agreement. In such an agreement precautions are taken in a way that a
third party is handling carefully with the private coordinates of everyone, following
the principles of the agreement.

Up from May 25% 2018 every end user of Anne has to receive a privacy notice with
all their rights concerning the GDPR.

When somebody is making software (for example Virtask) , and sells this to a third
party the company is the processor responsible, and the third parties are the pro-
Cessors.

The affected partners will carefully check the input, and will assess, what is valid for the
project and what for the commercial rollout after the project. They will take action for
implementation with highest priority. Highest goal is to protect privacy and dignity of all
involved persons in this project, and to be compliant with the valid regulations and laws.
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10 Appendix

10.1 Privacy Policy of HAN
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persuon, Sl el e Laar woordl beschicased wes naluar |k paseon die dirscl, o7 ind recl ben
wordor poidentificeere, met rame aar dz hard van een decsifcatar oo s aoe noam, oon

B GO T BTG DA RE TR TN T R W TS RS RR 11 NN Gy SO GO DOt REEE | S T PR T L E RO TR i
szctaidd T, etk g s s g st s 27 beva wiek Pel o pe s ma TR jEgosan,
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ieentilicatienurmiriern, [ glimsasayans, ean coline jcenlilice1or al war e=n o7 psar alepaniar (i
kermerkand gijn voor de Feuiese, fesislegsohe, smneticche, poech sohe, soonomiscbe, cularals sf
sor ale idzntitant var diz natuur: ke porsaon;

mi. peatilecing: ke wonn ean gealtmnatliseasds wardsnrk ng wan grrandragrgseens waark sanode
Pz wais prarssonsgepesaers bedaalde paraconlijks aspecier salt esn pallboarlijie pRreon dwertEn
pedvdluesrd, sl cigirs e e bedoelivg =0 berozpeprastabes, sponomische sibaal s, secondbeid,
persoonlyke woarkzurer, mteresses, actravwaaarhed, zedrag, lecot o af verp catsngan to
arssannn of trwnnrepedizn,

i techrisc e warkzaambeien: werkzaamheden o vesbians bagden met oneeaaled, reparatie ar
Eesrwe Tiptires, wam s paralun s 2 progrdraralaurg

r verstrakber sun perooorsgenevens: het bekaed rzker of ter beschibking ste lenvan
[Sadided Ly ol g

[ werwerkar: degeae dle ten bebaeee van de verserkingsearantwonrdell]ie aprsmarsgagaeans
veiye kL

u.  vergerking van persoonspepesers: een aegerking of een ge el van beeesrk rigen mst Gebrekk g
ket porsanisgegcyrns, waarardsr inincer gosal ket verzamieler, sastleggen. argener, amwarer,
b e n, @i R1gsn, pavragen, raadp cgon, geboalien, werstelker dacs micdslvan dearzerding,
verspreding 7 evipe sralere vons ven erpesclikkinpsiellivg, sameabrensgan, ifel alkz: - in secbianmg
b, alsnede Fel alschienmen, u bsisser ol serpisiper san pepessrs;

- uerwerkingssoranteoordelijks £ Ha: do Stcktirg Hogoschoal van arabem en Sijmagen, indoze
vrrbzgamwenrdign daes hat Solegs var Sestuar;

1 Dedstelling en Reikvcie
Artihel 2 Doclstelling van het regloment

CAT reglajrapt Dl rar Jozl:
g e vergerking van persocrapepeeers coniliorn Rel bepaalds in de S5 be leten verlooen;
k1 de perszenlijke levenssfaor van ketrckkane var wic perszonsgegevens ijr verscrkt in 86n af mecr
arsmarder. te beschermier segen wlshrilk ena die gegruers S0 tegen versierkieg san najiishe
ZRERang
vl ode Lelroksers e rlormerer weal ok HoM st ciin of haar pessonseepeyers dosl; an
i de rechtan van de betrakkenen o woorkorzan,

Artikal 3 Rallewdjdte vam hiat reglamant

Cis reglemiant bestt becrekking co het earearke ven peruoonsgepeeens van butrokbener binren de | WY
vaaarender i cder gavs alle medowearbes, stadeaten or cxterne relabios (nkaurfoutseurong] alsmecs ap
arclere bhmireran van wle fe HAM Lesnnnsgegevens Serwerkk.

G replarient i van Loepassirg op oe sehee] ol pedealls]ls peaalomrz lsesrde sepveerking van
PErSCOMSEeEeyens, dlimece ap da verasrs ng wan oroet geagtomatisesrde) gertoarsgagseens diz 0 2en
bxstandd zin epgsnene af die beste nd 20 cazan e warden apgenamen

I Beheer von gegerens

Artihel 4 Mandaat verantwaoordelijhe

D clivavien Teegive Pescdrijl resmil namene v e i anbaoante e, coaeranibsod del ijkbaid o
vla weranersiny wan de pessaoepepevers,

Artihal 5 Documarteran van wererkirgan
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Do HAM Do e rasizbar Bif wen dlle verwar drsan wan pesaiicpepeves, [ o) repisle) éan
vervierkicpssctiv ieiten stzan de selpende pepevers:
a; derzom enocotsctgrezeans van dx eerasrk agsearattaacrdalike
k1 de werserkingsdaeleindem,
gl e becchiijeing van de Calezoriedi an Bk Eeaer ee Vo Caleporie g va) Rrsasiafepenans;
Ul e caleporisip onbvarpsars G490 wie o oerssarsgaves g0 sl aorder secsirekl:
i dien v toppessing cacrpifte varn porsconsgeseees aan exn cerde land of argznsats;
Tl de bracgds taemnen waarkinaer de eersehiliznds categaie® owan gapmeens mnetenaarden

gRwist;

u e e e arscinijy g e becheische erpansanizsalerische Beredili rmanigabepsie,

kemgnhee of gednslal)a geautarznsesrde vorworking wos pemarnsgrgnesns dinnt gomcld br warees by
rh functinnarls gegeverabescharming. Op het Infraaer waa de BARaardr aangegesen ane geimeld an

vanr e D T licnarnis Laageiall steekprdespegijs o2 rechiliae digheid wary de repistial e =n draapl coig
veor adequate decy rmentatie,

L URIZAMIEEN R wenwarkion Lo gegevens
Artikel G Doelbinding =n dataminimalisrtie

Fersan Ergeenrs mostan o er mansgarantr wijze vaesowe bhepaslds, pitdraiiclik amschroesn on
gerechbvaasdizde doeleirder serzamelid worder en mager sersclgens nlet verder ca eer mer die
vhaeleirider opweperiphaEre o les worier) veraen <, Coarngal il pesoueiapepevers o eibz g 200, L
mbke dieerd or buperkt ot wat rocdzakel < iswear de doeleinden saeracar g eorcesn veresarkt
('moumale gegescneeareark g,

Arike]l TRechimatigheid van de verivesiing

Hetwerserkzn van perszonsgogeyens 5 gzkaszard op aer var dz westtclijkz grardslagzr zoals craschreser
IP a2kl & AVE. Do wirrerrkIng Sar persnonsgrgmans was betrakkanes kn mnkaine artlke) & a5
sz akalijs 719:
dy Wi e dibvosring van eerpayaree ke seddilij oo aeliakbeae parij is;
Er o te vo doen aan eenwestelijkz veralichibng die co de vercerkingsverar csscordelijhs rost;
£l arde vtz aclarges vas de betmakioens te Arsckemen:
A1 W s WL g WA aen Faak wan alpemesn ke g atb een taak v het kader van g aibaehenlng
wary el gpenbEdr peeas e e ververkinpseerar veorlelijks boopesdanen,
ey wour ve apka-ipicg van du serechisaardiges belargen van de verserkingsserarovseordelijke of wen
zer darde, bzhalee wannzor de balangen af groadrechter e de fundamertele erjhed=n van oo
aptrakkane fe tot besrheaming van perssonsgrgryens nnaen, maaarder wegen dan e aelargen,
el nEne wannees e Geirskkane een King i
[ werweckin e var persvonspepesers kan cok peagaeend gijn oo loeslerar g sz de belokb e cell De
vervserkirgsserartscordelijks most dar kuennen santaren ozt oo aetrakkene tzestemming besk gegoesr
uror dr vrrserking van 2n prraconspegceens. 15 s ketrckkone con minces2nge dan bea e in samonige
pruallen werpdicht siv aok eastamalrg var e aisder fuettell]k wermepervanniid goe T wragan, I 2an radere
repelirg 0 worde e uiluesekl in welke neesTee it gl dae risl nsodeakalijk =,

e Ha kan de betrokbenn in sparfinks — nacer e bapalen - gowa len (biwoarkss i) middels eca
teastammingsfarmanller con Faestemralng vragen vars Fat sersecker war 710 27 haar pessanisgegeruesrs,

Artikel & Procedure samirasg om sesevens verstrekken

Indirn ann aareamaag tab gagoeantunrstrake ng aardt inges ean bl @pF Pcedar er uan o HaM of ki) een
nrganiatiaaraderdeal van da HAN dan dient dere aarstaag in lecar geval B da seryics arit 10T gadiend e
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vareLlap jradien:

g ol de parmeraap tot peeeespeersbrekk o sen eskerre op enges e 0wijoe s aekrakken;

k1 Act wzrzzok o de acrsoarsgagoesn mies kxt betregllicne takanpasketfurctiz Eehaot van da
HaM- siedrserksr ab nbxt arkace bab de egul eeaes mzz mbeden hebarerde Bl Rt
arganisatiscdeilaal;

vl endiern de pepesermganeraas et pas brnernde coeler zoals cecs je oonschrewern in hel repister
wan e acerhingsambane fartikel o owan dit reg cmet]; of

a1 twdlen srbee fel hestast o or Inkerak goaaakt wares oo de B0,

V Beveliging mefdoifche detaleffer on pebeimheaiog

Artihel @ Beweilging en maldplicht datalekhen

[ weqaptysordelijbe diaasl cong v passapde eaiiepelery @ n e lHizche eriargaaizalsrische a0
Lar beveilizing tenen verlivs of Laper ez vonr var onrechbirasipge serveerking ez pesooipepeoers,

1. U maatregekzn opnor moede ep gerch: oanodies earzameliag er vercen verwerking var
Frrsan i grgeeens te voarkamen,

3 ledara inbeeak Avverpard et parsaondpeieser feals onashredea o artibe D osalsj war ol replement
cal weurden geeoonpentuprd, Do AP wordt conder enredeifke serbapgirg. @n irdisn mopelik Ginoen 72
pur a3 kenrisnams van hes incident, 0 kenms gesicld sande inbreak tena) noet ssaarschiprogk s dat da
inbreuk risice mhouct seor de recvben encen|beden wmnoaatuediks pesares, Indize de mekding aar dn
Al riet hianea 73 war plaatseinet, gaat #i] vergeeald van sen ant sering wear e vertezg ng. Headh de
inbereuk waarschiinlijh 2ere Focgs ristos e sean de pechlan erparijbedens esr nalooelijke peesaren, gen
worckEn cak de betrokkerenl coerg D d e de irbreok in keenis gostald,

4. D kannEgoeng aan de 42 on de hetrakkane emeat noeder geval:

A, v aardwaa de lrareck,

L ContaTiefeteria van de TurEnicaaanis o eep aider CarTacTannT waan e infanteTie o (e
irbirauk kan weorcen varkoepen;

ol gowaarschialijke geve e van de inarzuk; en

d1 eeasakesnlkea mansteege oo o de inhrel e serbann mek perasnagnesesna 28 ke aakkea
waarsrden inwnarkamiend gewal, e mastrepelen e haperking van rle avantuse nepat eee
pevslper daarvan.

S Deinlid 2 bedoelds nedece ing aan ce aotrokkene isoroet vereist indizn:

A, de gegeurrs dic geteafior £ dear de inbreck eabegpelijk =gn saee anbsvareden, Bljurarhiceld
WAl e we s libe ling,

L sehiberal spaaliapeler pelroTeey cije ofie areker dal s i il 3 ehossbde Foge risioo g niel ey
fal wozrdowr;

£l ndien de mecedchng oncyenoedigs inspann agon sergt. 19 gat geval iomt oron plaats daasan zen
apenbae medzdeling of fen snarkgellle maakregaling waarhl] bemreikeren seen caeltrefanmd swea
dgaiirelerd veori2n perntarnrserd,

B Depere die een inbreak inverbard pel persoonsepesers, o s amsenesen i lic 3 opbdekl, melil ce
inbreuk Biraer &30 werkdag aan oe serscecesk. De Sorvicedzck meldt de inareck overa d aance
functiarzns, die de semrsseardcljks inforreesrt o 2ergemagt wasr ds e dingen & s amseEarsesn in
lid 3

T D Tureclivrian s feadl eery oy el aij e isdere irdneck i verbeog rel persosrsnepeeans Hal
paerz cht besat in jecer gesal fe e an gegevens amtrert d2 aard van de inbres, badosld ie bet derde
lid, alzracds varr zove - wan tecanss ng de tokskwan de kxnnsgsy ng aan oo actrakkear,

Arikel 10 Gebeimhouding

EP:E?E %ﬂ? 1,_.r|;[35|-( :'fF.‘-:"-?-'E".'""' ary

e werkremes s werp ks tat gsheimboud ag vaa hetgeen qerm vit heafdz van ajn furctiz bzr keninis
kamt, wear 2aver die werpichbing s e aacd wan de maak ealgt, af atdrukkslk szhefealjk s apge cgd.
Neze serpl chnirg gelelt ok na Dasingiz ng wan de arlsdsmeeankamst,
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1 Cevdermiveder wellalijie Brpalivgen iz G werkpeger jepers dercan varplical WL pereimigading san
persocclijke pepevens ver de werkrenes bengij cs seknarer ol fevestrekkan van oo din pErscon
kctrekking Febbanee gogewens schrifte ik bnestemming goeft.

W Ververder]sioveree plovns]
artikel 11 verworker

Irilian cha verasmrdingseasamancidalie e Bepaalle o7 venserKingen wan ZRgedes Gagacraper
Il g wer wareea e, wondl e door de vergarkivpsearar oo dulijbs i ok ee e e wen
rereeribonst oppeseld ten sanzien ven de dooe de veraerkes ne te komer becherming van
Eetredferde pomaccisgegesera. In gozs quereeniemst et ardsr ez Set znderserp sn e duus v
dr werwErRIrg, de aard en her desalvan de vardterkiag, heT <ot Fesaniz@egeeens &n o Catagarleen
v Ll ckker ey et (le radlilesy e wel plichiinpen war serwesinasvearilmogree ke Lo eegden
vrnschresern. Daarnaast draapt de ceraerkingeserantwoordelijbes r corg voor et [0 deze

pucrecnko st weresr ke seldacnde waarkorgen biedt to9 aanne wa technische o1 arganisazonsche
Erscilligingsamaatregelen e betrrkKINg Exf fe 10 werrleitsa wordsrkgnRr ©o en aans an van e
wealdivg war e inbreak in varbared wel gepaionigepeeeas

1 Wan deee weereenkoirsl diers voee de conbiecbeizenaar wer alscbrillin Provars Le veorcen cpgEnenen,
kor farmiat woar deze serscrkorscverecnkaomst s op ket oatrzastwen de HAR geaubl ceend.
¥ Kennlsgeulng

Artikel 1F Informatie a=n betrokkenen

N verwerklngsuarantiscardell] ks wessmrekt Rl et pazmers van cooseckr]glng van gegousers wan
Letrocker s de valperde informatic 22 de Letrokaers
4y zicrideril et er ceribclze s

by d= contaztgegevers wande fanctiares:

o drwnranrk ngseacleirder e enevtsgaaned wan de gegresnsserserkicg

Ay ile garecibeaarcipn melange lindien e vargerking is gebasaerd ng artizel B lie 1 sub 1 AVE);

el de Grilvargees ol calesonieEr oLy anEers A G e s s E e s

Ti wanarbarger b deong ke san de pessesgepevens aan een derce 2nd of interrcticnale

arganlsatis;

2l hewaarternijren,

W rechler eliokbeos e ronde biel s adr e bl e bl oen g e e sirgaee ienibaaure 2 lijoe
T yuraesske g inzape van en ceckiiicat = of wissing van pesocispepesers te serargen
alsmiede ket recht am bersaar tr maken 2o bot recht cp gegevesovcrdraaghaarhog];

1l nf werstrzkl g dear ketrakkane werpdicht 15,

il rechn g eery Jachn in Le dierer bij de AF;

kIl imferrnabis gwer prehlecinge.

Boverstonde is nist van mmepass g wanrssr 2n vcor 2aver de brtrokkens reees aver de irfarmate

bnsicaikt.

3 Teintarmatieversirakng wan o D wiads st dans mleclel vz een sigeimens Eanlgesing op ce
vaebrsila wary de HAR e il gar balokaere e baes msl nairme infonreie vees bl besigar var s
REREsErsyE mwer s rzen enwan deee repelire, de vajze waarap deze kan sicrcan irgez en en aver de
vz saarea nackes informatic txr zake @incaarden ingaesnaen.

3 wiiEn A parannnsgrgeeene op @en andere wlfre wosden serkrager dan kedaeld i i1 1=, Incd @a
dle persacnzpepeeers niel veor de Deleokasre gall in eark e e var e=n cerdel iredl de
servnispesieg vae lid 1 alaals:

a) biaren een sedelijks termge, doch wsedik binnern &30 maand nacsecknjging van oo
prrssanEgsgeaens; of

ty hijde eeste caminamicatie men de atak e of
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ol Ll Tk e TR Iren =@l wan eerste vepalrakking o0 een derde
= kennicpeyirg vindt plasts deor middel van een algemene kenr sgee ne op de veeks e ovan da 14N,
4. Lekernisgeving van lid 2 windt nizt glaats, irdizre dz kennisgesirg zan de betolkiere armese! ks
of e areaearadlge Irspanalng kass, oo heteskkene reeds suer de irdeeraabls kescb ke, webbal e
Bk s, ol fidlian O pep ol saanadans pei lralws | imoelen alijven gt logide van een
bearoppsnaheirn, Inodat pewal lept de coreerkingeverantsrsordelijbe de Fekormel veon de pepeaers

uast.
5. Gann kaxanEgse g wiadt plaateirdise de presesnserraerking 12 woargsse aeseen kesckrens wiete ok
upnrsghrit
Artikel 1% Opt-in ) Opt-out?

wans ket argesraaed eereerder van e minlkenchter vear commeracle, deele of evartshiese cacleirder
dantwnrafgaarde testermming warcen geerssgd [oat-inl. De anteanger maet daark nxk altijd de
Pl ikl eid hesblesaim cish uil b2 s e sohrijear Gpel-eut], Sosralpaardd woesiep-ur g rapen + niel
vereish indian ket e maiberichl gesn commercisle, jvesls of chartatises doe sinde heslt, e batrokiene
nn 3 mailac s woar peos doemincen booft warstrokt £F in bet geval het e maladies is earkoegen in bet
kadee wvan werkana ws o 2en pranuss of dienskon Bt eomalladees sosdt gearcikt wonr clgen ge | keanartigs
prduher ol dizngier Hel aanailbe ol dient dar veel gery apl-cul moge kbl = beyallen,

Vi Bowoig U oo nens

Artlkel 34 Bersaring e termijnan

Prarsavrepepesers moslan gercdan berarsacd i eercworn o 2 fl o ronelijh rngakl de belrok s viel large:
b identifioeran coqvoer e dee sinden weaarvacr oe peroorspegevens wonder serserkt nood=:kelijk is.
Persacsgogeyrera mogan voor angar: peneden worder apgesizgen lavte-met het pag aparchivznng ir
ket 2 grimieen kelang, wetenschapaell]k or hlstadach ancemack of shat stische dea@lanen damaslap grand
walt e el ik eaos T s passerile Techi sk an CoEan s aloriseae maslreielen veariea getialep
oo e pechiten ee vrijheder var de betrokkepe te beschiermesn, Yoor de Gesaricg van pErssopEe pesens

= bewaartzrminen sastgesteld. Besaartzrmi e kuanen weatteligk 2jn anpea d maz- kunnen acs dacr dz
RaR 2 s vesstge opd. Pl Ricrsar iet HAK Bestaadsaesreloat.”

15 et won imfermobie, ineape afsobniil recifcnhe semwiifeninm arendrrof en benwam:
Artihel 15 algemeen

T Iedaye Bueirakkene Freel ] bl el el taebiskaingg Dol 2 persouospepeyer s s geyaoekin e digre
Lij ce bebomerder et

A, weringirg van irdrmatie:

k. Ivrage, carrect e drecitizatie, aanvillicg, wersd|dering erfaf sfcherming) &0 csverdache wan

R

1 A Felailosleser var die rechilen cijn v de belrokskers sman kasler werborder.

A Petroscers kxnozict b ket vtesfersn van cie reckten - op eigen bosten - lzter bistzan.

4. B¢ bzheodzr wist ackrakkoarn ap de mogsldieneavan rchtskescharming ontacz okt enap o mal
daariiywan de AR

artikel 16 Kecht van bezaaar

L. Irdizn ck rechitmahbizs grandslag wanr con kepaalde voreerking:
a.  magdrakel s wear de prede Ineillicg wan esn paklekrechbalijoe taak; oo
b vocdeabal s e el serachilsaarcipeks belarg, san e saraar b paeaianleacedalijoe
ket de balrokaere bij de bebearder Le gllan Lijde bageoaar antekenern ke die verceerking ie
werbard met zyn bijzondese peescorlifksz amstane ghecen.

Toha emn anlibod 117 Tiehoasa 1 kel
INCerme L A O e eraesn hi] d2 Seovieeleis v de HA M.
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Pelroscpre= fiee’L el rashil nial Te sOrde anclareasarpen 24n eeq it itend op Seauldimalizeerce

gargrarkiong . weaarondar prefilaring, pebaseerd baclo < vaaaraan voor nem rechdssesolzen din

warboneet =f her andarsaies i aanmerkzlijbe mats teft, Betroskere <an aize darn by achezrder

bErramss tegen maker. 0 gelet nkst indlen aek Besllb acazzioelilk 15 wace de todsts adkaming ot

BiLpaerii wals san ceereenbon sl Tueeen de Dalroders an vepdeKinpesep antysordelijkz ol ingdien Jit

is Luepeslaar Gif de wed cie woorgiat in passeride rigatnessbn,

B rincn oy et wesen ta ardwangst van ket seawaar Eeooreesh de earesrkagsearaatesacedshike of Rt

krratzas grorckennedied 1n

A4 Irdlian cha gazavans wievlan sergerkl ivarnard et da totskaadhirenging of e astandacddic g van esn
direcle re gl Wossen werar, oo delijbe of e derde enode belroskeres el kel oup oo e waer
vomrrnerciale of dharsatioes doslstallinger Cdirect markst nigl, kan de betrokkane dearegen bij e
wrrantesanedzlike o aller e arrwaar aarsckores.

5 WareEr betrniroars iEmsaar maakt regen serwerking ten biebnees wan direct marketing, aarden de
pErwaCEpeEegag niel predr wogr e doskeingeg vareerkl

G Dempwraar tepen de verveerking voor cormmzrziéle of charitabewe doelen & alt d gerechbsaardipe

£, e baheesdzr beeindiet de eereerking tar stard, inges de verserkirgmeemrawoardelijks het bezaoar

grrenvheaand gd acht

HS

X Rechishescherming e toesinst
Artlhel 27 Klachtenprocedur:

T Dk blrokasri ke bij e urelivridnis gep klachl in e divrsn:
@, begep een beslssing op een verzoek als bedeeld in artisel 25:
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10.2 Data Protection Policy of HAN

Informatiebeveiligingsbeleid
Hogeschool van Arnhem en Nijmegen
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10.3 Data and system usage of HAN
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itferman csywinmen b melden o) de Hereccldnsk poeinon 24 - 453 1 G ate-mal
sardnanAckithan a L

Arlikel 3. Handel ingen en gediagingen

21 Hel 2 o miedawiar kel nigl ioagealsan HaM=gecavang et HAah-inld nalessamle e o geliuikan
van haredelrgee enied guedrmgingzen cie e e o din el de wel, de gosde cedur, Je cpsnbare ooce of
dil raglemrenl Fiecerder vallen order mizer, raar siel vildabend, de e qerds bandelingen an pedis
gingen:

A, raneak plagen ap adacrschnn K kesckermok: warkion) ot bee ardarsziag harddan in
A mas (intellaclials avjancnns recktas van e Fad of dardan
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Artikel 4. Chmgaan met HAN-megavens

4.1 wan de medneetkier wardt sangedd ghod wzraackt by e nmgang mek HAK gegoesns, B madn
waker clert ale recks ke masieegrlan = neren oo feosnakoman dal crbaenscdan fagang kijgaer
et HAM-cagaver: aak enanedr cama Hokboagesvens ch rleh ap HaWN-idazraeleaysiamran besdnean
Do meedermrker ok zich tenirreta 8 de “qeidan Hak-regels waar nfarnafelswvaliging en pr-
Y

4.2 HEMpegueens denzr e woen cpaedagen op HAN-niammatbcsyeemen el evens opdaan
van HAN gegaenns ep oo el disas g Had ber keschikking gesteld riarahesysmacm s oogeskaan,
mits s il paal or peanygesesice, weirnrssll ke of Bed Psrrschs irmamaaliz,

4.5 Oa mecesed kar danal fivasygpsaslion inloins e eaarance sreconsganesans) oie B in Fal ke
tier v bl vesik = wylan koenl, b kL s looesdijh, e Labiaedsdan, oo da sapaebifgg wen parecons
yeravans 2in dareullerdes rege s opyesald div cin vasgelegd noeoel Privacsteglerzol sande HAR,

d.d Lo mecewerksr 5 op Ao banghe van oe geldends mnma e zr macmals besaatermijner
HeM-ganeseein 20 hauet #ich Fleraan Deme ieeaanamminen ziniz siden nads Hab anchinte
hrasarageliag fn Selaclia [ Hagesehelsn,

A5 0 goesd e Djdelike Commraihaarmid can e am alighsic = de rnecese ko, B2 o peespdig
wer yerechigd wer vervargn ey b varsha e wl de b aeden endol malbos e de rmece
worker, cosh unsuitend indier aanoeioerd kar wardee dal eestamrireg ean o medseerker sorkri-
gen armagelik s choer eon 2vaaratgsnic madtn van azerifsbdang is Do verangsr meg ach dlcen
leegarg wersehaban bef ds bastance el mals deasr relabie behben mes dn seaarscgende wden
van badr [fbelara, drch achber nlak bt als prwd gamakeama mappan, besanian chrals of mals
varzoaden aaar dan wel afiamalig war san werlrouwanaperzoer aecrifeets, madezecipnaciap HR
of wakbrang.

Artikel 5. Ompaan met communicatiemiddelen

£ 1 D AN anversleul die apen dig ooy e de aicsissading va ideess e el veden wae ke s
ve medeserker met collzgas, sludznlen @n dendan via seeide media De AN verszckl van de me-
Aeasnriaer procansona ikt in bzl commoeneerzr. imoselks vorn can ook, zoals wa emal of seoals mz
fia. Wanrear rane ziza als medzesker ean oo HOM preseroese ap secia @ madia decd mes datap
persacnlljaa ha.

£ D rnecierset bar dimnl prive g cskdijae connrianizalie zoveel ogge gk e mican bs aoodan
£05 Do meceserker o aais] gean gegqevers, fale's, videre's an gegalijae van anders medeeakers,

sluceTen of Has-elnbes oo sacnle meda zonder vilerukks ke tecsiamming wan ok Eorokkonein).

Arfikel &. Monitaring on cantrolc

£ D AN & garechloy] crninilernatie oo HAH-gerelalesce aulisibslen e e zamaden voun sor
Iraks ler vacreaming wan schade, Azoak woar conlra s i het sader van keslerr en capacileilsbebeezer-
5ing.

EZ Or natiksl B garoamds varramais inbmatk B alles inegankellk wons da sarmateaandd ke
Eelwaerders B wermoaders of conaletading e miabnik ke hlanasn doncas afoessiaa 17e arlika
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L. daraanon gebruik van de Fasd rramahzsysiemen, of speohck pedreg dat b greee kasize lok ot
CURT AT wamnRizas, Aot moeed ek hepekt ot eehirdaed

Arikel 7. Procedure bij mishroik

11 Warmeedans of constalerng var misbeuik var HaAR-geguezns of AR inforratiesssiemzr maeten
by dr HomnceUesk vanden oemoln, Mzlden a0 va senos mal naar soraczncski@hann araa e
teoinerraer 24 355 16 &L Anonizm moider b oo Srraccliasg 5 oo acgdijk o o ateeonnm
e #RTEELARAEER. Dinlvangst wan da melding werd gl an serrnesd (]l geraglstinean an ir-
dlar mecalljc per a-nal oevealigd. Sla sllerns &’ Lan man 2k 1ol aan verliuaananerzan wenkan,
yebruik aan var da Blskkaeluideress veg G rneldiigg ik Lij el speldponl eosspilsibiasds

V.2 D SopdiceDeck wisk o noeiyg ir oveden met e systeore penger, s benardssar e ce bl
sarmoedan of Az constazrng van msbruik za ancerzncken Bi dtannerzack is do azhandslaar ke
unrgd nm, ndien B AR ener bet aneeEnck randzakelll an, bewl smalcranl welig be stdlenosn
maalragslan & neran e sardar nizanik reaatinmear.,

T3 n g e migkrak 2=l co el wandddaa, alhaokdiis v de zilea) g de icsalileil van de vairmge
dedijaz mismaker gellerbden v de beteTande qeeacdrmz nlizilen Tewens worcl de giygeriaan van
het actreffeade | Sk-infermatcs psicer crdol de ozirefferds | EAR=geoovens ingelical cuer het gqo-

me da mishrak.

7.4 Ma garagdracar kan di baherda aar vamoakan bet sl radar s codarraakar HHalje fans
wakan ra AR vaeeas arangh ca behangasar 2chritta Jk ragporl uib aan da qezacgdragar aear ds Lil-
ke van o Lomder coek.

7.0 De asbardelaer is oevcend cm, mdien B dil ccor de aioelening vae i sehzaamibecen neod
zakeljk acht. ale aztrakkzn informatie aver HAR-gerdaizerde achenzanzr ¢ gegaears in ke @cn 2n
hicrvan knpicen in makse. mckirochsizmirg van ne grlierds vedgesing oo HSW-regr gruing.

TR M al uitheeragan ssin el onderraskaragpor] eonr da Behancesar infamaen de gRragiraca ia
wadevemrker sshnilglijy i al raderan crvalesd Cyer Goooiommslen e hel ancaesoek wazinzde
irardeyrrker in e gulagerieid veond| el Sin sisrevdjey b oo,

Arikel 8. Maatregelen bij misbruik

0.1 Teger de medeveesder gie in sirje naecst met de eoerssheilen oil dit reglzmenl, alsmed: weg=n
nogane mel wiens naggegaeans in sirje wordl genarddd mes A reglemerr, kar de gezogdrager
idiEcip nare) mamneglze vtz comnm Fergacn s angnnomen nan cao espen cecdij< dn oeer
erneamal op hask wearian da madewaka W] de HAR werkraam s,

8.2 Dearvaas] kan o gezsgdrager op bags s dil ieg amen] srvgrwdfd inTermsiie O aler ] veraipls
12, Ldckke e ol spdee et el el mgabogpeler heMee ied e dil rood sk jkoveond] gesdy, e
sutaeeseperkicgg

Artlikel 9. Relabilitatie

Ik ey Hlacd v na Crdersoak cog@grang Bijxl ep indien Jil cradaracsd de rdessaraarn laall Lane-
tesglid, e el wer paeserde sl Gl edn e imedueeker, D] de rneckesserben [ keeren gesll
wiemsen rahabalicaliz e werse
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Arfikc] 10. Onwoorzicne gevallon

Ir i ezl ez il reglamenl nigl weoszizl, bBedis) el Solleyge ca Desloar,

—— Te. I Haome|Lab - R ) '..I e e
crncie & VIESK e PR T B~ 4P o o -DONacass 132

AT L




AAL

akdakarHE

10.4 Data Management Plan of HAN

Datamanagementplan HAN
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Datarnznagement is het gestructureerd beherern van de orderzoebtsdats die ve=rzamale
wrazralen TN ek i rlbes sambadala Toessl een sodenaekegnogest op? Wie beell e
toesans tot de chata? Hoe da je deta seilig 2n dudgrzoam op? Door inoeen sress stad um
sl 1 aeeT sragsan na e cdkerken ananbaceardden e dreanmentaran, sesrkom (e als
ordercvaber problenen ir sen lalers faue,

Hirt grstricbiraeis aehorean van amieeensiadata B nak san Bxlang 2odat jr als
urederzvaker Liarsoaranil ko zijn e e dabaee somelinge, data analyse weoda g opelae
Franesraken inode stgabpen Jaren heaban de nondrsak Blesean duieslijk naar waren
zebracht (KR, 2000, Balar zrijke thema's bij financiers en belzidsmakessin de
atelrrrrackawercld A dan cak trarapacantic ar serifiecrbiaarheld wan studies eechict
lies sebuik van odengoekspee wverp, Ciloaal aiteindelijs leiden Ll belen en el kignler
aredrrresk, vearthonwsn op bestaanes gegesens an eadermack Innears sesnedcn cn

he-zebruik wan da har ledeq kot mincler irancigls kosten

Was o f s e L cnepsps iy Lalar
ke hulpraiddel oo gestructuresred na bz denkar cter e datamanagennant is con
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aonder dat, s bat waneal cer midde] smooocemeckars e heloen de rsien’s e
imvenldriseren Lo savsive wan Pl Belioer vary ol sosksada b pedarensle bel iels
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verzrwsazdeljthezes

Het is de weranbaznrdalijklei] wan de siderzesker well ae ean DY it DR At ap
werzozh wan een subsidiewesstrekker een ances DRF) in 2 vallen en aij t2 hauden. Ce
HA&AM stitnuleeat Feb iteallen wan sea DRI aan het begin van een ondesscekspraject.
Cmdat niet alles voaraf te woozien is. is bet 2an ke racen om het CRIF als een 'levend
Aecinient® perlndick be berfen cn nader aan be villes, Dndersteunars saa bt

studimcentrum turnen hierhij help=n jancsreoecsonderste sningGihanan | |

Lo DA™ kanim Dl verlenpde wan sen Mlar can Sanpak ol projectplan erna2 L sorder,
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