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Abstract 

In the project MLMW there is data record, stored and evaluated. On one hand by operating 

the system (config and calendar data) and on the other hand evaluating the user interac-

tion by data analysis (telemetry data and gathering information for research (question-

naires). 

It is of utmost importance, that the end user data is protected and privacy is guaranteed, 

all legal and ethical aspects are respected in all participating countries. 

In this document the security and privacy principles are outlined. The consequential re-

quirements are listed, the data flow is described, access and storage framework is shown, 

the end user informed consent presented and finally the actual situation in every country 

is depicted. 

What is new since the MTR in November 2017 

The document presents at MTR in November (Version 0.1) was taken over in March from 

engie to IHL. As a reaction on the blocking issues list of the MTR report, we decided to 

completely rework this deliverable. The first version is presented for MTR II in April 2018 

to the reviewers. The current (April 2018) GDPR situation of each organization is shown 

in chapter 9  
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1 Executive Summary 

Already stated in the project proposal, MLMW project undertakes all actions and efforts, in 

order to respect privacy and dignity of its end users as highest principle. 

The legislation changed in EU during the course of the project, and the new GDPR legisla-

tion enters into force on May 2018. Therefore the experts recommended to clarify the 

juridical situation of MLWM in order to ensure the compliance with all laws during the field 

tests and then afterwards by entering the market with MLMW as a commercial product. 

So we can conclude that privacy, security of the end user data, as well as the dignity of 

the end users is very well respected within the MLMW project and that there are no major 

obstacles to roll out the product after finalization of the project as a commercial product to 

the market. 

In this deliverable the information is compiled about security and privacy. 

Chapter 2 discuss the principles and guidelines  

 Data security and encryption is fundamental 

 Privacy is Priority 

Chapter 3 enrolls all Security and Privacy Requirements derived from the Principles. They 

are then also part of the D2.3 Unified Requirements. 

Chapter 4 depicts all human actors relevant in the context of our system MLMW 

Chapter 5 describes all kind of data used in the project. That are data for operating the 

system (setup data), automatic registration of telemetry data and the data gathered by 

the field research activities (questionnaires, interviews…) 

In chapter 6 the access and usage of the different actors on data is explained in a matrix 

Chapter 7 gives a graphical overview over the whole system in respect to privacy and 

security. 

Chapter 8 describes in detail the new informed consent, given to all end users, before 

starting research with them. It is updated with the required amendments as result of the 

discussions with the data protection officers last half year.  

In chapter 9 the current status towards data protection and privacy is givern for each 

partner organization.   
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2 Principles and Guidelines 

The general principles in building a system for MyLifeMyWay (MLMW) is already described 

in the project proposal, Chapter 3.4 Ethical and Legal Issues: 

MyLife,MyWay touches on sensitive ethical issues because direct user participation is seen 

as a key aspect within the project. End-users will provide private data on their daily routine, 

limitations and so forth. The consortium therefore agreed to respect and protect human 

dignity, including informational self-determination in line with the principles and case law 

of the European Convention of Human Rights and the EU Charter of Fundamental Rights, 

 … 

The measurement, processing and storage of personal data are subject to the European 

Data Protection Directive and the respective national implementations thereof. These reg-

ulations will be taken into consideration in the project and its pilot implementations by any 

of the partner organisations.  

...  

MyLife,MyWay will direct special attention to identify critical privacy and confidentiality 

requirements of data with respect to information flow security. 

All partners will work with older adults as well as with their informal caregivers in Belgium, 

Switzerland and the Netherlands according to high ethical standards. User participation will 

target those groups of older adults that are legally capacitated and capable of giving in-

formed consent. In order to ensure a common level of data protection, the project coordi-

nator will set up a data protection agreement, incorporating the points raised above. 

... 

Every activity undertaken with the users will be fully compliant to the international and 

European and national privacy and data protection law. 

... 

Providing a PA to help older adults managing their daily activities can only work if the aims 

and wills of the people concerned are taken into account carefully. The provided solution 

should be prepared to support people but not to incapacitate them. Distributive justice and 

fairness in the access to the provided services should be considered throughout pilot im-

plementations and commercial launch. Furthermore the directly and indirectly involved 

actors respectively users of data and information as well as their aims and wills have to be 

considered. 

Additionally in the section 3.3 Data Security and Encryption is Fundamental of (D3.1 System 

Requirements and Architecture Specification), the following basic principles are described: 

Data security and encryption is fundamental 

The safety of the data of the MyLifeMyWay users is a fundamental design goal of MyLife-

MyWay. Protecting sensitive data is the end goal of almost all IT security measures. Two 

strong arguments for protecting sensitive data are to avoid identity theft and to protect 

privacy. 

Therefore authentication, authorization and encryption are fundamental components of the 

MyLifeMyWay system architecture. 
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Privacy is Priority 

The evolution of Web technologies has increased collection, processing and publication of 

personal data. Privacy concerns are raised more often as applications built on the Web 

platform have access to more sensitive data — including location, health and social net-

work information — and users' activity on the Web is ubiquitously tracked.  

The privacy of MyLifeMyWay’s users is therefore a paramount concern. MyLifeMyWay will 
not use any of the user's personal data for anything outside the core MyLifeMyWay sys-

tem use cases – no advertising and no selling of data. The solution design will make sure 

that every user has only access to his own data and shares only the minimum information 

needed with other users to enable communication and interaction inside MyLifeMyWay. 

Other user related information is kept and stored during the project duration for internal 

analysis and development of collaborative intelligence algorithms only. … 

The system architecture needs to ensure that a single end-user device or a single end-user 

will never have access to other data than its own. Furthermore, the system architecture 

must take care of obfuscating data so that a single entry never can be traced back to a 

specific end-user or end-user device. This applies for secured data transmission as well as 

for aggregated data mentioned in the paragraph above. 

We extend these principles with the following important topics 

New GDPR Legislation 

Our project is executed in three countries: Netherlands, Belgium and Switzerland. Each 

country has its special legislation rules for the appliance of data protection and privacy. 

Additionally, the legislation of the European Union is in force for Netherlands and Belgium. 

A new EU GDPR regulation coming into effect in May 2018. All involved organizations have 

a strong focus on the consequences of introduction of the new EU-GDPR at the current 

time (spring 2018). Therefore, for each country the actual GDPR state is depicted in chap-

ter 9of this deliverable. All responsible external experts are very busy with this introduction 

of GDPR and makes it a time consuming process. Therefore, some statements in Chapter 

9 are not final and will be updated, as soon the answers of the specialists are available. 

Proportionality of Data Usage and Controlled Access 

Data is collected on different aspects in the project. On one hand, we collect during the 

research activities of HAN, UCLL and IHL personal data, off the participants, about their 

vulnerability, daily habits and biography. 

On the other hand, we are able to record user behavior on the MyLifeMyWay systems 

(telemetry) to enable AI analysis for the product improvement, as described in the pro-

posal.  

We do not aggregate the biographical research data with the telemetry data and vice versa, 

to keep privacy. The project members analyzing research data do not have access to the 

telemetry data and reverse. We strictly regulate the access on the different data sets. 

The data is stored in a secure environment and not accessible to unauthorized personnel. 
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3 Security and Privacy Requirements 

Taking into account all principles and guidelines compiled in chapter 2, a set of security 

and privacy requirements evolve. They have to be followed in the definition of the system 

architecture. We tried to focus on a set of 11 requirements, giving a reasonable frame for 

the project MyLifeMyWay and respect the dignity and privacy of all of the MLMW users in 

an optimal way. This set is shown in table below. 

 

Topic Requirements 

Compliance The system must be compliant with 

 the national data protection, privacy and ethical legisla-

tion in each participant country 

 the EU GDPR regulations coming into effect in May 2018  

Voluntariness  All persons taking part as users in the project MLMW 

must participate with their free will.  

 They can quit the project without any drawback any 

time.  

 They can request, that their stored, non-aggregated 

personal data can be deleted within a specific time 

frame on their request completely 

Data Sharing All data recorded and stored in this project  

 must be kept in the protected project environment. 

 is not allowed to be sold or used for advertisement pur-

poses 

Data stored in the personal agenda can be shared by the end 

users selectively with their supporters. 

Lifetime  All persona data, collected during the project must be 

deleted after the completion of the project. This is valid 

for configuration data, telemetry data, questionnaires, 

interview notes 

 Aggregated data – not back-traceable to an individual 

user – can be kept beyond the project end. E.g. project 

reports, publications etc. 
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Pseudonymisation  All data stored in any form must be pseudonymised 

 No clear text names are stored together with measure-

ment data, questionnaires, telemetry data 

 The key between data sets and real persons must be 

stored securely, with access of clear defined authorized 

personnel 

Transmission  No clear text transmission of data between one and an-

other system component is allowed  

 All data transmitted from one physical system compo-

nent to another must utilize a secure transport layer. 

The applied techniques must be state of the art 

Storage  All data stored in paper form (notes, forms…) containing 
personal data must be kept in safe area. This means 

unauthorized access is prohibited in an efficient way. 

 Electronic stored data must be protected against unau-

thorized physical and electronic access with suitable 

technical measures 

Access  Access to the front and backend devices must be pro-

tected 

 An access scheme must be defined for each user group 

and each data type, to ensure adequate data usage. 

Evaluation   Evaluation of must be done on pseudonymised data only 

 Evaluation of the data must follow the principle of pro-

portionality 

Aggregation  Usage data (telemetry) and research data (question-

naires, interviews) must not be aggregated for joint 

evaluation 

Table 1: Security and Privacy Requirements 
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4 Roles Within the Project 

In this chapter all actors, playing a role in the project, are described. This are on one hand 

the primary users and their carers, but on the other hand also the project team and the 

system administrator. During the lifetime of the project they hav access to different types 

of data. They are described in chapter 5.  

In chapter 6 both views are combined and define the data access for the matrix of data 

types and user groups.  

4.1 End Users 

 Primary target group for MyLifeMyWay system 

 Fragile but not too fragile persons who live at home with little external help or in a 

nursing home with low level of assistance 

 Using the client device, where the PVA is running, to structure their daily life 

4.2 Supporter 

 Assist and support the end users. 

 This can be a neighbor, relatives, living service provider, care giver 

 They support end users by administering the content of Anne and helping the end 

user to operate the system. E.g. enter calendar details 

 The end user organisations recruit end users and in the project often take the role 

as supporter 

4.3 System Administrator 

 Administers the backend system and keeps it running 

 Generates and administers accounts 

 Trains supporters and ev. end users 

 Provides technical help and support 

4.4 Data Scientist 

 Makes in-depth analysis of collected telemetry data (usage data) 

4.5 Researcher 

 Conducts all end user related research 

 Sets up questionnaires, focus groups and interviews 

 Collects at the end user site and with the end users together their expectations 

towards and experiences with the PVA 

 Evaluates the results of the questionnaires and interviews quantitatively and quali-

tatively. 

4.6 Project Partners 

PARTNER VIR ENG HAN DEV TMZ SRL UCLL BON IHL 

COUNTRY NL NL NL NL NL BE BE CH CH 
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ORGANI- 

ZATION 
SME LE UNIV USER USER USER UNIV USER UNIV 

END USER    20 20 20  20  

SUPPORTER    X X X  X  

SYSADMIN X        (X) 

DATA 

SCIENTIST 
 (X)       X 

RESEARCHER   X    X  X 

Table 2: Project partners versus role in the project 
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5 Data Within the Project 

Several type of data is collected during the lifetime of the project. three different kinds of 

data can be distinguished: 

 Data required to make complentary research in the project (exptectations, satis-

faction, biographic analysis, IPA, CSI…). They are described in sections: 5.1, 5.2, 

5.3 

 Data recorded automatically during the operation of the device, intended for the 

use in AI-research. It is described in section 5.4  

 And data used for the normal operation of the device, also thinkable in a commercial 

environment. This data is described in section 5.5 and 5.6 

5.1 Informed Consent 

 End user allows the usage of the data during the project 

 On this consent the clear name and the pseudonymization code is noted 

 Only available in paper form at the relevant end user site (NL, BE, CH) 

5.2 Questionnaires 

 Electronic questionnaires, that are filled out by end users 

 Stored on secured electronic platform FormDesk, with the user account of HAN 

 Used for SPSS evaluation of the data 

 Used for deriving user requirements, user expectations, user well-being status 

5.3 Focus Group and Interview Notes 

 Taken during face to face interaction with the end users 

 Notes taken electronically (stored on research servers locally) or on paper (locally 

stored at research organizations) 

 Used for deriving user requirements, user expectations, user well-being status 

5.4 Telemetry Data 

 Pseudonymized data automatically collected on client devices 

 Uploaded to the API server (@Virtask in NL, then mirrored to engie NL) 

 This data records the user behavior on the client device 

 It is intended for data analysis investigation, with the goal to find common usage 

patterns and long term behavior 

5.5 Configuration Data 

 All data required to set up/configure the software individually and guarantee the 

support during the operation of the system 

 Either the supporter or the Sysadmin sets up the devices 

 Information is stored dynamically on the dashboard in NL @ Virtask 

 Configuration data base also contains recurring reminders except google calendar 
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5.6 Google Account 

 For each user a specific google account is set up 

 This account is used for connection and authentication on client device (oAuth 2.0) 

 The underlying google calendar data is fed to the client device 

 This calendar can be shared with the supporter 

 Calendar data resides on google accounts only – excerpts are displayed on local 

client devices on request 

 Data is not connected to other data for evaluation purposes 

6 Data Access and Usage of Data 

To fulfill the privacy and data protection guidelines and principles (chapter 2) and the de-

rived Requirements (chapter 3), the different user groups and data storage types and lo-

cations are depicted in a comprehensive access scheme in Table 3 below 

 User Type Storage Form 
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Informed consent A - - - B/C X       

Configuration A - C/B - -  X      

Google Account 

(authentication 

only) 

C/B C D/C/A - -  X    X 

 

Questionnaire A - - - C/B X   X    

Interview Notes A - - - C/B X   X X   

Telemetry A - C C -  X X  X*   

Reminder** A C C C -  X      

Google Calendar 

(no medication 

data) 

C/B C/A C - -       X 

TeamViewer B/A - - - -        

Table 3: Data Access, Storage and Usage - A: generates data; B: stores / owns data; C: has access to 

data; D: administers accounts / data; -: has NO access to data; *: only evaluation of stored data; ** 

Reminder data can be used for drinking reminder and also for medication intake. They are part of 

configuration data and can be accessed with the dashboard with defined user access rights. 
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7 System Overview 

 

 

 

 

The MyLiveMyWay system 

consists of several distrib-

uted components that in-

teract with each other. Fur-

thermore, access rights to 

the generated and stored 

data is depending on the 

users role in the whole eco-

system. All telemetry and 

questionnaires data are 

pseudonimyzed com-

pletely. Access to data is 

restricted to persons only 

with access rights. An 

overview as base for dis-

cussion is given in the 

graph below. Refer also to 

the explanatory chapters 

4, 5, 6  
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8 Informed Consent 

The initial informed consent was slightly changed for phase II after several discussions 

with the different data protection officers of the participating countries. Extensions were 

made with the use of the google calendar and the explicit mention of the telemetry usage 

data collection capability of the system. Further, the informed consent is also presented to 

the informal/formal carer for signature, if a carer is involved for a specific end user. 

The informed consent is explained in detail to the end users before they are asked to sign 

it. With this procedure we are sure, that the content of the informed consent is understood 

by the proband. 

The original developed informed consent for this AAL project, is used and signed by the end users 

involved at the start of the project. At the midterm review one of the issues stated was to check if all 

the items are covered by new legislation like GDPR. During the project, a decision was made (and the 

opportunity was developed) to collect telemetry data anonymously. For gathering, storage and use of 

these data there was no specific item asked by informed consent from each end user but implicitly 

stated. Due to developments in recent legislation (GDPR) the original informed consent has to be ex-

tended for the item gathering of telemetry data. Also it is recommended to address the use of the 

“Google agenda” in making appointments in the agenda of the PA Anne. The next two items are de-
veloped and added to the existing informed consent.  

8.1 Proposal for extension of the informed consent 

8.1.1 Telemetry data 

An addendum on this topic telemetry data is developed in close cooperation between the members of 

the research group and juridical experts. The addendum is translated in the language necessary for 

each country and added to the existing informed consent. 

 

Language 

German (delivered by iHomeLab/Daniel Bolliger) 

«Ich verstehe, dass meine Nutzungsdaten automatisiert aufgezeichnet und gesichert an den geschütz-

ten Datenserver des Projektes übermittelt werden. Die so erhobenen pseudonymisierten Daten werden 

nur innerhalb des Projektes verwendet und können nur von autorisierten Projektmitarbeitern bearbei-

tet und ausgewertet werden. Die Detaildaten werden vertraulich behandelt und nicht ausserhalb des 

Projekts weitergegeben und nach Abschluss des Projekts wieder gelöscht.» 

 

Nederlands/Vlaams (delivered by HAN/Sylvia Hoekstra) 

Ik begrijp dat mijn gebruiksgegevens automatisch worden vastgelegd en veilig worden verzonden naar de 

beschermde dataserver van het project. De gepseudonimiseerde gegevens die op deze manier worden verzameld, 

worden alleen binnen het project verwerkt en kunnen alleen worden verwerkt en beoordeeld door geautoriseerd 
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projectpersoneel. De gedetailleerde gegevens worden vertrouwelijk behandeld en zullen niet buiten het project 

worden doorgegeven en zullen na voltooiing van het project worden verwijderd. 

 

English (delivered by HAN/Sylvia Hoekstra) 

I understand that my usage data is automatically recorded and transmitted securely to the protected data server 

of the project. The pseudonymised data collected in this way will only be processed within the project and can 

only be processed and evaluated by authorized project staff. The detailed data will be treated confidentially and 

will not be passed on outside the project and deleted after completion of the project. 

 

8.1.2 Use of Google-agenda 

 

It is strongly recommended by the juridical advisors to state clearly in the informed consent the use of the Google 

agenda. 

Therefore the next statement is developed and added to the modified version. 

 

Language 

German (delivered by iHomeLab/Daniel Bolliger) 

Ich verstehe, dass meine Kalenderdaten auf einem Googlekonto gespeichert werden. Für die 

Kalenderdaten gelten die Datenschutzbestimmungen von Google. 

 

Nederlands/Vlaams (delivered by HAN/Sylvia Hoekstra) 

Ik begrijp dat mijn agendagegevens op een Google account is opgeslagen. Het Google-privacybeleid is 

van toepassing op de kalendergegevens. 

 

English (delivered by HAN/Sylvia Hoekstra) 

I understand that my calendar data on a Google account is stored. The Google Privacy Policy apply to 

the calendar data. 

 

8.2 Procedure modifying informed consent 

The addendum concerning the telemetry data is added in the original informed consent as item 6 

(Dutch version) and 7 (German version). In the Flemish version it is included already. 

The addendum concerning the use of Google agenda is added in the original informed consent after 

item 7 (Dutch version) and 8 (German version). 
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8.2.1 Replacing existing informed consent 

To be sure every end user is fully aware of and agreed on the state of the art informed consent, we 

decided to replace the existing informed consent for the modified. All newly recruited end users are 

informed and asked to sign this modified informed consent. 

The group of end users who are included at the beginning of the project and from whom is obtained 

already a written informed consent (not modified), we decided to let all these end users sign this mod-

ified informed consent after clearly communicating to every individual end user what the modified 

informed consent consists of. If the end user agrees and signed, then the existing version will be de-

stroyed and replaced by the new modified version. 

This modified informed consent will be delivered by all known and new end users. 

8.3 Modified Informed Consent 
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Figure 1: Informed Consent German for Test Phase 2  
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9 GDPR Status 

During Mid Term review in 2017 the data security aspect was discussed. As a result the 

mid term review report identified the following blocking issue: 

Verify the legal framework applicable for each country during project development and for 

the roll- out phase. GDPR is just an example of a regulation that the PA will have to comply 

with, which imposes functional requirements, quality attributes and barriers that the prod-

uct will have to comply with. Cybersecurity, identity management are other areas of con-

cern at EU level. As we heard on the review some countries may have additional regulations 

that the project must consider. In parallel with legal requirements, consider appropriate 

practical controls, who has access to what level of data, who can make edited changes to 

medication reminders for example. 

The consortium took action and reviewed the new legislation situation with the local jurid-

ical authorities. Especially we discussed also the situation with the new EU data protection 

law (valid from Mai 2018). 

In general there is high attention to the subject of new GDPR in all participating countries. 

All project partners are well aware of the importance of a good way to respect GDPR and 

the dignity of all participants as first principle. All responsible represenetative of the project 

partners are anyway focusing now on this subject. This means the privacy and security is 

already a topic with high attention within their organizations and we can profit in MLMW 

project from ongoing activities. On the other hand the authorities are very much over-

loaded with the actual changes in legislation. So not all authorities were able to respond 

until the release of this version of the deliverable. Nevertheless we present here the actual 

available status in Belgium, Netherlands and Switzerland. By April 1st 2018. 

Summarizing can be stated: 

 No ethical approval has to be applied for MLMW 

 With small adaptations in the informed consent the project also respects with its 

current setup the new GDPR legislation of the EU 

 Adapted informed consent is applied to all participating end users with the rollout 

of phase 2 end user tests in spring 2018. 

9.1 Situation in Belgium 

In Belgium we have two active organisations: SLG and UCLL. Whereas UCLL is the respon-

sible research partner, SLG is the end user organization. 

UCLL already checked the situation and describes it as follows:  

University College Limburg Leuven (UCLL) is member of the KU Leuven association. The 

KU Leuven is fully committed to the advancement of high quality academic research and 

to promote high ethical standards of research. In the first instance KU Leuven endorses 

the national ethical code drawn up by the four Belgian Academies – the Royal Flemish 

Academy of Belgium for Science and the Arts, the (Flemish) Belgian Royal Academy of 

Medicine and their respective Francophone counterparts and the European Code of Conduct 

for Research Integrity, drawn up by ALLEA (All European Academies). KU Leuven has also 

drawn up some of its own guidelines and policies concerning among other things animal 
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testing, academic freedom, dual use research and privacy (see https://www.ku-

leuven.be/english/research/ethics). 

Social and Societal Ethics Committee (SMEC) evaluates research on human sub-

jects that is not related to health science practices or includes medical or pharmaco-

logical procedures. It includes a multidisciplinary panel of experts for ethical review of 

research in the humanities and the behavioral or social science research traditions. Also 

protocols in engineering, natural or life science may be submitted to the SMEC panel. Mixed 

protocols will be evaluated in collaboration with the Medical Ethics Committee. Ethical re-

view board SMEC was founded on April 1, 2014, by the university executive board GEBU, 

for the evaluation of research on human subjects, not subject to compulsory review by the 

medical board MEC. SMEC includes a multidisciplinary panel of experts for the ethical re-

view of research protocols in the humanities, and the behavioral or social science research 

traditions. Also protocols in engineering, natural or biomedical science may be submitted 

to the SMEC panel of experts. Focal points of SMEC review include the reconciliation of the 

interests of participants and researchers, and the implementation of good research prac-

tices. SMEC follows legal and international ethical guidelines and standards with regard to 

participant recruitment, data collection and handling, and the dissemination of research 

findings. As far as they are not already part of official legislation (e.g., regarding privacy), 

such guidelines have been defined and endorsed by scientific organizations and profes-

sional associations, and the SMEC panel intends to take differences into account that may 

exist between scientific areas. Although advice by the SMEC panel of experts is often not 

compulsory, nor legally binding as such, it may be required by publishers or editorial 

boards, research auditors, legal authorities, or funding agencies. Prior to the practical im-

plementation of protocols and procedures, researchers should determine whether an ethi-

cal review certificate may be required at a certain point in time. In most cases, the SMEC 

panel will not provide post-hoc advice. Applicants should note that any ethical advice by 

the SMEC panel relates to the verbatim description of protocols and procedures in the 

application dossier. Amendments or revisions of reviewed protocols should be resubmitted 

to the SMEC panel for additional review. The SMEC panel will not advise about scientific 

originality of the application. 

Besides SMEC, there is a special ethics committee for clinical research. The Ethics Com-

mittee Research UZ / KU Leuven evaluates medical and health related research 

(clinical research) and provides advice after scientific and ethical review by a panel of 

experts. Protocols involve human subjects (patients or healthy subjects), or can be also 

related to research on human pathological material or embryo's. For more information 

(only Dutch) see https://www.uzleuven.be/ethische-commissie/onderzoek  

More information about the policy on processing of personal data at KU Leuven and the KU 

Leuven contact persons can be found on the privacy webpage of KU Leuven: https://ad-

min.kuleuven.be/rd/privacy/en/researcher#section-0 

Ethical review MLMW 

MLMW is research on elderly people that is not related to health science practices or in-

cludes medical or pharmacological procedures. Therefore, for MLMW, UCLL submitted a 

research protocol and procedures for ethical review by the SMEC panel of experts at Octo-

ber 11th 2017. Following favorable review of an application dossier, SMEC provided a cer-

tificate of ethical approval (in the form of an email) at October 27th. This certificate relates 

to the verbatim description of protocols and procedures in the application dossier, and can 

https://www.uzleuven.be/ethische-commissie/onderzoek
https://admin.kuleuven.be/rd/privacy/en/researcher#section-0
https://admin.kuleuven.be/rd/privacy/en/researcher#section-0
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be included or mentioned as such in applications, publications, etc. It will remain valid upto 

4 years of its effective date of issue. Amendments or revisions of approved protocols should 

be resubmitted to SMEC for additional review using the same application forms, mentioning 

the previous dossier.  

The mail thread for this review can be found in the following figure 

 

Figure 2: Mail Thread Ethical Review Belgium 

SLG does not store any data of the MLMW trials locally at their organization and therefore 

does not have any special obligations regarding the data protection legislation. One open 

point is the clarification about the reminder function we have implemented in Anne. Espe-

cially, when it is used for reminding of medication intake. 

9.2 Situation NL 

In the Netherlands we have following parties, active in the project: Research organization 

HAN, end user organization DEV and TMZ, ENG who stores all telemetry data and VIR, that 

runs the system as development organization. 

HAN is anyway having a closer look to data protection and privacy with the introduction 

of new GDPR legislation. We got last few days the following feedback from the responsible 

bodies from HAN, explaining the compliance of HAN in the MLMW research context. there 

is a letter from the ethical advisory board that states, that MLMW does not need to have 

an extra ethical approval, and the research can go on as planned. 
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Figure 3: Adviesbrief Ethische Adviescommisie Onderoek FGGM 

The privacy and data protection is guaranteed by following the three documents of HAN: 
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 Privacy Policy of HAN (attachment 10.1) 

 Data Protection Policy of HAN (attachment 10.2) 

 Data and system usage of HAN (attachment 10.3) 

 Data management plan of HAN (attachment ) 

ENG stores solely the telemetry data of the field tests on their data center. With the dis-

cussion on exit of engie of MLMW, the data on their servers will be deleted before the end 

of the project completely. The data center itself is in line with the highest security standards 

and is therefore compliant with the new GDPR legislation. Details can be found in the fol-

lowing document in the attachment in chapter 10.5 

 Engie GDPR and AVG Compliance Declaration 

VIR Protection of personal data and data leaks  

To meet the requirements of the GDPR Virtask will add to all the end user agreements the 

following: 

1. Virtask respects and acts accordingly to the European privacy laws (AVG/GDPR), 

including the law “Wet Meldplicht Datalekken” (obligation to report data leaks). In partic-
ular, Virtask will not process personal data for a purpose other than is agreed up on within 

the scope of the project MLMW. Virtask is required to protect the personal data using 

technical and organisational measurements within reason. ‘Within reason’ means that the 
costs of the measurements taken for protection regarding the type of personal data, are 

reasonable regarding the risks. 

2. When personal data is no longer necessary for the purpose of the goals that the 

involved parties have agreed up on, Virtask will remove and destroy the data.  

3. All employees of Virtask that work with personal data are subjected to a duty of 

confidentiality and work accordingly the current legislation and the regulatory regime.  

4. All loss of, illegitimate acquisition of, or damage to personal data will be reported 

within 24 hours after discovering of that fact to the consortium members of MLMW and will 

be submitted to an investigation if it is necessary to report it to the  supervisory authority. 

Virtask works with informed consent form that all participants (end users) have to sign and 

to meet the requirements of the GDPR Virtask will additionally:  

 provide an additional information sheet for the legal representatives of incapable 

adult participants; 

 in the information sheet to the participants, mention that the data of the partici-

pants will be protected in accordance with the provisions of the amended law of 2 

August 2002 (and then Regulation 2016/679 of the European Parliament and of the 

Council of 27 April 2016 when it will apply); 

 regarding the images, videos and sound recordings that will be used to communi-

cate about the study outside, ensure that participants will not be identifiable unless 

they have given their consent in writing; 

 in the informed consent form, in the section where the participant agrees for sec-

ondary use of his or her data for future research, specify that this is research in the 

same field; 
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 in the information sheet to participants, specify how confidentiality will be ensured, 

specifying how the data will be processed and whether it can be sent to other coun-

tries. If data can be sent to countries outside the European Union, provide a check 

box in the informed consent form that states: "I accept the transfer of my samples 

/ data made anonymous, outside the EU European Union, where existing legislation 

on data protection may be less stringent " 

TMZ and DEV as end user organizations. They do not store any data on the participants 

of the field trials. Therefore they follow HAN as responsible research organization and do 

not have to take special precautions.  

9.3 Situation CH 

In Switzerland we have the two organizations IHL and BON. BON is the end user organi-

zation and does not store any data. IHL is research and development partner and is in 

charge for assessing the situation for whole country. 

BON does not save any data on the user trials and does therefore not take any special 

precautions regarding GDPR and privacy. They follow the measures of IHL 

IHL took the lead on security and data protection issues in Switzerland. 

In a first step, the system description presented in chapter 4, 5, 6 and 7 was written. This 

was the information base for all external experts, assessing the project. Whitout such a 

documentation it is not possible to assess such a complex system with the privacy experts. 

The description was made available for all project parties, for their bilateral discussion of 

the privacy assessments. 

Then IHL approached the data and privacy representative of – Lucerne University of applied 

Arts & Sciences Prof. Dr. Ursula Sury. An in depth face to face discussion followed. The 

final advice was, to contact the official juridical representative for data protection of the 

Kanton Luzern, Dr. Jur. Reto Fanger for a final assessment. 

Contact was established end of January and a discussion meeting for clarification of open 

points took place on March 7th. The feedback of the data protection representative to the 

information on MLMW was very positive. 

The following points needed better clarification: 

 The informed consent has to be extended by having an extra point on the use of 

google calendar 

 The informed consent has to be extenden by having an extra point on the capability 

of the system to record automatically telemetry data 

 If it is possible to encrypt data sets on the data bases regarding to evaluation per-

formance, this should be planned. 

These first two points are already implemented for field testing in phase 2 (see chapter 8). 

The last point (encryption) will be tackled as soon as there is better visibility on exit of 

engie and the performance of our envisioned data storage environment, using kafka. 

Additionally, the situation between the GDPR legislation in EU and Switzerland was dis-

cussed. Switzerland will adapt their legislation to be compliant with the new EU GDPR. A 
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proposal of the 'Bundesrat' was handed out to the parliament in March 2018. Discussion 

and final laws will enter in force after that. A date for this act is not known until now. 

The data protection officer of the Kanton Luzern will hand over a data protection and pri-

vacy statement of MLMW. Planned was Eastern 2018. This statement will be added here in 

an updated version of this document. 
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9.4 GDPR next Steps 

Not yet all contacted national data security officers have given their final assessment to 

the submitted privacy and security policy of the MyLifeMyWay project. We will include the 

comments and the clonclusions into this deliverable upon receipt. 

Just on April 6th we got from the data and security responsible from SLG Renilde Rottiers 

(mail from Marc Flaeminck) valuable the following feedback on GPDR implementation:  

 The PA (privacy assessment) must be completed before 25th of May 2018, with 

acknowledging the results. 

 If the assessment shows too may risks we should ask the Privacy Authority (sic. in 

BE) for an advice, if we can continue the project in the same way. 

 Up from May 25th 2018 the liability is enhanced, and projects are working with a 

processor agreement. In such an agreement precautions  are taken in a way that a 

third party is handling carefully with the private coordinates of everyone, following 

the principles of the agreement. 

 Up from May 25th 2018 every end user of Anne has to receive a privacy notice with 

all their rights concerning the GDPR. 

 When somebody is making software (for example Virtask)  , and sells this to a third 

party the company is the processor responsible, and the third parties are the pro-

cessors. 

The affected partners will carefully check the input, and will assess, what is valid for the 

project and what for the commercial rollout after the project. They will take action for 

implementation with highest priority. Highest goal is to protect privacy and dignity of all 

involved persons in this project, and to be compliant with the valid regulations and laws. 
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10 Appendix 

10.1 Privacy Policy of HAN 
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10.2 Data Protection Policy of HAN 
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10.3 Data and system usage of HAN 
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10.4 Data Management Plan of HAN 
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10.5 Engie GDPR and AVG Compliance Declaration 
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