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1 L = Legal agreement, O = Other, P = Plan, PR = Prototype, R = Report, U = User scenario  

2 PU = Public, PP = Restricted to other programme participants (including the Commission Services), RE = 

Restricted to a group specified by the consortium (including the Commission Services), CO = Confidential, 

only for members of the consortium (including the Commission Services)   

Disclaimer  

The information in this document is subject to change without notice. Company or 

product names mentioned in this document may be trademarks or registered trademarks 

of their respective companies.  

All rights reserved  

The document is proprietary of the ReMember-Me consortium members. No copying, 

distributing, in any form or by any means, is allowed without the prior written agreement 

of the owner of the property rights.  

This document reflects only the authors’ view. The European Community is not liable for 

any use that may be made of the information contained herein.
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Executive Summary 
This document presents the ethical principles and standards that will be adopted by the 

ReMember – Me Consortium throughout the project implementation. It also contains 

the data management plan for the ReMember – Me project. This deliverable will serve 

as a common direction and ethical protocol for all end user organisations during field 

trials. 

Chapter I describes the general ethical framework and the existing European Union 

regulations, declarations and conventions under which the project will be carried out.  

Chapter II is a thorough description of how the ReMember- Me project will comply with 

the ethical principles, standards, national laws in the pilot sites and the General Data 

Protection Regulation.  

Chapter III gives information about data that is going to be collected during the field 

trials as well as its handling and management by project partners. 

Comment by authors: Since important designing activities of the ReMember – Me 

system are still ongoing this deliverable is a dynamic document and shall be subject to 

amendments. 
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Introduction 

Project overview 
ReMember – Me is a multinational project funded by the Active Assisted Living Joint 

Programme that aims to detect and prevent cognitive decline early on in older adults. 

Cognitive decline or cognitive impairment is defined as a state in which a person has 

difficulties in remembering, concentrating, learning new things, or making decisions 

which affect their everyday life. Cognitive decline ranges from mild to severe (major). 

When people have mild cognitive impairment (or else Mild Neurocognitive Disorder 

hereafter Mild NCD), they have difficulties in at least one of the cognitive domains 

mentioned above (e.g., remembering, concentrating, etc.) but these difficulties do not 

affect significantly their ability to do everyday activities independently (e.g., paying bills 

or taking medication). When people have severe cognitive impairment (or else Major 

NCD) they have significant difficulties in at least one of the cognitive domains mentioned 

above (e.g., remembering, concentrating, etc.) and these difficulties hinder their ability 

to do everyday activities independently (e.g., they need help to pay bills or take their 

medication). Early on diagnosis of cognitive decline (Mild Cognitive Impairment state 

hereafter MCI or before Mild Cognitive Impairment is manifested) is very important. 

Being diagnosed early on with cognitive decline gives a person a chance for 

improvement or maintenance of their cognitive function through rehabilitation activities 

and counteractive actions. 

ReMember – Me is a smart system that integrates feedback from a social robot, tablet, 

fitness tracker and sleep analyser. It offers baseline assessment for cognitive 

impairment, detection exercises, stimulating games, and socializing through its Meet 

people social platform. 

1. General ethical framework 

The four principles 
Throughout the implementation of the ReMember – Me project, from its co-creation, 

design and conceptualisation, to development and testing, the ReMember – Me 

consortium will be guided by the four principles of Biomedical Ethics originally defined 

by Beauchamp and Childress. They are as follows: 

Autonomy – The right for a participant to make his/ her own fully informed decision and 

choice whether to take part in the project or not. That is, primary system users are 

informed about the possible risks and benefits, and likelihood of success. Therefore, 

participation in the ReMember – Me project and testing the system in all its phases will 

be determined by signing an explicit consent. Prior to signing the consent form, project 

participants will be given clear and full information about the project and their 

involvement in it. 
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Beneficence – General operation of the system and the research will be of benefit to 

the participant and to the good of society as a whole. 

Non-maleficence – The general operation of the system will not intentionally create 

harm or injury to the participant and will not put him/her under some unreasonable or 

unacceptable risk. 

Justice – The research and the general operation of the system will incorporate equality 

and fairness. No bias based on age, gender, ethnic or social origin, culture, nationality, 

or any other social prejudice will be promoted. 

The Charter of Fundamental Rights of the EU 
The Charter of Fundamental Rights of the EU defines the fundamental rights and 

freedoms of EU citizens. It has several articles that are important for the rightful 

implementation of the ReMember – Me project: 

Article 1: Human dignity 

Human dignity is inviolable. It must be respected and protected. 

Article 3: Right to the integrity of the person 

1.   Everyone has the right to respect for his or her physical and mental integrity. 

2.   In the fields of medicine and biology, the following must be respected in particular: 

(a)  the free and informed consent of the person concerned, according to the 

procedures laid down by law; 

(b)  the prohibition of eugenic practices, in particular those aiming at the selection 

of persons; 

(c)  the prohibition on making the human body and its parts as such a source of 

financial gain; 

(d) the prohibition of the reproductive cloning of human beings. 

Article 7: Respect for private and family life 

Everyone has the right to respect for his or her private and family life, home and 

communications. 

Article 8: Protection of personal data 

1. Everyone has the right to the protection of personal data concerning him or her. 

2. Such data must be processed fairly for specified purposes and on the basis of the 

consent of the person concerned or some other legitimate basis laid down by law. 
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Everyone has the right of access to data which has been collected concerning him or 

her, and the right to have it rectified. 

3. Compliance with these rules shall be subject to control by an independent authority. 

Article 13: Freedom of the arts and sciences 

The arts and scientific research shall be free of constraint. Academic freedom shall be 

respected. 

Article 21: Non-discrimination 

1. Any discrimination based on any ground such as sex, race, colour, ethnic or social 

origin, genetic features, language, religion or belief, political or any other opinion, 

membership of a national minority, property, birth, disability, age or sexual orientation 

shall be prohibited. 

2. Within the scope of application of the Treaties and without prejudice to any of their 

specific provisions, any discrimination on grounds of nationality shall be prohibited. 

Article 23: Equality between women and men 

Equality between women and men must be ensured in all areas, including employment, 

work and pay. 

The principle of equality shall not prevent the maintenance or adoption of measures 

providing for specific advantages in favour of the under-represented sex. 

Article 25: The rights of the elderly 

The Union recognises and respects the rights of the elderly to lead a life of dignity and 

independence and to participate in social and cultural life. 

The Nuremberg Code 
The Nuremberg Code is a set of ten guiding ethics research principles related to human 

experimentation. It was the result of the Nuremberg Military Tribunals in 1947. It had a 

significant impact on conducting clinical research around the world. The Nuremberg 

Code, consisting of ten points, described the rights of research subjects. Rule number 

one points out the importance of voluntary consent freely given by research participants. 

That is, human subjects should have legal capacity to give consent and be left to 

exercise their power of free choice. Therefore, they need to be informed about the 

nature, duration, methods and purpose of research as well as all possible risks and 

dangers for them arising from it before they make their choice for participation in it. The 

other rules state protecting the integrity of human subjects from injuries, disabilities or 

death, as well as their right to withdraw from participation in the experiment. 



                                          
 
 

                                                                                                                                                                         

<D2.3>/< Ethics standards and data management plan >                    Page 10 | 99 

® Copyright under the ReMember-Me Consortium  

Declaration of Helsinki from 1964 
The Declaration of Helsinki is another pivotal document for modern research which 

came as a result of the atrocities done by German medical researchers in Nazi 

concentration camps during the World War II. The World Medical Association sets 

certain ethical principles aimed at the protection of human subjects in medical research. 

Ever since its adoption in 1964, the Declaration of Helsinki has served as standard in 

medical research ethics. All consortium partners agree to comply with it as well as all 

other national or EU legal and ethical requirements.  

This means that: 

• All research subjects will be able to give informed consent to participate. MCI 

users will consult with their family members/ relatives and make the decision 

together; 

• All subjects will be volunteers and will have the right to withdraw from the pilot 

trials at any time; 

• Their personal data will be protected and kept confidential; 

• Where applicable, research protocols will be submitted for evaluation and 

approval by national Bioethics Committees prior to the beginning of the study. 

• After receiving detailed information about the project, participants will receive in 

their native language an information letter containing the following information: 

• Plain and easy-to-understand written description of the project i.e. its name, 

nature, funding sources, and duration; 

• The project objectives, project’s phases and their duration, testing procedures 

i.e. research methods; 

• Anticipated benefits for research subjects, potential risks of the study, and any 

discomfort it may entail will be described too; 

• The information letter (Annex 1) and the explicit consent form (Annex 2) conform 

to the latest revised version of the Declaration of Helsinki. 

European Union regulations 
The ReMember – Me consortium endorses the following EU guidelines and regulations 

and commits to respect them. 

The Convention for the Protection of Human Rights and Fundamental Freedoms 

The right to privacy is part of the 1950 Convention for the Protection of Human Rights 

and Fundamental Freedoms better known as the European Convention on Human 

Rights. Article 8 states: 

‘Everyone has the right to respect for his private and family life, his home and his 

correspondence’ 

General Data Protection Regulation 
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REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE 

COUNCIL of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC (General Data Protection Regulation hereafter GDPR) is the 

toughest security and privacy law in the world. As of May 2018, the GDPR is applicable 

in all Member States in the European Union (hereafter EU) as well as in the countries 

in the European Economic Area. However, it is far more reaching in its scope because 

it imposes obligations on organisations located anywhere in the world, as long as they 

collect data related to people in the EU. The GDPR lays down the rules related to 

processing of personal data and its free movement. 

Data protection is a fundamental right. Article 8(1) of the Charter of Fundamental Rights 

of the European Union and Article 16(1) of the Treaty on the Functioning of the 

European Union state that everyone has the right to the protection of personal data 

concerning him or her. The GDPR grants individuals several rights that must be guarded 

by any actor who processes personal information. These individual rights include the 

following: 

The right to be informed – Data subjects must be informed by the data controller about 

all personal data that is collected from them, purposes of the processing, legal basis for 

the processing, as well as the period for which the personal information will be stored.  

The right to access – The data controller must supply data subjects with a copy of all 

the data they have collected from them. 

The right to rectification – Data controllers must correct any data that a data subject 

feels are incorrect, inaccurate or complete data that an individual feels is incomplete. 

The right to erasure – Data subjects has the right to erasure i.e. the ‘right to be 

forgotten’. Article 17 of the GDPR states that personal data must be erased by the data 

controller when consent has been withdrawn, there is unlawful processing, personal 

data is no longer necessary in relation to the purposes for which it was collected. 

The right to restrict processing – Data subjects have the right to restrict processing 

of their personal data. 

The right to data portability – Article 20 of the GDPR defines data portability as the 

right of data subjects to receive their personal data in a machine-readable format and 

send it to another controller. 

The right to object – Data subjects have the right to object to processing of their data 

for direct marketing purposes, profiling or on personal grounds at any time. 

Rights in relation to automated decision making and profiling -   Data subjects ‘have the 

right not to be subject to a decision based solely on automated processing, including 
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profiling, which produces legal effects concerning him or her or similarly significantly 

affects him or her’ (Article 22(1)). 

Data protection principles 
The GDPR has six key principles which constitute the core of the rules related to 

processing personal information. In addition, there is one more general principle which 

stands for “accountability”. Article 5(2) of the GDPR defines accountability as the 

responsibility of the data controller to demonstrate compliance with the other six 

principles. The data protection principles are shown in Figure 1 below. 

 

Figure 1. Overview of data protection principles 

Lawfulness, fairness & transparency 
Article 5 (1) states that personal data must be ‘processed lawfully, fairly and in a 

transparent manner in relation to the data subject (‘lawfulness, fairness and 

transparency’);’ Simply put, this principle means that data controllers must define their 

lawful basis for collecting and using personal data. In addition, they must use personal 

data in a way that is fair towards data subjects. For the processing of data to be fair, 

data subjects must know of the existence of a processing operation and must be given 

full and accurate information about it. Information that must be provided to data subjects 

is described in Articles 13 and 14 of the GDPR. In particular, according to Article 13, 

this information has to include: 

• identity and contact details of the controller 

• contact details of the data protection officer 

• purposes of processing 

• recipients of the personal data (if any) 

• information if the controller intends to transfer the data to a third country or 

international organisation 

• period for storage of personal data 

• right to withdraw consent 

• information about all other data subject’ rights including the right to rectify their 

data, erase it or restrict its processing 

Transparency is intertwined with fairness. Transparent processing requires data 

controllers to be open, honest and clear with data subjects from the start about who 

they are, and how and why they use their personal data. Using clear and plain language 
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is crucial in ensuring that people can understand the information given to them and 

make an informed choice. 

Purpose limitation 
Purpose limitation means that personal data must be collected for specified, explicit, 

and legitimate purposes. Further or additional processing of data in a way that is 

incompatible with these initial purposes is prohibited. The exemptions are for archiving 

purposes in the public interest, scientific or historical research purposes, or statistical 

purposes. Purposes of the processing must be included in the privacy policy or privacy 

notice for individuals. 

Data minimisation 
Article 5 (1c) states that personal data must be ‘adequate, relevant and limited to what 

is necessary in relation to the purposes for which they are processed (‘data 

minimisation’)’. In general, this means that data controllers should identify the minimum 

amount of personal data they need to fulfil their purposes. Also, they should hold that 

much information, but not more than needed. So, to assess whether the data controller 

holds the right amount of personal data, they must first be clear about why they need it. 

They should also periodically review their processing to check that the personal data 

they collect is still relevant and adequate for their purposes, and delete anything they 

no longer need. This is closely intertwined with the storage limitation principle. 

Accuracy 
Personal data must be ‘accurate and, where necessary, kept up to date; every 

reasonable step must be taken to ensure that personal data that are inaccurate, having 

regard to the purposes for which they are processed, are erased or rectified without 

delay (‘accuracy’);’ (Article 5 (1d)) 

That is to say that organisations should ensure that the personal data they hold is 

correct, not misleading and accurate. This might require updating it whenever 

necessary. If organisations discover that personal data is not correct or misleading, they 

should take steps to correct it or erase it as soon as possible. 

Storage limitation 
Personal data must be: 

‘kept in a form which permits identification of data subjects for no longer than is 

necessary for the purposes for which the personal data are processed;’ (Article 5 (1) 

(e)) The exact data retention period is not specified in the GDPR. The key point about 

this principle is that an organisation must not keep data for longer than it needs it. The 

only exemption is for public interest archiving, scientific or historical research, or 

statistical purposes (if the organisation has appropriate safeguards). Anonymised data 

can be kept for as long as the organisation wants i.e., indefinitely.  



                                          
 
 

                                                                                                                                                                         

<D2.3>/< Ethics standards and data management plan >                    Page 14 | 99 

® Copyright under the ReMember-Me Consortium  

Integrity and confidentiality 
Article 5 (1) (f) of the GDPR states that personal data shall be: 

‘‘processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful processing and against accidental 

loss, destruction or damage, using appropriate technical or organisational measures 

(‘integrity and confidentiality’).’ 

This is the so-called ‘security principle’. It relates to the broad term of information 

security. Simply put, the security principle requires organisations to take the appropriate 

security measures in order to prevent the personal data they hold from being 

accidentally or deliberately compromised and breached. In this case, security refers to 

not only cybersecurity but also physical and organisational security measures. 

The security principle is intertwined with Article 32 of the GDPR which gives more 

specifics on the security of processing data. Article 32 (1) says that: 

‘Taking into account the state of the art, the costs of implementation and the nature, 

scope, context and purposes of processing as well as the risk of varying likelihood and 

severity for the rights and freedoms of natural persons, the controller and the processor 

shall implement appropriate technical and organisational measures to ensure a level of 

security appropriate to the risk’ 

In general, this means that both data controllers and processors must ensure a level of 

security that is appropriate to the risks that may be presented by their processing. 

Accountability 
There are two key elements in the accountability principle. The first element is that 

organisations are responsible for compliance with the GDPR. The second element is 

that they must be able to demonstrate their compliance. Demonstration of compliance 

may include adoption of certain security measures within the organisation, ensuring a 

good level of understanding and awareness of data protection amongst staff, 

designation of a data protection officer, performance of impact assessments etc. 

Compliance with ethical principles and the GDPR in 

the ReMember – Me project 

GDPR compliance 
The GDPR describes the legal processing of and the rules for the free movement of 

personal data of EU individuals. According to it, Art. 4 (1), personal data is  

‘any information relating to an identified or identifiable natural person (‘data subject’); 

an identifiable natural person is one who can be identified, directly or indirectly, in 
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particular by reference to an identifier such as a name, an identification number, location 

data, an online identifier or to one or more factors specific to the physical, physiological, 

genetic, mental, economic, cultural or social identity of that natural person’   

The ReMember – Me system will collect data concerning health. According to Article 4 

(15) ‘data concerning health’ means ’personal data related to the physical or mental 

health of a natural person, including the provision of health care services, which reveal 

information about his or her health status’. It is considered sensitive personal data and 

it deserves higher protection because the use of such data may have significant adverse 

effects on data subjects. Therefore, data concerning health is subject to specific 

processing conditions described in Article 9 of the GDPR. Processing of health-related 

data is prohibited unless some requirements are met. In the case of the ReMember – 

Me platform, the legal basis for processing this data will be explicit consent given by 

primary end users as defined in Art.9 (2) (a) and Art. 9 (2) (j). Processing for the purpose 

of scientific research is defined in Recital 159 of the GDPR as follows: 

’the processing of personal data for scientific research purposes should be interpreted 

in a broad manner including for example technological development and demonstration, 

fundamental research, applied research and privately funded research. 3In addition, it 

should take into account the Union’s objective under Article 179(1) TFEU of achieving 

a European Research Area. 4Scientific research purposes should also include studies 

conducted in the public interest in the area of public health’. 

Data protection and privacy are priorities for the ReMember- Me system and services. 

Therefore, the ReMember – Me consortium commits to respecting the principles of 

lawfulness, transparency, and fairness laid down in the GDPR and to full compliance 

with it. Data processing, protection and management will be thoroughly described and 

presented to data subjects in the Information letter and Privacy Policy prior to 

participating in the field trials.  

Several principles, approaches and measures will ensure compliance with ethical 

principles and the GDPR. Namely they are: 

Explicit consent – Processing of personal data will be done only after acquiring a 

signed explicit consent from primary users of the system. The explicit consent is 

discussed in detail in Chapter II, Section 5. Explicit consent (Annex 2).  

Right of withdrawal – Throughout the whole ReMember – Me project activities, it will 

be explained and made clear to participants that they have the right to withdraw their 

voluntary participation and their personal data at any time without giving reasons. Right 

of withdrawal is included in the Information Letter, Explicit consent form and the Privacy 

Policy. 

ReMember - Me researchers retain the right to request a participant to be no longer 

involved in the study only if an acquired condition constitutes them ineligible according 
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to the exclusion criteria and/or their participation is wrong, risky or immoral, even if the 

participant wishes to continue in the study. This condition may include but is not limited 

to, a severe/acute illness or injury, a significant decline in motor or cognitive ability, an 

acute acquired neurological impairment e.g. a stroke or loss of vision. Researchers’ 

main goal upon making this decision will be to maintain a balance among the need to 

safeguard a participant and protect them from any procedure deemed risky for them but 

at the same time, avoid causing any discomfort to them as a result of excluding them 

from the study. 

This is the reason why researchers will follow a specific exit strategy for the participants 

excluded not by their own choice which will include:  

a) detailed explanation of the reason they are asked to stop their participation to the 

study,  

b) provision of free exercise sheets, games and material in order for them to continue 

their training lasting at least for the total remaining time they would be asked to 

participate to the ReMember-Me study if they were not excluded and 

c) a list of similar products available in the market in case they wish to continue their 

training.  

Pseudonymisation - When personal data is collected offline by Project Partner 

researchers/ research assistants, pseudonymisation will be used. Article 4(5) of the 

GDPR describes pseudonymisation as the processing of personal data in such a way 

that the personal data cannot be attributed to a specific data subject unless additional 

information is used. Such additional information must be kept separately. Simply put, 

this means that the identity of data subjects is concealed by replacing their real names 

with codes. For example, Ro – PEU – 01 will be the code used for the first primary end 

user who will test the ReMember – Me prototype in Romania.  

Data processors must adopt appropriate technical and organisational measures 

ensuring that the personal data cannot be attributed to an identified or identifiable data 

subject. The following security measures will be adopted by the four end user 

organisations: 

Direct data identifiers will be kept separate from the data set – Name, surname and age 

of voluntary participants will be included only in the consent form and the socio-

demographic survey. All other questionnaires and surveys will have a code. The key to 

the codes will be known and held only by authorised members of the research teams in 

the four pilot sites. The key to the codes will be kept locked in a safe in the headquarters 

of the end user organisations. By separating the direct data identifiers from the data set, 

pseudonymisation lowers the risk of potential data breach and safeguards personal 

data. 
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Questionnaires/ surveys filled out by project participants will be only identifiable by a 

code.  

All data that is included in internal reports, tables, internal communications, and external 

publications such as article/ paper publications or public deliverables will be 

anonymized and will not contain identifiable details. 

Access to pseudonymised data will be given only to authorised research assistants/ 

researchers at the four pilot sites. 

Purpose specification – Data subjects will be informed about the purposes for the 

collection and processing of their personal data in the Privacy Policy and the explicit 

consent. 

Data minimisation – Only the minimum amount of data required for the project’s 

purposes will be collected.  

Protection of data – Technological measures will ensure protection of personal data 

when it is collected, stored and transmitted. Firewalls, encoding, encryption and 

authentication, network security, controlled access will be employed to ensure 

protection of collected data. Where possible the data will be stored in a locked server. 

All identification data will be stored separately. For further details on security see 

Chapter II, Section 8. Security enforcement within the project. 

Designation of Data Protection Officers – Under the GDPR, it is mandatory for 

certain controllers and processors to designate a Data Protection Officer (hereafter 

called DPO). DPOs perform an important function in personal data protection. Their 

main duty is to monitor compliance with the GDPR.  DPOs act as intermediaries 

between stakeholders e.g. supervisory authorities, units within an organisation, data 

subjects etc. DPOs are not personally responsible in case of non-compliance with the 

GDPR. According to Article 38 the DPO ‘is involved, properly and in a timely manner, 

in all issues which relate to the protection of personal data’. They also act as a contact 

point for the supervisory authority and data subjects.  

DPOs have been designated in all organisations part of the ReMember – Me 

consortium. In compliance with Article 37(7) of the GDPR, partners have informed and 

provided contact details of their DPOs to their national supervisory authority. Their 

contact details are included in the Privacy Policy for the system. That is, the ReMember 

– Me consortium ensured that data subjects and the supervisory authorities can directly 

and easily get in touch with their DPOs if such need arises. In addition, a single point of 

contact for data subjects at the consortium level such as the project DPO has been 

designated for the ReMember – Me consortium. This is Ms. Nellie Gospodinova from 

the Ana Aslan International Foundation. 

Privacy Policy – In general, privacy policy or privacy notice is a public document from 

an organisation/ company that explains how that organisation/company processes 
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personal information and how it applies data protection principles. Privacy policy must 

be written ‘in a concise, transparent, intelligible and easily accessible form, using clear 

and plain language, in particular for any information addressed specifically to a child. 

The information shall be provided in writing, or by other means, including, where 

appropriate, by electronic means.’  (Article 12 (1)). 

Articles 12, 13 and 14 of the GDPR describe what information must be given to data 

subjects prior to processing their personal data. In particular, a privacy policy must 

contain the following: 

• Identity and contact details of the controller; 

• Contact details of the DPO; 

• Purposes of the processing; 

• Legal basis for the processing; 

• Categories of personal data that are collected; 

• Recipients of the personal data if any; 

• Period for which the personal data will be stored; 

• Data subjects’ rights; 

 Informing data subjects of their right to withdraw consent at any time, without affecting 

the lawfulness of processing based on consent before its withdrawal; 

The privacy policy that the ReMember – Me consortium shall use is available in Annex 

5. This privacy policy might be subject to future amendments due to the fact that the 

ReMember- Me system is under development. 

National regulations on personal data protection 
Pilot testing of the ReMember – Me system will be performed in Cyprus, Romania, Italy 

and Belgium. The results of the study are not planned to be transferred to non-European 

countries and for that reason all the national regulations related to personal data 

processing and storage of the above-mentioned countries will be considered. 

Cyprus 

In its research and work, MATERIA follows the below described international policies 

and European regulations: 

• Declaration of Helsinki 

• Compliance with GDPR and other European legislations (GDPR Regulation 

2016/679, Directive 2016/680, Directive 2002/58/EC) 

• The Charter of Fundamental Rights of the EU 

• GDPR Regulation 2016/679 and Directive 2016/680 on the protection of 

individuals with regard to the processing of personal data and on the free 

movement of such data” 
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• Directive 2002/58/EC on the “processing of personal data and the protection of 

privacy in the electronic communications sector” 

• Data protection in Cyprus is monitored by the Office of Commissioner for 

Personal Data Protection and strictly reflects the EU General Data Protection 

Regulation enforced in May 2018. The Cyprus National Bioethics Committee is 

responsible for reviewing biomedical research involving human subjects in 

Cyprus.  

• The following national legislation is applicable in Cyprus: 

• Number 150(I) of 2001 Law providing for the establishment and function of the 

national bioethics committee in accordance with Article 52 of the Constitution 

• The processing of personal data (protection of individuals) Law 2001 No 138 (I) 

• The safeguarding and protection of the patients’ right law 2004 was valid until 

the establishment of Law 125(I)/2018. 

• Law providing for the protection of Natural Person with regard to the processing 

of personal data and for the Free movement of such data of 2018 (Law 

125(I)/2018)  

Italy 

In Italy, the data protection regulatory framework is composed of Legislative Decree 

196/2003 containing the "Personal Data Protection Code" as amended by Legislative 

Decree 10 August 2018, no. 101 and of course the General Data Protection Regulation 

(EU) 2016/679. 

The "Garante per la Protezione dei dati Personali" (GPDP) is the Italian Data Protection 

Authority; it is an independent administrative authority established by the so-called 

Privacy Law (Law No. 675 of 31 December 1996), then regulated by the Personal Data 

Protection Code and is the designated supervisory authority also for the purpose of 

implementing the General Data Protection Regulation (EU) 2016/679 (Art. 51). 

Over the years, the GPDP has adopted a wide number of guidelines and measures 

regulating the interaction between data protection and health.Without claiming to be 

exhaustive, some of the most important provisions in this area include: "Prescriptions 

relating to the processing of genetic data'' (Aut. gen. no. 8/2016); "Regulations 

concerning the processing of personal data for scientific research purposes'' (General 

Authorisation No. 9/2016). 

The GPDP on its institutional website page (https://www.garanteprivacy.it/) has created 

and keeps constantly updated several information pages related to the regulation of 

privacy in the health sector, including: Electronic Health File - Frequently Asked 

Questions; Online Referrals - Frequently Asked Questions; Compilation of the main 

provisions adopted in relation to the state of epidemiological emergency by Covid-19 

having implications on the protection of personal data." 
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The Principles of personal data processing follow those specified in the General Data 

Protection Regulation (EU) 2016/679 (art.5: legality, fairness and transparency; 

purpose limitations; minimization of data; accuracy; data kept in a form that allows the 

identification of the data subjects for a period not exceeding the time required for the 

purposes for which the data are processed; integrity and confidentiality). Legality of 

Personal data processing is also defined according to the EU GDPR. Based on the 

accountability principle (art.24 par.1) the operator and the person empowered by it 

(art.28 par.4) implement technical and organizational measures appropriate to ensure 

data security and should be able to demonstrate that the implemented data security 

policies are in accordance with the GDPR. The amended (according to the EU GDPR) 

Italian ethical standards for collecting personal data for scientific research purposes 

have been recently published (G.U. 14/1/2019, n. 11). Guidelines for obtaining and 

demonstrating valid consent follow the Regulation 2016/679 (wp259 rev.01). 

Belgium 

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE 

COUNCIL of 27 April 2016 on the protection of individuals with regard to the processing 

of personal data and on the free movement of such data and repealing Directive 

95/46/EC (General Data Protection Regulation). 

On that basis, the ‘algemene verordening gegevensbescherming (AVG)’ or General 

Data Protection Regulation was established. The AVG and the  Law of 30 July 2018 (30 

JULY 2018 — The Natural Protection Act for the processing of personal data) provide 

for increased protection in the use and processing of sensitive personal data.   

The administrative authority responsible for the control and correct application of the 

GDPR in Belgium is the Data Protection Authority (GBA). As a result of the Law of 3 

December 2017 establishing it, the GBA will replace the Commission for the Protection 

of Privacy with effect from 25 May 2018. It can carry out audits and is given sanctions 

and repressive power. 

The special categories of personal data in Article 9.1 of the AVG are prohibited in 

principle. Nevertheless, article 9.2 of the AVG provides for a number of exceptions to 

this prohibition, or certain situations in which the processing of such sensitive data is 

permitted. 

Automated individual decision-making (including profiling) cannot be based on the 

particular categories of personal data referred to in Article 9.1 of AVG, unless the data 

subject has expressly agreed to it or is required to do so by or under the law for reasons 

of serious public interest. 

The Gegevens beschermingsautoriteit or Data Protection Authority (3 DECEMBER 

2017. - Data Protection Authority Act (Publication: 10-01-2018 - Entry into force: 25-05-

2018) - Text updating until 05-09-2018) is an independent body that ensures that the 
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fundamental principles of personal data protection are properly observed. The Data 

Protection Authority was established by the Belgian Federal Chamber of Deputies by 

Law of 3 December 2017 establishing the Data Protection Authority and is the 

successor to the former Privacy Commission. 

Important addition:  

The Minister of Social Affairs and Health, and of Asylum and Migration (hereinafter the 

Minister) is requesting the position of the Data Protection Authority (gba) on a number 

of issues relating to the processing of personal data on health, in particular: - primary 

processing of data from the patient record and, in particular, data sharing between 

healthcare practitioners (artt. 36 to 40 of the Law of 22 April 2019 on quality practice in 

health care) - secondary processing of data from the patient file for scientific research 

and public health ¬objectives with a view ¬to evaluating the quality of care; - processing 

of health data in the context of clinical trials. 

Romania 

The general legal framework for data protection has changed substantially since the 

General Data Protection Regulation (Regulation EU 2016/679 on the protection of 

natural persons with regard to the processing of personal data and on the free 

movement of such data, and repealing Directive 95/46/EC) took effect on May 2018. 

Despite the GDPR's direct applicability in all EU Member States (including in Romania), 

the regulation recognises Member States' rights to adopt derogations or additional 

safeguards in specific cases or with respect to certain types of processing. 

In order to regulate such derogations, the Parliament of Romania adopted Law No. 

190/2018 Implementing the General Data Protection Regulation (Regulation (EU) 

2016/679) ('the Law'), published in the Official Gazette No. 651 of 26 July 2018. The 

Law regulates special rules for the processing of certain categories of personal data, 

derogations from the GDPR, provisions regarding data protection officers ('DPO') and 

certification bodies, as well as provisions on the applicable sanctions for public and 

private entities. 

The provisions relevant in the context of ReMember – Me project: 

Regulation EU 2016/679 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC - General Data Protection Regulation 

Article 6 – Lawfulness of processing;  

Article 9 – Processing of special categories of personal data;  

Article 23 – Restrictions.  



                                          
 
 

                                                                                                                                                                         

<D2.3>/< Ethics standards and data management plan >                    Page 22 | 99 

® Copyright under the ReMember-Me Consortium  

Law no. 190/2018 on implementing measures to Regulation (EU) 2016/679 of the 

European Parliament and of the Council of 27 April 2016 on the protection of natural 

persons with regard to the processing of personal data and on the free movement of 

such data and repealing Directive 95/46/EC (General Data Protection Regulation) 

CHAPTER II: Special rules on the processing of certain categories of personal data  

Article 3: Processing of genetic data, of biometric data and of health data  

(1) The processing of genetic data, of biometric data or of health data for the purpose 

of automated decision-making or profiling is permitted with the explicit consent of the 

data subject or if the processing is carried out under explicit legal provisions, with 

appropriate measures protecting the rights, freedoms and legitimate interests of the 

data subject. (2) The processing of health data for the purpose of ensuring public health, 

as defined in Regulation (EC) no. 1338/2008 of the European Parliament and of the 

Council of 16 December 2008 on Community statistics on public health and health and 

safety at work, published in the Official Journal of EU, series L, no. 354/70 of 31st of 

December 2008, cannot be subsequently performed for other purposes by third 

entities”. 

CHAPTER III: Derogations  

Article 8: Processing of personal data for archiving purposes in the public interest, 

scientific or historical research purposes or statistical purposes  

(1) The provisions of Articles 15, 16, 18 and 21 of the General Data Protection 

Regulation do not apply if personal data are processed for scientific or historical 

research purposes insofar as the rights referred to in those articles are such as to render 

impossible or to seriously affect the achievement of the specific goals, and the 

respective derogations are necessary for the achievement of these purposes.  

(2) The provisions of Articles 15, 16, 18, 19, 20 and 21 of the General Data Protection 

Regulation do not apply if personal data are processed for archiving purposes in the 

public interest, insofar as the rights referred to therein are of a nature to make it 

impossible or seriously affect the achievement of specific goals, and these derogations 

are necessary to achieve these goals. (3) The derogations provided for in paragraphs 

(1) and (2) shall be applicable only subject to the existence of adequate safeguards for 

the rights and freedoms of the data subjects referred to in Article 89 (1) of the General 

Data Protection Regulation. (4) Where the processing referred to in paragraphs (1) and 

(2) serves at the same time for another purpose, the exemptions only apply to the 

processing for the purposes referred to in those paragraphs. 

Article 9 (1) In order to ensure the proportionality and a balance between the right to 

protection of personal data and special data and the processing of such data by political 

parties and organisations of citizens belonging to national minorities, to non-

governmental organizations, the following guarantees shall be achieved:  
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a) informing the data subject about the processing of personal data;  

b) ensuring the transparency of the information, communications and ways of exercising 

the rights of the data subject;  

c) ensuring the right to rectification and erasure.” 

 

In Romania, the GDPR has been implemented by The National Authority for the 

Supervision of Personal Data Processing (Autoritatea Naţională de Supraveghere a 

Prelucrării Datelor cu  

Caracter Personal). It is an autonomous central public authority that acts as the 

guarantor of compliance and observance of the fundamental rights to protection of 

personal data and private life. 

Ethical approval for field trials 
This section contains information about the national procedures and regulations related 

to conducting research and field trials in the four pilot countries.  

Cyprus 

Field trials in Cyprus will be led by the project coordinator MATERIA. The Bioethics 

(Establishment and Function of the National Committee) Law of 2001 defines the 

National Bioethics Committee as: 

‘the responsible independent body whose mission is the constant monitoring, survey, 

systematic analysis and evaluation of the issues and problems that relate to the 

scientific research, progress and implementation of the sciences of biotechnology, 

biology, medicine, genetics and pharmaceutics as well as to the human intervention on 

the biological procedure and the human genotype and the investigation of their moral, 

deontological, social, humanistic and legal dimensions’ 

(L. 150(I)/2001 - The Bioethics (Establishment and Function of the National Committee) 

Law of 2001, 2001)  

All Cypriot organisations participating in any sort of study or project that involves the 

aforementioned topics, ought to apply for Bioethical approval. All applicants should fill 

in the appropriate application forms and provide all the available information regarding 

the project or study that they are planning to participate in. These documents include a 

detailed consent form, the application form, the CVs of the project team, the approved 

project proposal and any supportive documents referred to in the application forms. 

The CNBC processes the application form and informs the applicant whether their 

project is approved or not. If they found appropriate, they provide guidance, 
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recommendations or request further information to the applicant in order to finalise their 

decision.  

 Even after the Bioethical approval the applicant is required to provide frequent updates 

of the project to the CNBC in order to ensure all methods, tools and procedures are 

following all the dimensions the CNBC represents. Also, the applicant is required to use 

the approved consent forms by CNBC in all the end-user involvement phases during 

the project.  

MATERIA has already followed these procedures and received the CNBC approval on 

the 7th of May 2020. As it was described above, MATERIA is going to continue to 

provide frequent updates to the CNBC according to the project phase.  

Romania 

In the LAW no. 206 from 27 May 2004 regarding the good conduct in scientific research, 

technological development and innovation are regulated the good conduct in scientific 

research and the deviations from the rules of good conduct. All these norms are 

complemented by the Code of Ethics, provided by Law no. 319/2003 regarding the 

Statute of Research and Development Staff.  

Short description of Research Ethics Committees’ system in Romania: 

National Committee of Medicines and Medical Devices (hereafter NCMMD): 

In Romania NCMMD is one of the main institutions responsible for the ethical review of 

a clinical trial or for an investigational medicinal product. Its mission is to ensure that 

biomedical research is conducted ethically and it intervenes in the research process 

(before, during and after a research is approved, and also when the research results 

are evaluated and reported), to protect life, dignity, health, rights, comfort and safety of 

a clinical trial. This committee is mainly responsible for biomedical research, including 

research on biological materials or studies on surgical interventions, however, other 

non-biomedical research can be revised upon request. 

National Agency for Medicines and Medical Devices (hereafter NAMMD): 

The other main institution is NAMMD that also provides procedure steps for assessment 

and approval of applications for clinical trials with human medicine. This committee is 

mainly responsible for the review of clinical trials on medicinal products. 

NAMMD is a public institution subordinate to the Ministry of Health, whose first mission 

is to protect and promote public health. The most important strategic objective of the 

NAMMD is promotion and protection of public health, by the accomplishment of the 

NAMMD primary role, namely warranty of compliance of authorized medicinal products 

with the required standards and intended purpose as well as of their acceptable level of 

safety. 
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National Ethics Council (hereafter NEC): 

Regarding the coordination and monitoring of the application of the norms of moral and 

professional conduct in research and development activities, there is also the NEC that 

has a consultative body status. 

Institutional Ethics Committees (hereafter IECs): 

According to the Law No. 206/2004, Art. 9 (1) related to the good conduct of scientific 

research, development, technology and innovation, there are also Institutional Ethics 

Committees who are established in those institutions who are part of the national 

system of research and innovation and other units who are providing the validation of 

the results (e.g. universities or hospitals). Their role is the fulfilling of the specific codes 

and the resolution of various complaints received. They have an independent body 

status with a consultative role regarding the safeguarding of the rights, safety and the 

comfort of the participants in the clinical trials. 

The procedures relevant in the context of ReMember – Me project: 

The Institutional Ethics Committees (hereafter IECs) have only a consultative status 

regarding bio-medical research. Concerning non-biomedical research, the IECs decide 

for the research activity from their own institutions, meaning that they review and issue 

approvals for these research activities.  

The National Agency for Medicines and Medical Devices: The research application may 

be submitted to the National Agency for Medicines and Medical Devices.  

To approve conduct of the clinical investigation procedure for medical devices, the 

manufacturer or their authorised representative shall submit an application to the 

NAMMD (Annex no. 1 of Order of the Minister of Health no. 792/2006). In accordance 

with legislation on medical devices, conduct of clinical investigations using devices 

authorized to bear the CE marking does not require authorisation, unless the purpose 

of such investigations is to use the devices for purposes other than those mentioned in 

the compliance assessment procedure. 

Italy 

Brief description of the Ethics Committee (hereafter EC) operating at Fondazione Santa 

Lucia IRCCS (FSL) 

The EC is a multidisciplinary and independent organisation appointed by the 

Foundation's Management whose members have the necessary qualifications and 

expertise to examine and evaluate the ethical, scientific, methodological, and medical 

aspects of the proposed studies. It is the responsibility of the Committee to evaluate 

studies and trials for which an application is made. In particular, the subject of evaluation 

are activities with connotations of research and clinical trials, conducted within the 
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framework of the Foundation's scientific programme, in relation to its biomedical 

interests, pertaining to neuroscience and neuromotor rehabilitation, clinical-

pharmacological research and trial protocols sponsored by public and private 

organisations and observational studies.  

The EC’s task is to monitor trials’ progresses by examining the existing documentation 

pertaining to subjects of the study, verifying the validity of the request from a 

programmatic, scientific and methodological point of view, confidentiality, information to 

the patient and consent, information to the physicians and healthcare professionals 

involved, adherence to what has been approved by the EC for the execution of 

examinations, the economic commitment and methods of product management related 

to trials.  

The EC may maintain direct contact with ongoing testing activities, monitoring their 

performance and the adherence to clinical-care standards, and periodically reviewing 

them with a timeline related to the duration of studies. In case of monocentric trials, the 

EC must express an opinion within sixty days from the receipt of the complete request. 

In case of multi-centre trials in which the FSL Ethics Committee is the monitoring 

organisation to which the experimenter of a participating centre refers to, the 

Commission may communicate to the Ethics Committee of the Coordinating Centre any 

comments on the Protocol within 30 days from the application submission. In any case, 

the opinion is expressed within 30 days after receiving the opinion from the Ethics 

Committee of the Coordinating Centre. The EC has competence to judge all aspects of 

the protocol underlying a request. Moreover, if the FSL  

EC is the monitoring organisation to which the experimenter of the Coordinating Centre 

refers to, the EC may request any amendments and/or additions to the whole protocol 

before the opinion is delivered, while if the FSL EC is the monitoring organisation to 

which the experimenter of a participating centre refers to, in addition to any 

considerations to be sent to the Ethics  Committee of the Coordinating Centre, the EC 

can only accept or refuse the favorable opinion of the Centre as a whole, being able, in 

any event, to request any change in the informed consent only to the subjects being 

tested at the center to which it refers.  

Decisions are taken by the majority of those present during the commission’s meeting 

by means of an open vote by the right holders. In the event of a tie, the President's vote 

shall prevail. The EC gives a favorable or unfavorable judgement. The EC may withdraw 

its favorable opinion on the ongoing trial by reasoned decision. The submitted project 

may be resubmitted only once following a suspension of the Committee's opinion. If 

comments are not properly addressed in the second submission, the project is rejected. 

The opinion expressed by the EC on submitted studies is transmitted by the Secretariat 

to the Sponsor/Researcher and to the Presidency of FSL, for the adoption of the 

consequent deliberative measure.  
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The Authorization Measure of the President must be communicated not only to the EC, 

but also to the Directorates and competent departments. Researchers may not begin 

testing until such authorization has been received and will communicate the trial’s start 

date to the EC.   

Belgium 

This section concerns research in Belgium which involves processing of personal data, 

regardless of the method used (e.g. interviews, questionnaires, direct online retrieval, 

secondary use of personal data etc.). For the aspect ‘personal data collection’, the 

paragraphs on ‘Human beings’ may also apply. 

‘Personal data’ means information relating to an identified or identifiable natural living 

person. An identifiable natural person is one who can be identified, directly or indirectly, 

by reference of an identifier such as a name, an identification number, location data, an 

online identifier or by one or more factors specific to the physical, physiological, genetic, 

mental, economic, cultural or social identity of that natural person [see EU General Data 

Protection Regulation (GDPR), article 4]. Individuals are not considered ‘identifiable’ if 

identifying them requires excessive effort or resources. Consequently, completely 

anonymised data does not fall under the data privacy rules (as from the moment the 

data has been completely anonymised – the handling of anonymisation itself still falls 

under the scope of the GDPR). Personal data may come from or be used in any type of 

research activity (ICT research, genetic sample collection, tissue storage, personal 

records (financial, criminal, education, etc.) or source (lifestyle and health information, 

family histories, physical characteristics, gender and ethnic background, location 

tracking, domicile information, etc.). ‘Processing of personal data’ means any operation 

(or set of operations) performed on personal data, either manually or by automatic 

means, even if interviewees, human volunteers, patients, etc. are not actively included 

in the research. 

This includes: 

● collection (digital audio recording, digital video caption, etc.) 

● recording 

● organisation, structuring & storage (cloud, LAN or WAN servers) 

● adaptation or alteration (merging sets, amplification, etc.) 

● retrieval & consultation 

● use 

● disclosure by transmission, dissemination or otherwise making available (share, 

exchange, transfer) 
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● alignment or combination 

● restriction, erasure or destruction. 

The following list of personal data is considered ‘sensitive’ and is subject to specific 

processing conditions: personal data revealing racial or ethnic origin, political opinions, 

religious or philosophical beliefs; trade-union membership; genetic data, biometric data 

processed solely to identify a human being; health-related data; data concerning a 

person’s sex life or sexual orientation (Article 4(13), (14) and (15) and Article 9 and 

Recitals (51) to (56) GDPR). 

What is requested? Research involving personal data and confidential information must 

comply with institutional policies and applicable EU and national law, in particular the 

General Data Protection Regulation (GDPR) / Algemene Verordening 

Gegevensbescherming (AVG), the national data protection laws and other applicable 

legislation such as e.g. in case of clinical trials). Both data collection and data 

processing may possibly be subject to ethical authorisation as well. Processing personal 

data in research projects is highly context-dependent and requirements for ethical 

advice and (centralized) procedures for registration of personal data gathering and 

processing diverge amongst research institutes. 

To ensure the research is in conformity with the institutional policy, we consulted the 

data protection office (DPO) and excluded the bedsensor in the REMEMBER-ME 

project because of the use of a medical registered device. For the Zora robot and the 

Fitbit Inspire 2, since we adequately anonymize and/or pseudonymize the data SJB can 

execute the research without an approval from the ethical commission, SJB will still 

need to evaluate and to monitor closely each data collection by the data protection office 

manager of Integro VZW. 

References and background documents and/or further reading (non-exhaustive) 

Belgian legislation 

● Law of 30 July 2018 on the protection of natural persons with regard to the processing 

of personal data 

● Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data 

and on the free movement of such data, and repealing Directive 95/46/EC (General 

Data Protection Regulation) Other guidelines 

● VLIR : Research Data Management en de Vlaamse Universiteiten:White Paper 

● Guide on good data protection practice in research 
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Information letter 
Prior to participation in the field trials of ReMember- Me, potential participants will be 

given an information letter and an explicit consent form. The aim of the information letter 

is to 

provide all the necessary information about the study in order to guarantee that the 

participant has enough information about the nature of the study and their involvement 

in it. Thus, s/he can make an informed and adequate decision about her/ his 

participation in it. The information letter will give information about the following: 

• Full name of the project and project number; 

• Information about the ReMember – Me Consortium i.e., names of the project 

coordinator and partner organisations; 

• Short project description - purpose of the project, project’s phases, project 

objectives; 

• Duration of field trials; 

• Types of personal data that will be collected during the study; 

• How the data will be collected i.e., testing procedures, devices, scales and tests 

that will be conducted; 

• Purpose of personal data collection – Explanation about what the collected data 

will be used for and why it will be collected; 

• Rights of participants; 

• Explanation of what participation in the study would mean for volunteers; 

• Possible risks, discomforts or inconveniences for study participants. 

All end-users partners will use an information letter and informed consent.The 

Information letter that will be used for the field trials in Romania and Belgium can be 

seen in Annex 1. This information letter might be subject to future amendments due to 

the fact that the ReMember- Me system is under development. Information letters and 

consent forms that will be used in Italy and Cyprus can be seen in Annex 3 and Annex 

4. 

Explicit consent 
Consent is one of the six lawful bases to process personal data, as described in Article 

6 of the GDPR. Consent is considered as lawful ground for processing only if data 

subjects have control over their genuine choice of whether to accept or decline the 

terms offered by the data controller without any detriment if they decline them. That is, 

any inappropriate pressure or influence upon the data subject which can be manifested 

in many different ways which preclude a data subject from exercising their free will 

makes the consent invalid. According to Article 4 (11) of the GDPR consent is: 

‘any freely given, specific, informed and unambiguous indication of the data subject’s 

wishes by which he or she, by a statement or by a clear affirmative action, signifies 

agreement to the processing of personal data relating to him or her’ 
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There are two types of consent – informed and explicit. As stated by Article 29 Working 

Party Guidelines on consent, there are several minimum requirements for consent to 

be informed. The following information needs to be given to data subjects in order to 

obtain valid consent:  

• the controller’s identity,  

• the purpose of each of the processing operations for which consent is sought 

• what (type of) data will be collected and used, 

• the existence of the right to withdraw consent, 

• information about the use of the data for automated decision-making in 

accordance with Article 22 (2)(c)34 where relevant, and 

• on the possible risks of data transfers due to absence of an adequacy decision 

and of appropriate safeguards as described in Article 46. 

To put it simply, a data controller must ensure that data subjects are fully and well-

informed about who the controller is as well as understand what they are agreeing to 

and what the purpose for data processing is. Consent should be written in plain and 

clear language in order to be easily understandable by the average person and not only 

by lawyers. Data subjects must be given all the information that is needed for making 

informed decisions on whether to give their consent or not. As defined in Article 7, data 

subjects have the right to withdraw their consent at any time. Withdrawal of consent 

must not affect the lawfulness of processing based on consent before its withdrawal. 

Consent should be obtained before the controller begins processing personal data for 

which consent is required.  

As stated in Article 9, explicit consent is needed when processing special categories of 

data such as data concerning health. The term explicit is related to the way consent is 

expressed by the data subject. That is, the data subject must give an express statement 

of consent. 

The explicit consent that will be used for the pilot testing of ReMember – Me in Romania 

and Belgium is available in Annex 2.  

The approved consent forms by the National Bioethics Committees  that will be used 

for the pilot trials in Italy and Cyprus are available in Annex 3 and Annex 4. All  consents 

that will be used by the partners will  contain the information mentioned in this section. 

Ethical guidelines for pilot testing 
Pilot testing will be done in four countries namely Cyprus, Romania, Italy and Belgium. 

End user organisations will follow the same protocol. Whenever a project partner wants 

to recruit volunteers and gather their input for the ReMember – Me project in an offline 

context, the following steps will be followed: 
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People that are interested in participation in the ReMember – Me project will be informed 

in detail. That is, they will be given the information letter, privacy policy and consent 

form for review and completion before beginning personal data processing activities. 

The project partner must answer clearly and adequately address all questions that a 

participant may have regarding the project, the information letter, privacy policy, consent 

form and their involvement in it.  

The project partner must confirm that the participant has filled in the last section of the 

consent form with its name, surname, signature and date. 

The project partner must check if the participant has ticked all the “Yes”- boxes in the 

consent form. In case the participant has not ticked “Yes” for each box, then do not 

proceed with the personal data processing activities. 

The project partner must give the participant a copy of the information letter, privacy 

policy, and the signed consent form. 

The project partner must provide upon a participant’s request a copy of the input they 

have provided. 

The project partner must keep the information letter, privacy policy and consent form 

completed by the participant as hard copy in a file and a scanned copy saved on a 

secured PC connected to a secured server. 

All three documents (information letter, privacy policy, consent form) must be stored 

during the entire duration of the data processing for which the consent was sought. 

Once this retention is not necessary for the purpose for which the consent was sought, 

documents should be stored in accordance with the retention requirements described 

in the applicable national legislation and/ or for the establishment, exercise or defence 

of legal claims. 

Withdrawal or discontinuation of primary end users from the 

pilot trials 
Throughout the pilot trials, it will be clear to voluntary participants that they have the 

right to withdraw their participation and their personal data at any time. ReMember - Me 

researchers retain the right to request a participant to be no longer involved in the study 

only if an acquired condition constitutes them ineligible according to the exclusion 

criteria and/or their participation is wrong, risky or immoral, even if the participant wishes 

to continue to the study. This condition may include but is not limited to, a severe/acute 

illness or injury, a significant decline in motor or cognitive ability, an acute acquired 

neurological impairment e.g. a stroke or loss of vision.  

Researchers’ main goal upon making this decision will be to maintain a balance among 

the need to safeguard a participant and protect them from any procedure deemed risky 
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for them but at the same time, avoid causing any discomfort to them as a result of 

excluding them from the study. This is the reason that the researchers will follow a 

specific exit strategy for the participants excluded not by their own choice which will 

include:  

a) detailed explanation of the reason they are asked to stop their participation to the 

study,  

b) provision of free exercise sheets, games and material in order for them to continue 

their training lasting at least for the total remaining time they would be asked to 

participate to the ReMember-Me study if they were not excluded and  

c) a list of similar products available in the market in case they wish to continue their 

training. 

Those primary end users that are withdrawn from the study due to non-compliance will 

be asked to provide feedback to the researchers regarding the pilot trial and what they 

thought led to their lower-than-expected motivation and lower levels of compliance with 

the intervention. Personal data that has been collected up to the point of withdrawal will 

be included in subsequent analyses, unless the participant requests that their data is 

removed from the dataset. 

Security enforcement within the project 

Security and privacy requirements for ReMember-Me 

This section presents security and privacy requirements that need to be implemented 

in the ReMember-Me system, to comply with regulations and standards regarding the 

collection and processing of personal data.  

In general, electronic personal data is properly secured if the following conditions are 

met in a continuous manner:  

the data accessibility is guaranteed only to authorized persons,  

the data is protected against accidental or unauthorized destruction.  

In such a case, the concept of secure processing of electronic medical records should 

be identified with the concept of 'information security' used in the field of ICT security. 

According to ISO/IEC 27001 standard , information security should be understood as 

maintaining confidentiality, integrity, availability, accountability, authenticity, non-

repudiation and reliability. These terms are explained below:  

confidentiality – ensuring that the data is not shared or disclosed to unauthorized 

persons, entities or processes;  

integrity – ensuring that the data has not been altered or destroyed in an unauthorized 

manner;  
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accessibility – ensuring that the data is accessible and usable on demand, at the 

assumed time, by an authorized entity; In a format that it can be transportable into other 

systems like in a CSV (comma-separated values) format  

accountability – ensuring that the entity's activities can be unambiguously assigned 

only to that entity;  

authenticity – ensuring that the identity of the entity or resource is as declared 

(authenticity applies to users, processes, systems and information);  

non-repudiation – the inability to deny its participation in all or part of the data 

exchange by one of the entities participating in this exchange;  

reliability – ensuring consistency and intended behaviour and effects.  

It should be noted that ensuring and then demonstrating certain properties often 

requires the use of specific means and simultaneous fulfilment of many conditions.  

Taking into account the state of technical knowledge, the cost of implementation as well 

as the nature, scope and purposes of data processing, and also the risk of violation of 

the rights of data subjects with different probability and severity of threats resulting from 

data processing, the project should implement appropriate technical and organizational 

measures, such as anonymisation (Req#1). These measures should be designed to 

effectively implement data protection principles, such as data minimization, and to give 

processing the necessary safeguards to meet the requirements of the GDPR and 

protect the rights of data subjects. 

An important aspect and expectation regarding anonymization is that the connection 

can no longer be restored, i.e., the natural person can no longer be identified.  

In the case of the ReMember-Me project, a critical area of security is the servers where 

the solutions will be deployed. It is recommended that the developed services and 

database systems be stored on cloud-based servers.  

The network architecture should consider implementing mechanisms of comprehensive 

network protection against intrusion. It is recommended to use at least the following 

protection mechanisms (Req#2):  

• IPS (Intrusion Prevention System),  

• the firewall,  

• network antivirus filter.  

In addition, devices on which the software for processing and storing data within the 

ReMember-Me system will be run, should be provided with physical and logical 

protection of remote diagnostic and devices’ configuration ports (Req#3).  
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The ReMember-Me system should be placed in a secure area (Secured Zone) 

excluding the necessary communication modules located in the DMZ, enabling data 

exchange with ReMember-Me Kits. In the case of communication via an external 

network, strong mechanisms are required to guarantee the protection of transmitted 

data, their integrity, confidentiality and non-repudiation (using, for example, the SSL 3.0 

/ TLS 1.2 protocols) (Req#4).  

In the case of securing network services, authorization procedures should be 

implemented specifying who is authorized to access the network and network services 

- access to services should be possible only for authorized users/devices by providing 

authentication and authorization mechanisms (Req#5).  

With regard to the security of applications that constitute the ReMember-Me system, 

access to individual applications must require a user ID and authentication (password, 

authentication certificate) (Req#6). The application functionality available to individual 

users should be limited by the user's rights (Req#7). Sessions of system users should 

be blocked after a configured period of inactivity (Req#8). The system architecture 

should include solutions that eliminate or significantly reduce the system's vulnerability 

to attacks, as recommended in the Open Web Application Security Project - OWASP 

Top 10. Some of them can be implemented at the application level by using secure 

tools, libraries and algorithms (Req#9).  

When a client-server application is used, it is required to provide communication 

security, e.g., by using the SSL (HTTPS) protocol (Req#10). In addition, it is 

recommended to conduct security tests of the ReMember-Me system in accordance 

with current guidelines, e.g., OWASP for web applications (Req#11). Moreover, the 

environment in which the platform will be installed should have the latest security 

updates (Req#12) - this applies to operating systems, web / application servers, 

databases, etc.  

Ensuring the security and confidentiality of data in the ReMember-Me system requires 

the implementation of appropriate mechanisms to manage permissions and access 

control to data and/or functions (Req#13). Access control should in particular fulfill the 

following tasks and have the following functionalities:  

• access to applications or data is only possible after the authentication process 

(Req#13.1);  

• user rights should be granted to the minimum possible extent (Req#13.2);  

• the system administrator grants rights, based on the application approved by the 

person representing the Project Partner (Req#13.3);  

• access passwords must be strong enough (at least 8 characters, contain 

uppercase and lowercase letters and numbers or special characters) 

(Req#13.4);  

• the password can’t be sent in plain text (Req#13.5).  
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• No copy pasting (ctrl c command ctrl v command) of the password must be 

allowed 

 

Explicit Consent Form 
As it is described in Chapter II, Section 5, collecting and processing personal data, 

according to the GDPR, requires prior consent from a user (Req#14). This consent 

applies to participation in field trials (when the primary end user is monitored using the 

entire ReMember-Me system), as well as to the testing of a single component 

(Smartwatch, Bed sensor, James robot etc.), to ensure that primary end users’ data 

processing is legal and that the service is properly regulated. Templates of the consent 

forms prepared for ReMember-Me field trials are presented in Annex 1, Annex 3 and 

Annex 4.  

Personal Data Processing Activities Register 
 According to the Article 30 of GDPR, we need to keep an internal record with the 

information of all personal data processing activities carried out within the project 

(Req#15).  

The following information will be included in the record: 

• the administrator's name and contact details (employee of end-user partners 

involved in the ReMember-Me project) as well as Data Protection Officer of end-

user partners.  

• The purposes of processing (conducting research for the needs of the 

ReMember-Me project).  

• Description of the categories of data subjects and the category of personal data 

(the data related to physical and mental health of monitored persons - older 

adult; personal information which includes both medical and administrative 

data);  

• categories of recipients to whom personal data will be disclosed (members of 

the project international consortium: research institutes, universities and 

companies involved in the implementation of the ReMember-Me system);  

• planned dates for the deletion of personal data (the data will be removed after 

the end of the project, unless the consortium undertakes new activities to 

continue the research);  

• a general description of the technical and organizational security measures of 

the ReMember-Me platform.  
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Security and privacy mechanisms and techniques considered 

for the ReMember-Me system 
Solutions for anonymity, data integrity, and security for transfer and data access in order 

to address the issues related to personal data collection  

 

Among the arsenal of IT security techniques available, pseudonymisation or 

anonymisation is highly recommended by the GDPR regulation. Such techniques 

reduce risk and assist “data processors” in fulfilling their data compliance regulations. If 

it can be proven that the true identity of the individual cannot be derived from 

anonymised data, then this data is exempt from other methods ensuring the strict 

confidentiality of the actual data. The two techniques differ and in face of the GDPR the 

choice will depend on the degree of risk and how the data will be processed.  

In the ReMember-Me project data anonymisation will be used. 

Anonymisation  
“Anonymisation” of data means processing it with the aim of irreversibly preventing the 

identification of the individual to whom it relates. Data can be considered anonymised 

when it does not allow identification of the individuals to whom it relates, and it is not 

possible that any individual could be identified from the data by any further processing 

of that data or by processing it together with other information which is available or likely 

to be available.  

Anonymization is not a single technique, but rather a collection of approaches, tools, 

and algorithms that can be applied to different kinds of data with differing levels of 

effectiveness.  

In the case of anonymisation, by 'identification' we mean the possibility of retrieving a 

person's name and/or address, but also the potential identifiability by singling out, 

linkability and inference.  

Anonymisation techniques  

The following techniques can be used to anonymize records of information:  

Noise Addition: The personal identifiers are expressed imprecisely (example, weight 

is expressed inaccurately +/- 10 lb).  

Substitution/Permutation: The personal identifiers are shuffled within a table or 

replaced with random values (example, a zip code of 80629 is replaced with “Magenta”).  

Differential Privacy: The personal identifiers of one data set are compared against an 

anonymized data set held by a third party with instructions of the noise function and 

acceptable amount of data leakage.  
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Aggregation/K-Anonymity: The personal identifiers are generalized into a range or 

group (example, a salary of $42,000 is generalized to $35,000 - $45,000).  

L-Diversity: The personal identifiers are first generalized, then each attribute within an 

equivalence class is made to occur at least “l” times. (example, properties are assigned 

to personal identifiers, and each property is made to occur with a dataset, or partition, 

a minimum number of times).  

Hash Functions: The personal identifiers of any size are replaced with artificial codes 

of a fixed size (example, Paris is replaced with “01”, London is replaced with “02”, and 

Rome is replaced with “03”).  

Tokenization: The personal identifiers are replaced with a non-sensitive identifier that 

traces back to the original data, but are not mathematically derived from the original 

data (ie, a credit card number is exchanged in a token vault with a randomly generated 

token “958392038”).  

Security for transfer and data access  
Ensuring the security of the ReMember-Me platform concerns the implementation of 

secure health data transmission, ensuring security for the data access and introducing 

security at the level of recording health data. A number of documents are available 

containing recommendations in the field of IT system security and guidelines in the field 

of medical data security, such as: NIST Cybersecurity Framework, HL7 security and 

privacy standards, ISO 27001 and ISO 27799, HITRUST CSF.  

Analysis of the above documents has shown that in order to ensure security, at least 

user authentication based on passwords or certificates, data encryption, and the use of 

a firewall are recommended.  

The recommendations described in the documents published by HITRUST Alliance 

indicate that valid encryption process includes:  

• Transport Layer Security (TLS) 1.0;  

• Secure Sockets Layer (SSL) 3.1;  

• IPSec VPNs:  

• Gateway-To-Gateway Architecture;  

• Host-To-Gateway Architecture;  

• Host-To-Host Architecture;  

• SSL VPN:  

• SSL portal VPN,  

• SSL Tunnel VPN.  
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In the designed ReMember-Me solution, medical data will be transferred using the 

REST API. To secure data transmission, it is recommended to use the HTTPS protocol 

using the TLS protocol to encrypt data. This approach gives the opportunity to use three 

levels of data access security. The system can be available to users based on:  

level 1 - Basic Access Authentication - based on login / password;  

level 2 - Digest access authentication - it applies a hash function to the username and 

password before sending them over the network;  

level 3 - Authentication using HTTPS client certificates.  

Level 3 is the most secure and recommended for securing access to medical data.  

Security of an access to health data can be also achieved based on the use of a firewall 

with appropriate security rules and involvement of an HTTP proxy server (e.g. Apache 

Server, Nginx server or Squid). For example, the security capabilities of the Nginx 

server are following:  

• NGINX SSL Termination;  

• Restricting Access with HTTP Basic Authentication;  

• Authentication Based on Subrequest Result;  

• Limiting Access to Proxied HTTP Resources;  

• Restricting Access to Proxied TCP Resources;  

• Securing HTTP Traffic to Upstream Servers;  

• Securing TCP Traffic to Upstream Servers;  

• Dynamic Blacklisting of IP Addresses.  

The last issue is the secure storage for the health data. The system for storing data 

considered in the project is the PostgreSQL database. PostgreSQL gives the option of 

encryption at several levels, and provides flexibility in protecting data from disclosure 

due to database server theft, unscrupulous administrators, and insecure networks. The 

following levels of encryption usage are available:  

Password Storage Encryption - database user passwords are stored as MD5 hashes;  

Encryption For Specific Columns - the library pgcrypto allows certain fields to be 

stored encrypted; this is useful if only some of the data is sensitive: the client supplies 

the decryption key and the data is decrypted on the server and then sent to the client;  

Data Partition Encryption - on Linux system an entire file system partition can be 

encrypted on disk, and decrypted by the operating system;  

Encrypting Passwords Across a Network - the MD5 authentication method double-

encrypts the password on the client before sending it to the server; it first MD5 encrypts 
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the password based on the user name, and then encrypts it based on a random salt 

received from the server when the database connection was made;  

Encrypting Data Across A Network - SSL connections encrypt all data sent across 

the network: the password, the queries, and the data returned;  

SSL Host Authentication - it is possible for both the client and server to provide SSL 

keys or certificates to each other.  

Security Incident Management Plan for ReMember – Me 
Data breaches are possible. Therefore, the ReMember – Me consortium has developed 

its Security Incident Management Plan. A personal data breach can be defined as a 

security incident that results in a breach of confidentiality, integrity or availability of 

personal data. Both the controller and the processor have certain duties when data 

breach occurs. In the case of ReMember - Me, there are Joint Data Controllers namely 

AgeCare (Cyprus) Ltd – Materia Group, Ana Aslan International Foundation, 

Fondazione Santa Lucia, Sint Jan Berchmanstehuis part of the Integro group and Joint 

Data Processors i.e. Technical University of Cluj - Napoca, ARTOFINFO Kereskedelmi 

es Szolgaltato Korlatolt Felelossegu Tarsasag, and ePoint BVBA.  

If there is a data breach, the data controller has to notify the competent national 

supervisory authority or in the case of cross-border breach the lead supervisory 

authority within 72 hours.  

Taking into account that the ReMember – Me project involves partners from several EU 

countries who act as joint data controllers, and the location of the project coordinator 

i.e. the main establishment, the lead supervisory authority will be the Office of 

Commissioner for Personal Data Protection in Cyprus.  

In some cases, the breach has to be communicated to the data subjects i.e. the 

individuals whose personal data have been affected by the breach. Recital 85 of the 

GDPR describes this obligation as follows: 

“Therefore, as soon as the controller becomes aware that a personal data breach has 

occurred, the controller should notify the personal data breach to the supervisory 

authority without undue delay and, where feasible, not later than 72 hours after having 

become aware of it, unless the controller is able to demonstrate, in accordance with the 

accountability principle, that the personal data breach is unlikely to result in a risk to the 

rights and freedoms of natural persons. 3Where such cannot be achieved within 72 

hours, the reasons for the delay should accompany the notification and information may 

be provided in phases without undue further delay.” 

When the supervisory authority is notified, controllers can get advice on whether the 

affected people need to be informed about the breach.  
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According to Article 33 (GDPR), the processor is obliged to notify the controller of a data 

breach as soon as it was detected without any unnecessary delay. 

Failure to report a breach to either a data subject or a supervisory authority, may mean 

a possible sanction under Article 83 of the GDPR.  

As described earlier, the ReMember – Me system has joint data controllers, joint data 

processors and cross-border processing of personal data. Cross-border processing is 

defined in Article 4(23) of the GDPR as either the: 

processing of personal data which takes place in the context of the activities of 

establishments in more than one Member State of a controller or processor in the Union 

where the controller or processor is established in more than one Member State; or  

processing of personal data which takes place in the context of the activities of a single 

establishment of a controller or processor in the Union but which substantially affects 

or is likely to substantially affect data subjects in more than one Member State. 

In the event of any incident that affects the security of users’ data handled in the 

ReMember – Me system, the Security Incident Management Plan presented in Figure 

2 will be carried out. 

 

Figure 2.Security Incident Management Plan 

 

If data breach occurs, a project partner’s employee must report the incident to the main 

Data Protection Officer of the ReMember – Me consortium as well as the project 

coordinator MATERIA. Then the risk is evaluated internally by the main DPO and 
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MATERIA. Internal incident evaluation must identify and assess the risk by taking into 

consideration its type, sensitivity and volume of personal data, ease of identification of 

data subjects, severity of consequences for individuals, number of affected individuals 

etc.  

In general, when the controller assesses the risk that is likely to result from a breach, 

the controller should consider the severity of the impact on the rights and freedoms of 

individuals and the likelihood of it occurring. Recital 85 of the GDPR specifies these 

adverse effects: 

‘A personal data breach may, if not addressed in an appropriate and timely manner, 

result in physical, material or non-material damage to natural persons such as loss of 

control over their personal data or limitation of their rights, discrimination, identity theft 

or fraud, financial loss, unauthorised reversal of pseudonymisation, damage to 

reputation, loss of confidentiality of personal data protected by professional secrecy or 

any other significant economic or social disadvantage to the natural person concerned.’ 

If the risk is assessed internally as high, then MATERIA must send an official notification 

to the Lead Supervisory Authority in Cyprus aka the Office of Commissioner for 

Personal Data Protection. Notification must be sent no later than 72 hours after the data 

breach occurred. Once the Lead Supervisory Authority is notified, it will give advice and 

reply on how to proceed and whether to notify data subjects or not. 

When there is a personal data breach which may result in high risk to the rights and 

freedoms of individuals, then the controller should notify the supervisor authority. Article 

33 (3) describes the minimum information that the notification must include. It is as 

follows: 

• A description of the nature of the personal data breach ‘including where 

possible, the categories and approximate number of data subjects concerned 

and the categories and approximate number of personal data records 

concerned; 

• The name and contact details of the data protection officer or another contact 

person where more information about the data breach can be obtained 

• A description of the likely consequences of the personal data breach 

• Measures already taken and measures to mitigate the possible adverse effects 

of the data breach – ‘describe the measures taken or proposed to be taken by 

the controller to address the personal data breach, including, where appropriate, 

measures to mitigate its possible adverse effects.’ 

• Article 33 (5) requires the data controller to document all facts related to the 

breach, its effects, and the remedial action taken.  

• If the risk is assessed internally as low, then MATERIA and the main DPO of the 

ReMember- Me Consortium will document the data breach and keep a record 
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of it. That is, its nature will be described as well as the measures and actions 

which have been taken by project partners.  

Ethics Board 
The Remember – Me Consortium has designated a project Data Protection Officer 

(DPO), Ms Nellie Gospodinova from the Ana Aslan International Foundation. In addition 

to the project DPO, during the field trials, each project partner will appoint their own 

DPO in case they do not have one. The ReMember- Me project DPO will act as a 

contact point for data subjects and the lead supervisory authority in Cyprus. The project 

DPO will monitor internal compliance with the GDPR, will inform and provide advice on 

the consortium’s data protection obligations. 

Moreover, the ReMember – Me Consortium has its own Ethics Board as presented in 

Fig.3 below. It includes members with experience in ethical standards, both internal and 

external experts. Members of the Ethics Board give advice on ethical matters and issues 

especially all aspects of the dignity, autonomy and values (human and professional) of 

the primary and secondary end users. Furthermore, the Ethics Board observes the 

ethical issues concerning the relationship between all end user groups and the project, 

including informal carers. 

 

Figure 3. ReMember-Me Ethics Board 

Data Management Plan 

Types of data 

Different types of personal data will be collected in the ReMember- Me project and 

system. All personal data, its source as well as purposes for collection are presented in 

a table in Annex 6.  

The following data categories will be processed throughout the ReMember – Me project: 

In the Registration process, the following of your personal data will be processed: first 

name, last name, gender, age, weight, height, years of education, living status, country 

and city of residence, email address, phone number, username, password, level of 

assistance needed, personal interests and experience. 
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In the Baseline Assessment performed on the ReMember – Me system, the following 

of your personal data will be processed: ReMember - Me Cognitive Assessment Scale 

(RMCAS), 4-item Personal Wellbeing scale, 15-item Geriatric Depression Scale (GDS), 

Rapid Assessment of Physical Activity (RAPA), 11-item De Jong Gierveld Loneliness 

Scale, motor function and activities, single item Sleep Quality scale. 

In the ReMember – Me Testing and Evaluation Phase, the following of your personal 

data will be processed: information and results from detection exercises, results from 

games, rehabilitation activities, your user’s activities, your frequency of system’s usage,  

hours of usage of the system and its devices, number of registrations per category, 

physiological parameters measured by ReMember – Me devices like physical activity 

data from the fitness tracker, data from sleep analyser, any information you decide to 

share with us through discussions, interviews, questionnaires,  correspondence, follow-

up visits, as well as data providing performance, satisfaction,  motivation feedback from 

participant’s point of view. 

Credentials - IP address, passwords, password hints, and similar security information 

used for authentication and account access.  

Sources of data 

Personal information will be collected from project participants, from discussions with 

researchers of the ReMember – Me Project, baseline assessment, usage and 

interaction with the ReMember – Me system, measurements of the wearable devices 

provided to primary end users, from interviews, questionnaires and scales such as 

ReMember- Me Cognitive Assessment Scale (RMCAS), 4-item Personal Wellbeing 

scale, 15-item Geriatric Depression Scale (GDS),  Rapid Assessment of Physical 

Activity (RAPA), 11-item De Jong Gierveld Loneliness Scale, motor function and 

activities, single item Sleep Quality scale and from processed data providing 

performance, satisfaction, motivation.  

Data storage  

ReMember- Me consortium will keep personal information for as long as necessary to 

fulfil the purposes outlined in the Privacy Policy unless otherwise required by law and 

the contract’s number AAL-2019-6-188-CP for ReMember – Me Project. Personal data 

collected through the ReMember- Me system will be stored on a cloud owned and 

managed by TUC and AOI. 

The personal (socio-demographic) data will be collected by each of the end-user 

organization piloting and then pseudonymized before moving to the further testing’s 

stage e.g. battery of cognitive tests and data gathered through the system. These data 

have to be securely stored on local hard drives as password protected files; the physical 

forms should be kept in locked, fireproof drawers. 
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Data retention 

Personal data will be retained for the duration of the ReMember – Me Project (i.e. until 

1st of April 2024) or for a shorter period as long as these data are required to fulfil the 

activities set out in the Information letter and the Privacy Policy. After such period, 

personal data may be archived, where possible in an anonymised format, in accordance 

with applicable legal or contractual requirements for consortium partners (the 

requirements of the contract’s number AAL-2019-6-188-CP for ReMember – Me 

Project: for example 3 years after the end of the project in Romania and 5 years after 

the end of the project in Cyprus ). 

ReMember – Me project partners may also retain personal data if it is reasonably 

necessary to comply with any legal obligations, meet any regulatory requirements, 

resolve any disputes or litigation, or as otherwise needed to enforce the Privacy Policy 

and prevent fraud and abuse. To determine the appropriate retention period for the 

information collected from project participants, ReMember- Me project partners will 

consider the amount, nature, and sensitivity of the personal data, the potential risk of 

harm from unauthorised use or disclosure of the data, the purposes for which we 

process the personal data, and whether we can achieve those purposes through other 

means, and the applicable legal requirements.  

Data handling procedures  

Personal data collected offline by Project Partners’ researchers at the four pilot sites 

will be handled in the following ways: 

• Data will be pseudonymized – Identity of data subjects will be concealed by 

replacing their names with codes such as Ro – PEU – 01 for example; 

• Direct data identifiers will be kept separate from the data set - Codes will be kept 

locked in a safe; 

• Key to the codes will be known only by authorised members of the Project 

Partners’ research teams; 

• All data that is included in internal reports, tables, internal communications, 

public deliverables will be anonymized and will not contain identifiable details; 

• Access to pseudonymized data will be given only to authorised researchers at 

the four pilot sites; 

• Any questionnaires or input acquired from voluntary participants in the scope of 

the ReMember-Me project will be handled in the strictest confidence; 

• Paper questionnaires will be kept in a folder which is kept in a lockable drawer; 

• Computer files containing data will be saved on secured server and network; 

• Computers on which data is stored will be in a locked room (when the room is 

not in use by research staff). 
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Annexes 

Annex 1: Information Letter for participation in the ReMember- 

Me project 
Information letter 

This information letter provides information about the ReMember – Me Project to 

people who are interested in contributing and providing input to the project. It contains 

information on what the project is about and what participation will mean for you. 

About the ReMember – Me Project 

1.1.          Full name of the project: 

Smart assistant to prevent and detect cognitive decline, promote cognitive function 

and social inclusion among older adults 

Acronym: ReMember – Me 

(hereafter the ”ReMember – Me Project”) 

Project No: AAL-2019-6-188-CP 

Here is some more information about the ReMember – Me project 

(https://www.rememberme-aal.eu/). 

For any information about your rights as a participant in the testing phases or if you 

have any question, you can contact the research contact person at the address given 

below (CONTACT PERSONS). 

1.2.          Funding: 

This project was supported by a grant of the Romanian National Authority for Scientific 

Research and Innovation, CCCDI – UEFISCDI and of the AAL Programme with co-

funding from the European Union’s Horizon 2020 research and innovation programme 

project number AAL-2019-6-188-CP within PNCDI III. 

The European Commission's support for this project and the production of this 

publication does not constitute an endorsement of the contents, which reflect the 

views only of the authors, and the Commission cannot be held responsible for any use 

which may be made of the information contained therein.  

1.3.          Project partners 

Who is responsible for the project? 
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The ReMember-Me consortium is responsible for the project implementation. The 

consortium consists of eight partner organisations located in six countries. 

Project Coordinator: AgeCare (Cyprus) Ltd – Materia Group - Cyprus 

Technical University of Cluj – Napoca - Romania 

Ana Aslan International Foundation – Romania 

IRCCS Fondazione Santa Lucia – Italy 

ESKILARA S. Koop. Txikia – Spain 

ARTOFINFO Kereskedelmi es Szolgaltato Korlatolt Felelossegu Tarsasag – Hungary 

ePoint BVBA – Belgium 

Sint Jan Berchmanstehuis part of the Integro group – Belgium 

1.4.          Project objectives 

What are the aims of the ReMember – Me Project? 

ReMember – Me is a multinational project funded by the Active Assisted Living Joint 

Programme that aims to detect and prevent cognitive decline early on in older adults. 

Cognitive decline or cognitive impairment is defined as a state in which a person has 

difficulties in remembering, concentrating, learning new things, or making decisions 

which affect their everyday life. Cognitive decline ranges from mild to severe (major). 

When people have mild cognitive impairment (or else Mild Neurocognitive Disorder- 

hereafter Mild NCD), they have difficulties in at least one of the cognitive domains 

mentioned above (e.g., remembering, concentrating, etc.) but these difficulties do not 

affect significantly their ability to do everyday activities independently (e.g., paying bills 

or taking medication). When people have severe cognitive impairment (or else Major 

NCD) they have significant difficulties in at least one of the cognitive domains 

mentioned above (e.g., remembering, concentrating, etc.) and these difficulties hinder 

their ability to do everyday activities independently (e.g., they need help to pay bills or 

take their medication). Early on diagnosis of cognitive decline (Mild Cognitive 

Impairment (MCI) state or before Mild Cognitive Impairment is manifested) is very 

important. Being diagnosed early on with cognitive decline gives a person a chance 

for improvement or maintenance of their cognitive functioning through stimulating 

activities and counteractive actions. 

ReMember – Me is a smart system that integrates feedback from a social robot, 

tablet, fitness tracker and sleep analyser. It offers baseline assessment for cognitive 

impairment, detection exercises, stimulating games, and socializing through its Meet 

people social platform. 
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Project participation 

Why are you asked to participate? 

Your voluntary participation in the ReMember – Me Project is very important for the 

advancement of research in the field of cognitive decline prevention. Your contribution 

to this study will be for research purposes only. Data gathered during the testing will 

help the ReMember- Me consortium to: 

Validate the ReMember – Me system 

Adapt its features to the needs of older adults and improve them 

Monitor the system’s effectiveness and take appropriate measures to make it better 

We hope that your involvement into a multinational research project aiming at 

improving the quality of life and independent functioning of seniors at their own home 

may represent a moral reward for you. 

What does it mean for you to participate in the ReMember – Me Project? 

Field trials of ReMember – Me will be conducted in four countries namely Cyprus, 

Italy, Romania and Belgium. The system will be tested by older adults who are over 

65 years-old, living at home. Research participants will be cognitively intact and with 

Mild Cognitive Impairment. They can have mobility issues. 

Study participants will test the ReMember – Me system for eight consecutive weeks in 

their home environment. Testing of the system will involve daily interactions with a 

social robot called James and a tablet. A fitness tracker, worn on your wrist, will 

monitor and record your physical activity all the time. Sleep analyser will monitor your 

sleep activity. The first prototype of the system will consist only of the baseline 

assessments. The second prototype will include detection, monitoring and 

individualized suggestion features. 

You will be trained on how to use the ReMember – Me system and its devices by Ana 

Aslan International Foundation’s team of researchers at your home. You will be shown 

how to switch on and safely use the robot, tablet, fitness tracker and sleep analyser. If 

you encounter any difficulties in using the devices, a researcher will assist you upon 

your request. 

All data collected through the different devices will be shared with a family relative/ 

informal or formal caregiver as well as an appointed by you physician. Access to your 

health data will be authorized only by you and only to the persons you choose to 

receive your results. 

About 120 voluntary participants in 4 countries are expected to take part in this study. 

Every study participant will receive baseline assessment. Baseline assessment will 
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consist of: ReMember- Me Cognitive Assessment Scale (RMCAS), 15-items Geriatric 

Depression Scale, 11-item De Jong Gierveld Loneliness Scale, Personal wellbeing 

scale, RAPA (Rapid Assessment of Physical Activity), Single-item Sleep Quality 

Scale.    

Baseline assessments will be done on the tablet. Your cognitive condition will be 

assessed twice during the pilot trial. Once before you start testing the ReMember – 

Me system (pre-test) and after you have used it for two consecutive months (post-

test). 

It is desired that you use the system, play games and do recommended exercises for 

at least fifteen minutes a day. 

You might be asked to take part in interviews or fill in some questionnaires and 

surveys before (pre-test) or after testing (post-test). You are free to reply to the 

questions you want to and give no response to the ones you do not wish to. 

The personal motivation for participating in any activity of the ReMember – Me project 

is that you can make a substantial contribution to the development of future 

technologies focusing on the enhancement of the quality of life of ageing persons and 

supporting an independent lifestyle. In any case, the data collected in this study will 

lead to a deeper and better knowledge and understanding of the wishes and needs of 

ageing persons as well as their social environment to enhance future health services 

and care processes. 

Participation is voluntary 

Your participation in the ReMember – Me project is voluntary and you can choose to 

stop participating at any time. You can withdraw your consent at any time without 

giving any reason.  It shall be as easy to withdraw as to give consent. The withdrawal 

of consent shall not affect the lawfulness of processing based on consent before its 

withdrawal. There will be no negative consequences for you if you decide to withdraw 

your consent. Data and information that has been collected up to the point of 

withdrawal will continue to be used by the ReMember – Me Consortium, unless the 

participant requests that their data is removed from the dataset. 

If you should decide to withdraw your consent, please contact the research contact 

person and let her/him know of your intention of leaving the research project. You can 

contact the research contact person at the address given below (CONTACT 

PERSONS). Please keep in mind that if you do not provide us with your authorization 

now or if you cancel it in the future, you will not be able to participate in this study. 

ReMember - Me researchers retain the right to request a participant to be no longer 

involved in the study only if an acquired condition constitutes them ineligible according 

to the exclusion criteria and/or their participation is wrong, risky or immoral, even if the 

participant wishes to continue to the study. This condition may include but is not 
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limited to, a severe/acute illness or injury, a significant decline in motor or cognitive 

ability, an acute acquired neurological impairment e.g. a stroke or loss of vision. 

Researchers’ main goal upon making this decision will be to maintain a balance 

among the need to safeguard a participant and protect them from any procedure 

deemed risky for them but at the same time, avoid causing any discomfort to them as 

a result of excluding them from the study.  

This is the reason why the researchers will follow a specific exit strategy for the 

participants excluded not by their own choice which will include:  

a) detailed explanation of the reason they are asked to stop their participation to the 

study,  

b) provision of free exercise sheets, games and material in order for them to continue 

their training lasting at least for the total remaining time they would be asked to 

participate to the ReMember-Me study if they were not excluded and  

c) a list of similar products available in the market in case they wish to continue their 

training. 

How do we store and handle the information you provide? 

Your privacy is important to us. We respect the principles of data processing (General 

Data Protection Regulation (EU GDPR[1]): lawfulness, fairness, transparency, 

‘purpose limitation’, ‘data minimisation’, ‘accuracy’, ‘storage limitation’, ‘integrity and 

confidentiality’, ‘accountability’. Personal information will be collected from you once 

you register in the ReMember – Me system and start using it. 

The purpose of personal data processing: 

Results from this study will be used for the ReMember – Me project and for scientific 

purposes only. Personal data will be processed in a manner that ensures appropriate 

security and confidentiality of personal data, which includes preventing unauthorized 

access to or use of personal data and the equipment used for processing. Recorded 

information will be processed during the phase of data analysis and will be included in 

project internal reports or later in scientific publications. Your recorded information will 

only be processed for the purposes of the project (‘purpose limitation’) and limited to 

what is necessary in relation to the purposes for which they are processed (‘data 

minimisation’). The results of this study may be published in scientific magazines, 

conference proceedings or books. 

You have the right to: 

information about the processing of your personal data; 

obtain access to the personal data held about you; 



                                          
 
 

                                                                                                                                                                         

<D2.3>/< Ethics standards and data management plan >                    Page 51 | 99 

® Copyright under the ReMember-Me Consortium  

ask for incorrect, inaccurate or incomplete personal data to be corrected; 

request that personal data are erased when no longer needed or if processing it is 

unlawful; 

object to the processing of your personal data for marketing purposes or on grounds 

relating to your particular situation; 

request the restriction of the processing of your personal data in specific cases; 

receive your personal data in a machine-readable format and send it to another 

controller (‘data portability’); 

 request that decisions based on automated processing concerning you or significantly 

affecting you and based on your personal data are made by natural persons, not only 

by computers. You also have the right in this case to express your point of view and to 

contest the decision. 

To exercise your rights, you should contact the research contact person at the 

address given below (CONTACT PERSONS). 

Full description of personal information collected through the ReMember – Me system 

and how we process it is available in our Privacy Policy (attached). 

Here we present only information regarding data collected through additional surveys, 

interviews, questionnaires conducted by researchers. 

Risks and inconveniences 

It is wise not to expect to broadly and definitely improve your cognitive state as a 

result of participating in this project and using the system. You will be testing a 

prototype that may not be fully functional or have technical problems. The ReMember 

– Me system cannot replace an examination by your physician. However, by taking 

part in this study you will get new information about yourself that may help you 

improve your quality of life by remaining active and learning new things. 

Potential disadvantages or risks of participating are kept to a minimum. However, daily 

interaction with a social robot, using a tablet, and wearing a fitness tracker may cause 

certain psychological and/or physical inconveniences and discomforts for you in the 

beginning of testing. Should these occur, do not hesitate to contact our researchers 

who will help you cope with them. You have the right to withdraw from participation at 

any time in the ReMember- Me Project. 

CONTACT PERSONS 
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For further information about your rights as a participant in the testing phases, or if 

you are not satisfied with the way this study is being carried out, or if you have any 

question or complaint during the testing phase, please contact the leading researcher: 

 

 [Name, surname of researcher/s] 

[End-user organization name] 

[Full address of end-user organization] 

 

[Telephone number of researcher/ s] 

[Email address of researcher/s] 

This document was prepared by ….... on .……….. 

  

________________________________________ 

[1] Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 

April 2016 on the protection of natural persons with regard to the processing of 

personal data and on the free movement of such data, and repealing Directive 

95/46/EC (General Data Protection Regulation): https://eur-

lex.europa.eu/eli/reg/2016/679/oj 

 

Annex 2: Explicit consent form for participation in the 

ReMember- Me project  
PROJECT NAME: 

Smart assistant to prevent and detect cognitive decline, promote cognitive function 

and social inclusion among older adults 

Acronym: 

ReMember – Me 

Project No: AAL-2019-6-188-CP 

Funding: Project partially funded by AAL joint programme and “Research and 

Innovation Foundation” (CY), UEFISCDI (RO), IMoH (IT), “Bizkaia Foru Aldundia/ 
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Diputación Foral de Bizkaia” (ES), National Research, Development and Innovation 

Office (HU) and “Vlaio” (BE) under the 

Grant Agreement number AAl- 2019-6- 188- CP 

Consent Form - Annex to Information letter    

There are twenty-four sections in this form. Each section has a statement and asks 

you to check if you agree. The end of this form is for the researchers to complete. 

Please ask any questions you may have when reading each of the statements. 

Please Check the box if you agree with the statement. Please feel free to ask 

questions if there is something you do not understand. 

Thank you for participating! 

General   

I confirm I have read and understood the Information Letter and Privacy 

Policy (attached) for the above project. The information has been fully 

explained to me and I have been able to ask questions, all of which have 

been answered to my satisfaction. 

 

Yes 

 

No 

I give my consent to participate in the two pilot trials of the research 

project entitled ReMember – Me: Smart assistant to prevent and detect 

cognitive decline, promote cognitive function and social inclusion among 

older adults. 

 

Yes 

 

No 

I understand that this project is entirely voluntary and if I decide that I do 

not want to take part, I can stop taking part in this project at any time 

without giving a reason. I understand that deciding not to take part will 

have no negative consequences for me. 

 

Yes 

 

No 

I understand that participation may involve being interviewed and tested 

by researchers, members of the ReMember – Me Project, and doctors. 

 

Yes 

 

No 

I understand that my results from baseline assessments conducted on the 

ReMember – Me platform will be accessible and visible to the family 

relative/ caregiver and physician appointed by me. I agree that authorised 

by me individuals such as a relative/ caregiver and physician can access 

my records. I understand that I can revoke the access rights for these 

people whenever I want, without giving any explanations and without any 

consequences. 

 

Yes 

 

No 
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I understand that my results from detection exercises conducted on the 

ReMember – Me platform will be accessible and visible to the family 

relative/ caregiver and physician appointed by me. I agree that authorised 

by me individuals such as a relative/ caregiver and physician can access 

my records. I understand that I can revoke the access rights for these 

people whenever I want, without giving any explanations and without any 

consequences. 

 

 

Yes 

 

No 

I understand that my performance and results from playing games on the 

ReMember – Me platform will be accessible and visible to the family 

relative/ caregiver and physician appointed by me. I agree that authorised 

by me individuals such as a relative/ caregiver and physician can access 

my records. I understand that I can revoke the access rights for these 

people whenever I want, without giving any explanations and without any 

consequences. 

 

Yes 

 

No 

I understand that I will not be paid or receive any materialistic reward for 

taking part in this project. 

 

 

Yes 

 

No 

I know who to contact if I have any question about the ReMember- Me 

project, my participation thereto or my privacy. 

 

 

Yes 

 

No 

I consent to take part in this project having been fully informed of the risks, 

inconveniences and benefits which are described in full in the Information 

Letter which I have been provided with. 

 

Yes 

 

No 

I agree to being contacted by researchers by email and phone as part of 

this project. 

 

 

Yes 

 

No 

I agree that my data is collected in a central database. In order to facilitate 

scientific discoveries, my non-identifiable data will be made available to 

the public (in absolutely anonymous form) for the use permitted by 

research. 

 

Yes 

 

No 

 

Data processing 
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I consent to the collection of personal data such as my name, email 

address, country and city of residence, phone number, gender, years of 

education, living status, technology literacy in accordance with the 

purposes of this research project. 

 

Yes 

 

No 

I understand that personal information about me, including the transfer of 

this personal information about me outside of the EU, will be protected in 

accordance with the General Data Protection Regulation. 

 

Yes 

 

No 

I consent to the collection of data about me from the ReMember-Me 

Cognitive Assessment Scale conducted on the ReMember – Me platform. 

 

Yes 

 

No 

I consent to the collection of data about me from the Geriatric Depression 

Scale conducted on the ReMember – Me platform. 

 

Yes 

 

No 

I consent to the collection of data about me from the Personal wellbeing 

scale conducted on the ReMember – Me platform. 

 

Yes 

 

No 

I consent to the collection of data about me related to my sleeping activity.  

Yes 

 

No 

I consent to the collection of data about me related to my physical activity.  

Yes 

 

No 

I give permission for results from my baseline assessments to be used in 

this project. 

 

Yes 

 

No 

I give permission for results from rehabilitation games to be used in this 

project. 

 

Yes 

 

No 

I give permission for results from detection exercises to be used in this 

project. 

 

Yes 

 

No 

I consent to the collection of information about my weight and height.  

Yes 

 

No 

I have been given a copy of the Information Letter, Privacy Policy and this 

consent form. 

 

Yes 

 

No 
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Participant Name   Signature:    

 Date: ………………………. 

Witness Name     Signature:   

 Date: ……………………. 

 

To be completed by the Principal Researcher 

I, the undersigned, have taken the time to fully explain to the above participant the 

nature and purpose of this research project in a way that she/ he could understand. I 

have explained the risks and possible benefits involved. I have invited the participant 

to ask questions on any aspect of the project that concerned her/ him. 

I have given a copy of the Information Letter, Privacy Policy and this Consent form to 

the participant with contacts of the research team. 

Researcher Name 

Signature 

Date 
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Annex 3: Information letter and consent form in Italian (FSL)
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Annex 4: Informed consent in Greek (MATERIA) 
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Annex 5: Privacy Policy 
Privacy Policy 

This information sheet (hereafter called Privacy Policy) describes the personal 

information we collect from you, why we collect it and how it is used and stored, and 

otherwise processed in the context of the ReMember – Me Project. 

1.                Introduction 

Your privacy is important to us. We know the Regulation (EU) 2016/679 of the 

European Parliament and of the Council of 27 April 2016 on the protection of natural 

persons with regard to the processing of personal data and on the free movement of 

such data, and repealing Directive 95/46/EC - General Data Protection Regulation 

(https://eur-lex.europa.eu/eli/reg/2016/679/oj). We respect the principles of data 

processing: lawfulness, fairness, transparency, ‘purpose limitation’, ‘data 

minimisation’, ‘accuracy’, ‘storage limitation’, ‘integrity and confidentiality’, 

‘accountability’ and the rules in force in this field. 

This Privacy Policy ("Policy") describes how the personally identifiable information 

("Personal Information") you may provide on the context of the ReMember – Me 

Project ("Project ") and any of the project activities ("Activities" or "Services") is 

collected, protected, used and stored, and otherwise processed. 

This Privacy Policy also describes your data protection rights. 

You have the right to: 

·                  information about the processing of your personal data; 

·                  obtain access to the personal data held about you; 

·                  ask for incorrect, inaccurate or incomplete personal data to be corrected; 

·                  request that personal data be erased when it’s no longer needed or if 

processing it is unlawful; 

·                  object to the processing of your personal data for marketing purposes or 

on grounds relating to your particular situation; 

·                  request the restriction of the processing of your personal data in specific 

cases; 

·                  receive your personal data in a machine-readable format and send it to 

another controller (‘data portability’); 
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·                  request that decisions based on automated processing concerning you or 

significantly affecting you and based on your personal data are made by natural 

persons, not only by computers. You also have the right in this case to express your 

point of view and to contest the decision. 

Also, this Privacy Policy describes the choices available to you regarding our use of 

your Personal Information and how you can access and update this information. 

In short: This Privacy Policy is a legally binding agreement between you ("User", "you" 

or "your") and the ReMember-Me consortium ("Operator", "we", "us" or "our"). 

By accessing and using the ReMember – Me system and any of the project activities, 

you acknowledge that you have read, understood, and agree to be bound by the 

terms of this Policy. 

If you would like to contact us to understand more about this Policy or wish to contact 

us concerning any matter relating to individual rights and your Personal Information, 

you should contact the research contact person at the address given below 

(CONTACT PERSONS). 

2.               Information about the ReMember – Me Project 

Full name of the project: Smart assistant to prevent and detect cognitive decline, 

promote cognitive function and social inclusion among older adults 

Acronym: ReMember – Me (hereafter the ”ReMember – Me Project”) 

Project No: AAL-2019-6-188-CP 

Funding: This work was supported by a grant of the Romanian National Authority for 

Scientific Research and Innovation, CCCDI – UEFISCDI and of the AAL Programme 

with co-funding from the European Union’s Horizon 2020 research and innovation 

programme project number AAL-2019-6-188-CP within PNCDI III. 

The European Commission's support for this project and the production of this 

publication does not constitute an endorsement of the contents, which reflect the 

views only of the authors, and the Commission cannot be held responsible for any use 

which may be made of the information contained therein.  

The ReMember – Me Project is a multinational project that aims to detect and prevent 

cognitive decline early on in older adults. The ReMember – Me Project is partially 

funded by AAL joint programme and “Research and Innovation Foundation” (CY), 

UEFISCDI (RO), IMoH (IT), “Bizkaia Foru Aldundia/ Diputación Foral de Bizkaia” (ES), 

National Research, Development and Innovation Office (HU) and “Vlaio” (BE) under 

the Grant Agreement number AAl- 2019-6- 188- CP. More information about our 

project is available on this link: https://www.rememberme-aal.eu/. 
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The ReMember-Me consortium is responsible for the project implementation. The 

consortium consists of eight partner organisations (hereafter Partners) located in six 

countries. 

Project Coordinator: AgeCare (Cyprus) Ltd – Materia Group - Cyprus 

Technical University of Cluj – Napoca - Romania 

Ana Aslan International Foundation – Romania 

IRCCS Fondazione Santa Lucia – Italy 

ESKILARA S. Koop. Txikia – Spain 

ARTOFINFO Kereskedelmi es Szolgaltato Korlatolt Felelossegu Tarsasag – Hungary 

ePoint BVBA – Belgium 

Sint Jan Berchmanstehuis part of the Integro group – Belgium 

This Privacy Policy applies to your use of our Services or any of the ReMember – Me 

Project Activities. 

In view of the new regulations on the protection of personal data, introduced by EU 

Regulation 2016/679, "GDPR", which is the basis of the legislation on the processing 

of personal data and the protection of this data for all EU member countries, we wish 

to inform you that we guarantee our firm commitment to process your personal data in 

a transparent, secure and respectful manner, in accordance with all the rights you 

have under the law. For this purpose, please read below the main elements that we 

consider useful for you to know on this subject, in your capacity as a "data subject". 

For any information about your rights in this field or if you have any question, you can 

contact the research contact person at the address given below (CONTACT 

PERSONS). 

When you join the ReMember – Me Project, personal data provided by you will be 

processed by the Lead Administrators of the platform - AgeCare (Cyprus) Ltd. – 

Materia Group, Ana Aslan International Foundation, IRCCS Fondazione Santa Lucia, 

Sint Jan Berchmanstehuis part of the Integro Group  (hereafter called Lead 

Administrators) as Joint Data Controllers and by the System developers - Technical 

University of Cluj – Napoca, ARTOFINFO Kereskedelmi es Szolgaltato Korlatolt 

Felelossegu Tarsasag , ePoint BVBA as Joint Data Processors. 

We take protecting your personal data very seriously and will always take all 

reasonable steps within our power to make sure your information is safe. By accepting 

our terms and conditions and using our Services, you confirm that you are at least 18 

years of age and are giving your consent for the Data Controllers and Data 

Processors to store and process your personal data. 
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If you do not wish to give your consent, you will not be able to access the ReMember 

– Me system and its Services. You can withdraw your consent at any time without any 

negative legal consequences for you.  

Your participation in the ReMember – Me project is voluntary and you can choose to 

stop participating at any time. You can withdraw your consent at any time without 

giving any reason.  It shall be as easy to withdraw as to give consent. The withdrawal 

of consent shall not affect the lawfulness of processing based on consent before its 

withdrawal. There will be no negative consequences for you if you decide to withdraw 

your consent. 

If you should decide to withdraw your consent, please contact the research contact 

person and let her/him know of your intention. You can contact the research contact 

person at the address given below (CONTACT PERSONS). 

3.               Types of personal data we collect 

The Partners collect personal information that you voluntarily provide after giving your 

consent to participate in the ReMember – Me project, when registering at the 

ReMember – Me system and while using it at home. 

The following data categories are processed: 

§     In the Registration process, the following of your personal data will be processed: 

first name, last name, gender, age, weight, height, years of education, living status, 

country and city of residence, email address, phone number, username, password, 

level of assistance needed, personal interests and experience. 

§  In the Baseline Assessment performed on the ReMember – Me system, the 

following of your personal data will be processed: Remember – Me Cognitive 

Assessment Scale (RMCAS), 4-item Personal Wellbeing scale, 15-item Geriatric 

Depression Scale (GDS),  Rapid Assessment of Physical Activity (RAPA), 11-item De 

Jong Gierveld Loneliness Scale, motor function and activities, single item Sleep 

Quality scale. 

§  In the ReMember – Me Testing and Evaluation Phase, the following of your 

personal data will be processed: information and results from detection exercises, 

results from games, rehabilitation activities, your user’s activities, your frequency of 

system’s usage,  hours of usage of the system and its devices, number of 

registrations per category, physiological parameters measured by ReMember – Me 

devices like physical activity data from the fitness tracker, data from sleep analyser, 

any information you decide to share with us through discussions, interviews, 

questionnaires,  correspondence, follow-up visits, as well as data providing 

performance, satisfaction,  motivation feedback from participant’s point of view . 
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§  Credentials - We collect your IP address, passwords, password hints, and 

similar security information used for authentication and account access. 

4.               Sources of data 

Personal information will be collected from you, from discussions with researchers of 

the ReMember – Me Project, your baseline assessment, usage and interaction with 

the ReMember – Me system, measurements of the wearable devices provided to you, 

from interviews, questionnaires and scales such as the ReMember-Me Cognitive 

Assessment Scale (ReMCAS)), 4-item Personal Wellbeing scale, 15-item Geriatric 

Depression Scale (GDS),  Rapid Assessment of Physical Activity (RAPA), 11-item De 

Jong Gierveld Loneliness Scale, motor function and activities, single item Sleep 

Quality scale and from processed data providing performance, satisfaction, 

motivation. 

5.               Legal basis for processing 

Legal basis for processing your personal data is your consent. 

You acknowledge that you have read this Privacy Policy and agree to all its terms and 

conditions. By accessing and using the ReMember – Me system and Services you 

agree to be bound by this Policy. If you do not agree to abide by the terms of this 

Policy, you are not authorized to access or use the ReMember – Me system and 

Services. 

If you should decide to withdraw your consent, please contact the research contact 

person and let her/him know of your intention. You can contact the research contact 

person at the address given below (CONTACT PERSONS). 

The withdrawal of your consent will not affect the lawfulness of the collection and 

processing of your data based on your consent up until the moment where you 

withdraw your consent. 

6.               How to exercise these rights 

Any requests to exercise your rights can be directed to the research contact person at 

the address given below (CONTACT PERSONS). Please note that we may ask you to 

verify your identity before responding to such requests. Your request must provide 

sufficient information that allows us to verify that you are the person you are claiming 

to be or that you are the authorized representative of such person. You must include 

sufficient details to allow us to properly understand the request and respond to it. We 

cannot respond to your request or provide you with Personal Information unless we 

first verify your identity or authority to make such a request and confirm that the 

Personal Information relates to you. 

7.               Data processors 
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We rely on the following organisations to process your personal data: 

Organisation (data 

processor) 

Processed data categories Server location 

Technical University of Cluj 

– Napoca (Romania) 

Physical activity data Romania 

Technical University of Cluj 

– Napoca (Romania) 

Sleep activity Romania 

ARTOFINFO Kereskedelmi 

es Szolgaltato Korlatolt 

Felelossegu Tarsasag 

(Hungary) 

Registration process Hungary 

ARTOFINFO Kereskedelmi 

es Szolgaltato Korlatolt 

Felelossegu Tarsasag 

(Hungary) 

Baseline assessment Hungary 

ARTOFINFO Kereskedelmi 

es Szolgaltato Korlatolt 

Felelossegu Tarsasag 

(Hungary) 

Games Hungary 

 

We collect personal information that you voluntarily provide to us when registering at 

the ReMember – Me system, expressing an interest in obtaining information about us, 

when doing baseline assessment and detection exercises, playing games as well as 

participating in activities on the Meet People platform. The personal information that 

we collect depends on the context of your interactions with us and your usage of the 

ReMember – Me system during its testing. 
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All personal information that you provide to us must be true, complete and accurate, 

and you must notify us of any changes to such personal information. 

8.               Why do we collect this data? 

Personal data collected during registration, baseline assessment, detection exercises 

is needed for registration purposes as well as defining your cognitive status through 

the tests and scales described in point 2. Types of personal data we collect. 

Moreover, the Partners want to validate the ReMember – Me system and monitor its 

effectiveness, adapt its services to the needs of older adults and improve them. 

 It is important for you to know that ReMember – Me results do not and cannot replace 

medical examination by a physician. 

Results from this study will be used for the ReMember – Me Project and for scientific 

purposes only. Personal data will be processed in a manner that ensures appropriate 

security and confidentiality of personal data, which includes preventing unauthorized 

access to or use of personal data and the equipment used for processing. Recorded 

information will be processed during the phase of data analysis and will be included in 

project internal reports or later in scientific publications. Your recorded information will 

only be processed for the purposes of the project (‘purpose limitation’) and limited to 

what is necessary in relation to the purposes for which they are processed (‘data 

minimisation’). The results of this study may be published in scientific magazines, 

conference proceedings or books. 

9.               What are your rights? 

Once you have provided your personal data, several rights are recognized under the 

Data Protection Legislation, which you can in principle exercise free of charge, subject 

to statutory exceptions. In particular, you have the following rights: 

·                 Right to request access to your Personal Information that we store and 

have the ability to access your Personal Information. 

• Right to withdraw your consent: you may withdraw your consent at any time you 

choose and at your own initiative by contacting us at (CONTACT PERSONS) The 

withdrawal of your consent will not affect the lawfulness of the collection and 

processing of your data based on your consent up until the moment where you 

withdraw your consent. 

• Right to rectify your data: you have the right to access, review, and rectify your 

personal data. You may be entitled to ask us for a copy of your information, to review 

or correct it if you wish to review or rectify any information. You also have the right to 

request us to complete the Personal Information you believe is incomplete. 
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• Right to erasure: you have the right to the erasure of all the personal data processed 

by as described herein in case it is no longer needed for the purposes for which the 

personal data was initially collected or processed, in accordance with the Data 

Protection Legislation. 

• Right to object or restriction of processing: under certain circumstances described in 

the Data Protection Legislation, you may ask for a restriction of processing or object to 

the processing of your personal data. 

• Right to data portability: under certain circumstances described in the Data 

Protection Legislation, you have the right to receive the Personal Data processed in a 

format which is structured, commonly used and machine-readable and to transmit this 

data to another service provider. 

These rights may be limited, for example, if fulfilling your request would reveal 

personal data about another person, or if you ask us to delete information which we 

are required by law to keep or have compelling legitimate interests in keeping. To 

exercise any of these rights, you can get in touch with us using the details set out 

below. If you have unresolved concerns, you have the right to lodge a complaint with 

an EU data protection authority where you live, work, or where you believe a breach 

may have occurred. 

10.            How long is your personal data stored? 

We retain your personal data for the duration of the ReMember – Me Project (i.e. until 

1st of April 2024) or for a shorter period as long as your data are required to fulfil the 

activities set out in the Information letter and this Privacy Policy. After such period 

your personal data may be archived, where possible in an anonymised format, in 

accordance with applicable legal or contractual requirements (the requirements of the 

contract’s number AAL-2019-6-188-CP for ReMember – Me Project: 3 years after the 

end of the project).  

We may also retain your personal data if it is reasonably necessary to comply with any 

legal obligations, meet any regulatory requirements, resolve any disputes or litigation, 

or as otherwise needed to enforce this Privacy Policy and prevent fraud and abuse. 

To determine the appropriate retention period for the information we collect from you, 

we consider the amount, nature, and sensitivity of the personal data, the potential risk 

of harm from unauthorised use or disclosure of the data, the purposes for which we 

process the personal data, and whether we can achieve those purposes through other 

means, and the applicable legal requirements. 

11.            How is your personal data shared with third parties? 

We only share or disclose information as described in the Information letter and this 

Privacy Policy, including with third parties. Your personal data will also be shared with 

government authorities and/or law enforcement officials if required for the purposes 
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above, if mandated by law or if required for the legal protection of the data 

controller(s) legitimate interests in compliance with applicable laws and the contract’s 

number AAL-2019-6-188-CP for ReMember – Me Project. 

12.            Is your personal data transferred outside the European Economic Area 

(EEA)? 

We do not intend to transfer the data that we collect from you to a destination outside 

the EEA. Should this however become the case (e.g. as a result of Brexit), we will put 

in place appropriate safeguards to ensure that such transfers comply with Data 

Protection Legislation, either by putting in place Standard Contractual Clauses 

approved by the European Commission as ensuring an adequate protection or by 

ensuring that the transfer is done to an organisation that complies with Privacy Shield 

in case the transfer is made to the United States of America. 

 13.            What security measures are put in place? 

Appropriate technical and organisational measures are implemented in order to 

ensure an appropriate level of security of your personal data. In the event personal 

information is compromised as a result of a security breach and where the breach is 

likely to result in a high risk to your rights and freedoms, we will make the necessary 

notifications, as required under the Data Protection Legislation. 

Information security 

We secure information you provide on computer servers in a controlled, secure 

environment, protected from unauthorized access, use, or disclosure. We maintain 

reasonable administrative, technical, and physical safeguards in an effort to protect 

against unauthorized access, use, modification, and disclosure of Personal 

Information in its control and custody. However, no data transmission over the Internet 

or wireless network can be guaranteed. Therefore, while we strive to protect your 

Personal Information, you acknowledge that 

(i)               there are security and privacy limitations of the Internet which are beyond 

our control; 

(ii)             the security, integrity, and privacy of any and all information and data 

exchanged between you and the Website and Services cannot be guaranteed; and 

(iii)            any such information and data may be viewed or tampered with in transit by 

a third party, despite best efforts. 

Data breach 

In the event we become aware that the security of the ReMember – Me system and 

Services has been compromised or users Personal Information has been disclosed to 

unrelated third parties as a result of external activity, including, but not limited to, 
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security attacks or fraud, we reserve the right to take reasonably appropriate 

measures, including, but not limited to, investigation and reporting, as well as 

notification to and cooperation with law enforcement authorities. In the event of a data 

breach, we will make reasonable efforts to notify affected individuals if we believe that 

there is a reasonable risk of harm to the user as a result of the breach or if notice is 

otherwise required by law. When we do, we will send you an email or get in touch with 

you over the phone or mail you a letter. 

 14.            Where do we store your data? 

We keep your information for as long as necessary to fulfil the purposes outlined in 

this Privacy Policy unless otherwise required by law and the contract’s number AAL-

2019-6-188-CP for ReMember – Me Project.  During the research and development 

phases of the project's 3 years lifetime phases each technical partner will provide its 

own infrastructure for hosting the developed components and storing. Personal data 

collected through the ReMember- Me system will be stored in Romania, Hungary and 

Belgium into TUC, AOI and EP premises.  After the end of the project when 

exploitation, IP and business plans will be established it will be decided how hosting 

and data storage will be managed under a live production environment. 

15.            Data retention, account deactivation and deletion 

We retain your personal data as long as you maintain your account in the ReMember 

– Me system in order to provide you with the platform’s services. If you delete your 

account, your personal data will generally stop being visible to other users within 24 

hours. Your past data will be anonymized and stored for a period of 12 months after 

the account deactivation. 

If your account becomes dormant, it will be deactivated after approximately 6 months. 

If you withdraw your consent from this Privacy Policy, you will no longer have access 

to our services and your account will be deactivated. 

16.            Legal jurisdiction 

The use of the ReMember – Me system is governed by the laws of the 4 countries in 

which it is tested i.e. Cyprus, Romania, Italy and Belgium. In accessing the platform, 

you consent to the exclusive jurisdiction of the Cypriot, Romanian, Italian and Belgian 

courts in all disputes arising out of or relating to the use of the website. 

17.            Changes and amendments to this policy 

In short: Yes, we will update this Privacy Policy as necessary to stay compliant with 

relevant laws. 

We may update this Privacy Policy or the terms related to the ReMember – Me 

system and Services from time to time. The updated version will be indicated by an 
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updated “Revised” date and the updated version will be effective as soon as it is 

accessible. If we make material changes to this privacy policy, we may notify you 

either by prominently posting a notice of such changes or by directly sending you a 

notification. We encourage you to review this Privacy Policy frequently to be informed 

of how we are protecting your information. 

Changes to this policy will be announced to you through a pop-up message on the 

ReMember – Me system and on the Privacy Policy page. The new updated Privacy 

Policy will be sent to your email address. 

 The Lead Administrators may change this policy by updating this page. Please check 

this page regularly to ensure that you are happy with any changes we make to our 

Privacy Policy. Any updated version of this Privacy Policy will be effective immediately 

upon the posting of the revised Policy unless otherwise specified. Your continued use 

of the ReMember – Me system and Services after the effective date of the revised 

Policy (or such other act specified at that time) will constitute your consent to those 

changes. However, we will not, without your consent, use your Personal Information in 

a manner materially different from what was stated at the time your Personal 

Information was collected. 

This policy is effective as of April 30th 2021. 

18.            Privacy of children 

We do not knowingly collect any Personal Information from children under the age of 

18. If you are under the age of 18, please do not submit any Personal Information 

through the Website and Services. We encourage parents and legal guardians to 

monitor their children's Internet usage and to help enforce this Policy by instructing 

their children never to provide Personal Information through the Website and Services 

without their permission. If you have reason to believe that a child under the age of 18 

has provided Personal Information to us through the Website and Services, please 

contact us. You must also be at least 18 years of age to consent to the processing of 

your Personal Information. 

19.            CONTACT PERSONS 

For further information about your rights as a participant in the testing phases, or if 

you are not satisfied with the way this study is being carried out, or if you have any 

question or complaint during the testing phase, please contact the leading researcher: 

-                  [Name, surname of researcher/s] 

-                  [End-user organization name] 

-                  [Full address of end-user organization] 

-                  [Telephone number of researcher/ s] 
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-                  [Email address of researcher/s] 

  

This document was last updated on …… (March 11, 2021) 

 Questions, comments, remarks, requests or complaints regarding this Privacy Policy 

are welcome and should be addressed to [mail contact]. 

Annex 6: Personal data table 

Type of 

personal 

data 

collected 

Source of 

data 

Description of tests/ 

scales/ surveys 

Purposes for collection 

Name and 

surname 

During 

registration 

and explicit 

consent 

form 

  Registration purpose + Facilitation of 

human-robot interaction + communication 

with authorized contacts 

Email 

address 

During 

registration 

  Registration + Communication with the 

user 

Country and 

City of 

residence 

During 

registration 

  Registration 

Phone 

number 

During 

registration 

  Registration + Communication with the 

user 
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Gender During 

registration 

and socio-

demographi

c survey 

conducted 

by 

researchers 

before the 

field trials 

  Gender representation in the study. Sex, 

age, education, and geographical area 

have several significant multivariate 

interactions with most of the assessment 

varibles that ReMember - Me is going to 

collect (loneliness, cognitive status, 

physical activity and personal well-being) 

Username During 

registration 

  Registration 

 

 

Password 

 

 

During 

registration 

   

 

Registration 

Weight During 

registration 

  Calculation of Body Mass Index 

(hereafter BMI). There is a significant 

relationship between the BMI of normal 

cognitive individuals and risk of 

dementia. BMI (along with levels of 

physical activity) is also important for 

identifying frail seniors 

Height During 

registration 

  



                                          
 
 

                                                                                                                                                                         

<D2.3>/< Ethics standards and data management plan >                    Page 91 | 99 

® Copyright under the ReMember-Me Consortium  

Age During 

registration 

  Age representation in the study. Sex, 

age, education, and geographical area 

have several significant multivariate 

interactions with most of the assessment 

varibles that ReMember - Me is going to 

collect (loneliness, cognitive status, 

physical activity and personal well-being) 

Years of 

education 

During 

registration 

and socio-

demographi

c survey 

conducted 

by 

researchers 

before the 

pilot trials 

  Needed for the administration of the 

ReMCAS + getting information about the 

profile of system's users (needed for the 

business plan and project's evaluation) 

 

Living status 

 

During 

registration 

and socio-

demographi

c survey 

conducted 

by 

researchers 

before the 

pilot trials 

   

Needed to facilitate communication with 

authorized contacts and design of 

training plan + background 

characteristics (such as marital status, 

sex and living arrangements) were 

identified as important loneliness-

provoking factors 

Have 

assistance 

During 

registration 

  Profile of primary end users taking part in 

the field trials 
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Interests During 

registration 

  This information could be used to match 

with students and also assist in the 

personalisation of the system 

Experience During 

registration 

  

Technology 

literacy 

Collected by 

researchers 

before the 

pilot trials 

through a 

survey 

  Getting information about the profile of 

system's users (needed for the business 

plan and project's evaluation) 

The 

Remember – 

Me Cognitive 

Assessment 

Scale 

(RMCAS) 

ReMember - 

Me system 

RMCAS  is a rapid 

screening instrument 

for mild cognitive 

dysfunction. It 

assesses different 

cognitive domains: 

attention and 

concentration, 

executive functions, 

memory, language, 

visuoconstructional 

skills, conceptual 

thinking, calculations, 

and orientation 

 

Categorisation of primary end users as 

cognitively fit or with cognitive decline as 

to adapt stimulation/intervention to 

general cognitive status + Monitoring 

cognition as to detect signs of incipient 

cognitive decline 



                                          
 
 

                                                                                                                                                                         

<D2.3>/< Ethics standards and data management plan >                    Page 93 | 99 

® Copyright under the ReMember-Me Consortium  

15-items 

Geriatric 

Depression 

Scale 

ReMember - 

Me system 

The Geriatric 

Depression Scale is a 

screening test used to 

identify symptoms of 

depression in older 

adults 

Cognitive deficits occur in depression, 

especially in the elderly, affecting various 

domains such as attention, executive 

functions, memory and processing 

speed. On the other hand, depression 

and apathy symptoms (which the GDS 

can measure) are associated with a two-

fold increased risk of developing 

dementia in individuals without manifest 

cognitive impairment. Thus, the presence 

of depressive or apathetic symptoms is 

both an explanatory and a risk factor for 

cognitive decline which is our variable of 

interest. Additionally, in case the subject 

consistently reports severe depressive 

symptoms, the system may suggest to 

primary end users to contact their 

physician 
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11-item De 

Jong 

Gierveld 

Loneliness 

Scale 

   

The de Jong Gierveld 

Loneliness Scale can 

be a questionnaire that 

is 11-item to evaluate 

both general loneliness 

and two certain kinds of 

loneliness. This scale 

includes two subscales: 

a three-item loneliness 

that is emotional 

(aimed at loneliness as 

a result of not enough 

an in depth, intimate 

relationship) and a 

three-item social 

loneliness subscale 

(aimed at loneliness 

because of the not 

enough a wider social 

networking).  

 

There is an inverse association between 

dementia risk and number of close 

relationships. While loneliness and social 

isolation are 

known to be related to depression that is 

itself linked to incident cognitive decline, 

the association of depressive symptoms 

and apathy in individuals reporting 

perceived social isolation can determine 

a circular-causal relationship 

and increase the odds of progressing to 

cognitive deterioration. Moreover, 

impoverished social relationships lead to 

a diminution in cognitive stimulation, thus 

eroding 

the cognitive reserve, and raising the 

odds for cognitive deterioration in 

cognitively unimpaired older subjects. As 

the proposed system will try to enhance 

social 

 engagement (and to supposedly reduce 

social isolation) in healthy elderlies at risk 

for developing cognitive deterioration, the 

scale is crucial for measuring the quality 

or quantity of social relationships. 
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Single-item 

Sleep Quality 

Scale 

 

ReMember - 

Me system 

 

It is a simple and 

practical sleep quality 

assessment.The Sleep 

Quality Scale 

possesses favorable 

measurement 

characteristics relative 

to lengthier or more 

frequently administered 

sleep questionnaires in 

patients with insomnia 

and depression 

 

Trouble falling or staying asleep, poor 

sleep quality, and short or long sleep 

duration are gaining attention as potential 

risk factors for cognitive decline and 

dementia, including Alzheimer's disease. 

Additionally, poor sleep quality might 

contribute to cognitive and functional 

decline, while healthy sleep appears to 

play an important role in maintaining 

brain health with age, and may play a key 

role in dementia prevention 

Motor 

function and 

activities 

ReMember - 

Me system 

  Encouraging evidence indicates that 

being more physically active is 

associated with a lower risk of 

Alzheimer’s disease and a slower rate of 

cognitive decline in older adults. Indeed, 

there is a positive association between 

motor abilities and cognitive test 

performance, as well as a separate 

independent association between 

physical activity and cognitive 

performance. In both cases, better motor 

abilities or higher levels of physical 

activity are associated with better 

cognitive performance. Thus, motor 

abilities and levels of physical activity 

need to be separately measured and 

monitored. The latters are also crucial for 

identifying frailty in the elderlies. 
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Personal 

well-being 

Scale (4 

items) 

   

It is easy to use with 

good psychometric 

properties, suitable for 

routine use in quality 

improvement of life. 

 

Wellbeing in old age across domains of 

function can take various forms, and it 

typically highlights three main areas of 

function important for high overall 

wellbeing – high cognitive function, high 

physical function and physical health, 

and good psychosocial wellbeing. As we 

embrace a model where these multiple 

markers of wellbeing are measured we 

will be able to verify how well being-

associated variables are correlated and 

to what other variables they are related. 

Plus, by monitoring potential changes, 

the system can proactively act to alert 

caregivers and heathcarers about 

consistent decrements in self-reported 

well-being. 

Rapid 

Assessment 

of Physical 

Activity 

questionnair

e 

ReMember - 

Me system 

It is a tool for quickly 

assessing the level of 

physical activity of older 

adults. 

(https://depts.washingto

n.edu/hprc/resources/pr

oducts-tools/rapa/) 

  

Hearing 

acuity 

Screening 

volunteers 

prior to 

participation 

in field trials 

  Usually, subjects with very severe (and 

non-compensated) loss of hearing/visual 

acuity are excluded from clinical trials 

Visual acuity   
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Information 

from 

detection 

exercises 

 

ReMember - 

Me system 

   

Detection exercises and performance on 

games counts in identification of 

vulnerable domains and is calculated in 

the total report and adjustment of training 

plans every month, 3-months, 6-months, 

12-months (user/caregivers/healthcare 

professional can choose from settings) 

Games 

results 

ReMember - 

Me system 

    

Stimulating 

games 

results 

ReMember - 

Me system 

  For the production of personalised 

gaming plan (in order to keep exercises 

interesting and engaging) 

Data from 

fitness 

tracker Fitbit 

Inspire 2: 

      

1. Effort: 

Number of 

steps, 

distance, 

calories 

burned etc. 

Fitbit Inspire 

2 

  These parameters can be used for 

assessing the physical condition of an 

older adult 
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2. Activities:  

type and 

intensity 

Fitbit Inspire 

2 

  Types of activities (e.g. Running, 

Walking, etc.) can be used for assessing 

the physical condition of older adults and 

their preferences for a certain physical 

activity. Classifying the level of intensity 

at which the older adult performs an 

activity (Sedentary, Lightly Active, Fairly 

Active, Very Active) can offer insight over 

a person's condition 

3. Sleep 

duration 

Fitbit Inspire 

2 

  This data is used to analyse the older 

adults’ sleep quality over longer periods 

of time and to determine sleeping 

patterns for creating insights for 

professionals and caregivers to evaluate 

their condition 
4. Sleep 

cycles: deep, 

light, REM 

phases 

Fitbit Inspire 

2 

  

5. Sleep 

Score 

Fitbit Inspire 

2 

  

Data from 

Withings 

Sleep 

Analyzer: 

    

1. Sleep 

duration 

Withings 

Sleep 

Analyzer 

  

2. Sleep 

cycles: deep, 

light, REM 

phases 

Withings 

Sleep 

Analyzer 
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3. Sleep 

Score 

Withings 

Sleep 

Analyzer 

  

 

Frequency of 

system's 

usage 

 

ReMember - 

Me system 

   

 

 

Statistical purposes + analysis of 

ReMember- Me system' s usage Different 

users' 

activities 

ReMember - 

Me system 

  

Number of 

registrations 

per category 

ReMember - 

Me system 

  

Time spent 

in the system 

ReMember - 

Me system 

  

  

 

 

 

 

 

 

 

 

 


