
” 

CARIOT+ Care Coach – An Ambient Assisted Living 

Ecosystem for Supporting Open Data and Open Science 

Projects  

Stefan Wagner[0000-1111-2222-3333]  

1 Aarhus University, Department of Electronics and Computer Technology,  

Finlandsgade 22, 8200 Aarhus N, Denmark 
sw@ ece.au.dk 

Abstract. Europe faces a demographic shift towards a population with more el-

derly and less working age people. This necessitates the development of relevant 

technology-based care services, utilizing ambient assisted living (AAL) concepts 

and technologies. AAL products often rely on third-party vendor services and 

cloud hosting, storing and retrieving measurements from these using application 

programming interfaces (API). This strategy is prone to breaking changes when 

the third-party vendor changes interfaces or licensing agreements, and can also 

present legal, privacy, and security problems for healthcare organizations. Using 

open and independent components represents an alternative approach, allowing 

the systems to work autonomously together with third-party systems, thereby se-

curing data privacy and security and allowing for easy replacement of compo-

nents and services from other vendors. Technology, components, and services 

that support open standards and open data approaches allows for reuse in new 

settings and algorithms, and for hosting them at the individual healthcare service 

provider organization. The aim of this technical paper is to present the CARIOT+ 

Care Coach ecosystem for supporting open data and open science. The technical 

components forming the ecosystem are presented based on experiences gained 

during three AAL programme projects, the CAMI project, the HELP ME 

BRUSH project, and the ORASTAR project. The center piece is the CARIOT 

gateway which is designed for easy collection of ambient sensor data in the home 

setting, allowing third party systems full control of the data flow and storage. The 

paper presents the preliminary experiences gained during the projects and dis-

cusses future relevant developments, including how third-party organizations can 

build on the CARIOT+ Care Coach ecosystem. Finally, the paper discusses how 

other projects can use the ecosystem to build new and open ambient assisted liv-

ing systems in the future. 

Keywords: Ambient assisted living, telemedicine, eHealth, pervasive health, 

assisted devices, human system interaction, silo systems, open science, open 

data, oral care, healthcare, micro service, CARIOT, CAMI, ORASTAR 



2 

 

1 Introduction 

Europe is undergoing a demographic shift where the rising population of elderly is 

causing strain on healthcare systems and institutions across Europe. There are more 

than 75 million people above 65 years of age living in Europe [1], and it is projected, 

that by 2060 the total number of people at 65+ will constitute about 30-35% of the 

European Union’s population [2]. With old age comes increased morbidity and thus 

increased healthcare expenditures [1-2]. European countries have in the last decades 

felt an increasing financial pressure due to chronic disease epidemics including: cardi-

ovascular disease (CVD), cancer, diabetes, chronic obstructive lung disease (COPD), 

and chronic kidney disease (CKD). Already, chronic diseases affect more than 80 % of 

people aged 65 and over in most of the developed world and is causing 80-90% of all 

deaths in Europe, with numbers foreseen to rise further in the next two decades [3]. An 

estimated 80 % of healthcare costs are spent on chronic diseases in Europe, correspond-

ing to an estimated cost of more than €700 billion in the European Union alone, esti-

mated to increase further as incidence rates increases further in the coming years [3].  

Ambient assisted living systems have been hailed as a part of the solution and con-

tinue to provide increasingly more advanced services aiming at increasing the effi-

ciency and effectiveness of caregivers and promoting additional self-care and patient 

autonomy [4]. The European Commission has been a major proponent for supporting 

this change, including via the AAL programme, a research program focusing on AAL 

as the solution to the demographic shift, strongly supporting open data and science.  

There are already countless relevant platforms and components available that may 

be reused in new AAL products and ecosystems [4]. Some of these are based on open 

source and/or open standards, supporting open data and open science. However, many 

relevant products which are popular in the AAL community, and used widely in AAL 

programme projects, are tied to a third-party cloud service, where data security cannot 

be ensured by the healthcare provider organization themselves, thus potentially violat-

ing the GDPR rules of private and public healthcare service provider organizations. As 

an example, FitBit activity trackers have been used in several AAL projects. FitBit de-

vices feature a functional semi-open API, allowing AAL ecosystem IT architects to tap 

into activity data (steps, sleep, heart rate) using basic REST based communication pro-

tocols accessing Fitbit’s cloud services. However, systems based on Fitbit and similar 

services are often at the mercy of the product vendors (in this example the US company 

Fitbit), who can, at any time and without warning, change their API or revoke access 

to the API altogether, leaving all systems using Fitbit devices vulnerable to future 

events outside of the control of the end-user organization. Same goes with Google Wear 

based devices using the Google Fit API, Apple Health Kit, and similar products from 

other vendors, including from Samsung and Huawei. What seems tempting and easy to 

adapt at first can turn out to be a major problem in the future, during the implementation 

or operating phases, not only in terms of integration problems with changing API’s and 

security tokens, but also in conflict with regional & national data security & privacy 

regulations. For instance, the storage of certain types of health data outside of Europe 

is not legal according to GDPR regulations, and some organizations even require that 

all data are kept locally within the ensuing organization with full accountability and 
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ownership of data. Arguably, it is thus highly relevant to ensure that components being 

selected for existing and new AAL ecosystems, are not relying on third party servers, 

where data, privacy, and ethical regulations cannot be guaranteed. Thus, this paper calls 

for policy and decision makers to require components to be transparent and make sup-

port for open API’s mandatory when designing new AAL systems and ecosystems.  

The CARIOT+ Care Coach ecosystem presented in this paper is an example of an 

ecosystem consisting of individually independent components, that may be used either 

stand-alone or in combination with each other, as well as with third-party components. 

The CARIOT+ Care Coach ecosystem is based on work done in three AAL projects, 

the CAMI project, which developed a range of independent but mutually compatible 

ambient assisted living products and system components for supporting elderly with 

one or more chronic diseases , including the CAMINO telemedicine gateway (which 

was later developed into the CARIOT gateway product), and the HELP ME BRUSH 

and ORASTAR projects, which both have focus on supporting oral care, in the nursing 

home setting and the home care settings respectively. 

The aim of this technical paper is to present the CARIOT+ Care Coach ecosystem 

for supporting open data and open science. 

2 Methods 

A study on end-user and technical design needs based on the synthesis of data from 

three AAL projects CAMI [5]., HELP ME BRUSH [15] , and ORASTAR [16] projects 

spanning four European countries, was performed. It involved mixed methods includ-

ing workshops, interviews, field studies with observations at nursing homes, private 

homes, and hospitals, questionnaire studies with healthcare professionals: doctors, 

nurses, caregivers, dentists and dentists’ assistants, as well as patients and informal 

caregivers. This was combined with technical design considerations and discussions 

with legal representatives and decision makers. The synthesized collated findings from 

the end-user and technical design studies led to a range of research challenges being 

identified, which were later used to create formal requirements for building the 

CARIOT+ Care Coach ecosystem. The resulting individual components are presented 

in this technical paper in order to provide an overview for third party developers seeking 

to use the full ecosystem or components thereof, in order to support open science and 

reuse.  

 

3 RESULTS 

In the following sections, the ensuing CARIOT+ Care Coach ecosystem is described 

including its individual components. It is important to note, that the components can 

work independently of each other, allowing for open innovation. Thus, both the 

CARIOT gateway, the BeSAFE smart phone and smart watch apps, Camino user inter-

face, OpenTele clinician and patient apps, and the REDCap clinical database can all be 

used as part of other ecosystems relying on open API’s for integration, securing HIPAA 
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and GDPR regulations are respected, and securing full control and transparency to the 

clinical partners, thus securing support for open data and open science. Next all user 

interface components can be replaced with new components, or they can get their data 

from other gateways and even become part of third-party ecosystems. Finally, the 

CARIOT gateway is not tied to any specific type of medico devices as long as they 

comply with the Bluetooth BLE (GATT) or Bluetooth ISO/IEEE 11073 PHD standard, 

although each device needs to be supported by relevant drivers. Likewise, the BeSAFE 

app can run on any Android based device (Google Wear for  the BeSAFE Wear smart 

watch app).. 

We start with presenting the CAMINO Home Platform, which constitutes a major 

part of the CARIOT+ Care Coach ecosystem, originally developed as part of the CAMI 

project and later used for the HELP ME BRUSH & ORASTAR projects, as it enables 

the link from the home of the end-user with the rest of the ecosystem. A range of appli-

cations & devices are supported by the ecosystem, some of which will be presented. 

3.1 The CAMINO Home Platform  

The CAMINO Home Platform (Figure 1) was jointly developed by the Danish company 

Aliviate and Aarhus University. It is based on the existing open-source project Open-

Care and the Common Ambient Assisted Living Home Platform (CAALPH) developed 

as part of the CareStore project [6], and further modified to suit the CARIOT+ Care 

Coach ecosystem’s requirements. OpenCare has been used for more than 10,000 nurs-

ing home end-user touch screen solutions marketed by several commercial vendors uti-

lizing alternative user interface and back-end server functionality. 

The CAMINO Home Platform consists of a core engine running in a .NET environ-

ment, either Windows .NET or Linux Mono, which controls the execution of a range 

of independent micro-services, running either as separate processes or services, or run-

ning in a virtual machine process, either as dockerized components or in a full virtual 

machine. The CAMINO Home Platform core controls the lifecycle of all the services 

and delivers a graphical environment for launching graphical user interface services. 

The individual micro-services may be implemented in either .NET, Java, Python, native 

C or C++. This is possible through the use of remote procedure calls for inter micro-

service communication. The CAMINO platform supports the automated discovery of 

other devices deployed in the home setting, such as the CAMI, CAMINI and CARIOT 

gateways, using service discovery based on the Bonjour & Avahi technologies, based 

on the Zero Configuration standard. These allow for the automatic detection of other 

hardware nodes in the network, including for instance one or more CARIOT gateways 

deployed in the home, thus enabling them to discover each other and synchronize.  

Below, we present a selection of the graphical user interface applications that are 

running as micro-services within the framework. First, the Home Screen application 

(shown in Figure 2), which is the starting point of the interactive system, in the shape 

of a touch screen launch menu for all registered user interface applications installed in 

the ecosystem. It is also possible to activate applications automatically (e.g. from an 

incoming call), or if an event is triggered by a sensor, e.g. a fall detection device, which 
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could launch an audio sound file asking for the user to confirm that he or she has not 

fallen. 

Next, the “Health application” (Figure 3), which can present healthcare data from 

either a local event data storage, from either the CAMI Cloud, OpenTele or REDCap. 

In fact, due to its open design, any data source can be used. The “Health application” is 

adapted for these diverse data sources and can easily be modified to include third party 

components. 

The Robot Control Center app (Figure 4), which provides control over installed ro-

bots in the home setting. This application requires manual installation and configuration 

of all service robots.  

Besides these, the Appointment, Calendar and Task applications provide basic cal-

endar and task display and management to the user, including reminder services. All of 

these applications integrate seamlessly into the CAMINO Ecosystem, but may also run 

as stand-alone applications, or as part of other ecosystems. 

 

 

Fig. 1. The CARIOT+ CareCoach platform running on a touch screen device in the home of an 

end-user with the CAMINO user interface. The screen is an “always on device”, which allows 

the user easy access to launching apps and getting information. A pattern adapted by several 

commercial AAL vendors, and used in more than 10,000 deployments. 

. 
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Fig. 2, The “CAMINO home screen” application represents the starting point of the user inter-

face (same user interface as shown in an end-user setting in Fig. 1). From here, all installed ap-

plications featuring a graphical user interface may be launched. They will run as micro-services 

using inter process communication. 

 

Fig. 3. The “Health” application also runs as a separate process acting as a micro-service. It can 

either communicate with local data services, or with cloud-based data stores. It can run stand-

alone, or as part of the CAMINO platform & ecosystem, launched either from the home screen, 

or when a new measurement is received. 
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Fig. 4. The Robot Control Center application is another example of a user interface application. 

It is used for basic starting and stopping of service robots, including vacuum cleaners. It can ei-

ther run stand-alone or as part of the CAMINO Platform and ecosystem (or third-party ecosys-

tems).  
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3.2 CareCoach User Interface 

The CareCoach User Interface is a basic version of the CAMINO user interface. It es-

pecially targets end-users who prefers or requires (e.g. due to cognitive impairment) a 

minimalistic user interface that is extremely easy to navigate and use. It operates using 

microservices and receives data configured for the user, and facilitates limited end-user 

interoperability. As shown in Fig. 5, the system can be used to sample the mood of the 

user when an occupancy detects the user arriving in the area every morning, which is 

useful in many AAL and telemedicine scenarios. As shown in Fig.6, it can also be used 

to present relevant sensor data arriving, e.g. that a blood pressure was received. It can 

also include localized decision support, prompting a warning if a measurement is be-

yond normal. Finally, when no relevant info is there, it can either turn black, or show 

pictures uploaded by the end-user or relatives to the device. 

 

 
Fig. 5. A mood indicator in CareCoach 

 

 
Fig. 6. Receiving various medico data and providing relevant information. 

 

 
Fig. 7. The system turns into an image generator when not in use. 
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3.3 The REDCap platform 

The REDCap platform (Fig. 8) is a “secure web application for building and managing 

online surveys and databases” [11]. REDCap can be used to collect “any type of data 

in any environment” specializing in healthcare data. It supports both “online and offline 

data capture for research studies and operations”, including having an HTTP based 

REST API, which is used by the CARIOT gateway for reporting measurements. RED-

Cap was originally developed by Vanderbilt University and since 2006 maintained by 

the REDCap consortium. Although not open source, REDCap is free to install and use 

on a research or clinical end-user organizations own server, it is however not open 

source, and the strict licensing rule implies, that only healthcare and research organiza-

tions are allowed to use it free of charge. Thus, REDCap is not useful for commercial 

projects not involving a clinical and/or a research partner. 

It is instead highly suited for supporting strict HIPAA and GDPR regulations, espe-

cially those concerning clinical projects, which have higher ethical and legal require-

ments than “wellbeing” projects. 

 

 

 

Fig. 8. REDCap is a database with API & a web-based user interface. It is used to collect clini-

cal research data. An important feature is that each member organization can install the server 

and database on their own hosting environment, & thus comply with HIPAA & GDPR rules. 

3.4 The OpenTele platform 

The OpenTele platform is a telemedicine ecosystem based on open-source technol-

ogy [7,8]. The 4S organization who is responsible for the further development of Open-

Tele defines it as: “a complete telemedical platform for handling patient-recorded out-

come data and measurements from personal health devices. The platform comprises a 

server part and a tablet and/or smartphone app installed which is either provided to the 
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patient or installed on the patient’s own device if possible. From the OpenTele app, the 

citizen can answer questionnaires, perform measurements, and via a video link com-

municate with the general practitioner or hospital staff. The server also features a web 

site where a clinician can login, manage, and communicate with patients, as well as 

review collected data” [7] as shown in Fig. 9 

OpenTele is both open source and component-based, and thus very adaptable and 

extendable for new applications [8]. It is built using the Java programming language 

for the server side and HTML5 and JavaScript for the web clients (Figure 6). The data-

base is based on the popular MySQL database server, while a REST interface is pro-

vided for integration with third party systems using JSON (Java Script Object Notation) 

encoding [7]. Besides the OpenTele Android app for patients, a code library (named 

4SDC) for integrating with a range of IEEE 11073 telemedicine medico devices has 

been developed [7,8].  

OpenTele has been deployed to more than 10,000 telemedicine patients and has been 

adopted by more than 20 organizations around the world, including private companies, 

hospitals, and care institutions [8]. OpenTele is in many ways unique in the sense that 

no other open-source telemedicine system exists, and where the source code can be 

downloaded and modified by any third.party company or research organization, thus 

being proponent of open data, open science, and open innovation. Also, it is unique, as 

it is actually in use in real-world telemedicine applications, including with back-end 

integration to electronic patient record systems. OpenTele has also been adapted to be-

come part of the CARIOT+ Care Coach ecosystem where it can be used both as backend 

web site for clinicians, but also as a patient user interface. Integration is achieved using 

OpenTele’s REST interface using the OpenTeleNet API, as an example of the open 

data approach of CARIOT+. 

 

 

Fig. 9. The OpenTele open source telemedicine platform has been used together with many pa-

tients groups, including hypertensive patients, COPD patients, heart failure patients, diabetes 

patients, and pregnant women suffering from preeclampsia. 
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3.5 The BeSAFE and BeSAFE Wear apps 

The BeSAFE app for smartphones and the BeSAFE Wear app for smart watches (Fig. 

10) were developed by Aarhus University and Aarhus University Hospital for facilitat-

ing clinical telemedicine research into patient activity, rehabilitation, and fall detection 

where sensor fusion, combining environmental (ambient) sensors with wearable sen-

sors were needed, and where it was not legal to use Fitbi, Google Fit, nor Apple Health-

kit (or comparable) cloud-based services. Thus, the BeSAFE apps provides basic activ-

ity tracking, including pedometer (based on Android’s step counter virtual sensor ser-

vice), location tracking (BLE proximity), as well as fall detection. The BeSAFE apps 

can send data via either HTTP(S) REST or MQTT formatted using JSON following the 

HEUCOD recommendation, a tentative open standard for “Healthcare Equipment Us-

age and Context Data” systems [21]. 

The BeSAFE apps allows clinicians at Aarhus University Hospital to do independent 

research, sending data directly to a REDCap database. Both apps are open source, and 

can be adopted for third-party ecosystem and other scenarios of use. 

Both BeSAFE apps are open source, and build on open-source software by James 

Montemagno (Stepcounter app). They are completely free of any bindings to for-profit 

companies, and can be used as a research platform.  

 

 

Fig. 10. The BeSAFE smartwatch app (the three screen shots to the left) and the BeSAFE Wear 

app for Google Wear devices (to the right) are both open source taken from several research pa-

pers. Low-cost activity tracking, achieved through support for below EUR 150 smartphones 

and smartwatches,  is especially useful in the AAL field. By using a fully open infrastructure, it 

is easy to combine services, e.g. a pedometer service for rehabilitation, with a fall detection ser-

vice. BeSAFE can be used together with REDCap and/or OpenTele for storage, and with 

CAMINO, OpenTele and the CARIOT gateway to become part of a full telemedicine setup 

which can be useful for many patients groups, including hypertensive patients, COPD patients, 

heart failure patients, diabetes patients, and pregnant women suffering from preeclampsia. 
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3.6 The CARIOT gateway 

The CARIOT gateway (Fig. 11), is developed by the Danish IoT company Aliviate, 

Aarhus University, and the University of Minho, and brought to market by the Danish 

AAL service company Medica Connect as the CARIOT BRUSH product, but can be 

licensed by any third-party company looking for full control of a multipurpose gateway 

product with source code access. It enables non-internet connected healthcare and care 

devices such as blood pressure, saturation, and weight devices used for traditional tel-

emedicine and telehealth applications to become internet-of-things (IoT) enabled [9]. 

This includes: support for the open source “the Things Network” IoT Cloud platform, 

as well as support for commercial IoT platforms such as Loriot, and IoT platforms.  

This integration is achieved using a combination of 2G, 3G, 4G, LoraWAN, BLE, 

and/or WiFi communication channels, depending on the specific usage-scenario and 

the needs of the end-users. The widely used medico devices for telemedicine and tele-

health are already supported, including IEEE 11073 PHD and BLE GATT based de-

vices, and the CARIOT platform can easily be expanded with additional healthcare and 

acre devices as required.  

 

 

Fig. 11. The CARIOT gateway is marketed by Danish companies Aliviate and Medica Con-

nect, but both hardware and software stack can be licensed to third-parties. It is essentially a 

platform rather than just a gateway, and can both communicate with local medico and ambient 

sensor devices, store the data, provide end-user warnings and signaling (via light and sound in-

terfaces), as well as perform long-range communicate using Lora, GSM (2G), 3G/4G/5G, and 

WiFi. The software stack is flexible, and besides Lora and IP communication, HTTP/HTTPS/ 

REST/MQTT is supported out of the box to any end-point. Some models have support for 

ZigBee, while BLE and Bluetooth is fully supported. As shown on the illustration, we have 

used the gateway with toothbrushes, blood pressure and weight devices, as well as presence and 

occupancy sensors.  
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Besides telehealth and telemedicine devices and services, the CARIOT gateway sup-

ports a range of telecare and personalized medicine devices and services. These include 

traditional telecare and ambient assisted living services such as fall detection and pre-

vention, generalized support for tracking user activity-levels and activities of daily liv-

ing using both wearables and ambient sensors. Furthermore, the CARIOT platform has 

support for interfacing with ZigBee sensors, and thus more than 3,000 different sensors. 

The CARIOT gateway can in the CARIOT+ Care Coach ecosystem be substituted 

by other data capture gateways, including the CAMI gateway platform developed by 

the Swiss company Eclexsys, and the CAMINI gateway developed by Danish company 

Aliviate, both of which are running the open source AdCAMI service developed by 

Aliviate, for supporting telemedicine devices, such as blood pressure, oximeter, weight, 

temperature and more. Other commercial sensor gateways exist, including the Qual-

comm 2Net gateway. However, the Qualcomm 2Net gateway likewise relies on the use 

of closed silo cloud solution, with a REST API providing access using a subscription-

based business model. 

The CARIOT gateway features seamless service discovery on WiFi networks, using 

the Bonjour and Avahi frameworks, as well as zero-configuration deployment when 

using LoraWAN or 4G. The Bonjour zero-configuration service means a camino or 

OpenTele app can automatically detect the presence of a CARIOT gateway on the net-

work, and allow for easy connection. Also, the CARIOT gateway can be detected via 

Lora presence or via a unique IP-based MQTT discovery service. 

The CARIOT gateway can be provided in an open-source version free for research 

use, but its foremost strength is, that it allows absolute control of which storage location 

and technology is preferred by the end-user organization, allowing for full HIPAA and 

GDPR flexibility. Any third-party system can integrate with the CARIOT gateway, 

where integration is possible using either Lora or IP-based protocols, including REST 

& MQTT. 

3.7 CARIOT+ Care Coach ecosystem architecture 

The CARIOT+ Care Coach ecosystem utilizes a microservice architecture [12] with a 

focus on open standards and open data connections. Microservice architectures is in 

widespread use both in industry and academia [13]. In the Microservice architectural 

style, a system is composed of independent and fine-grained services, each running in 

its own process, often in a distributed system setting, and communicating using light-

weight protocols such as HTTP or MQTT [13,14]. Microservices and microservice ar-

chitectures tare intended to be simple and focus on accomplishing one task well, while 

retaining the ability to work independently of each other (within practical limitations), 

which also implies that they can be reused for different purposes [14]. Also, due to a 

smaller scale, each service can be built using the most appropriate technologies for the 

task, making it possible to combine different open source and commercial products into 

a single system. As an example, the CARIOT+ ecosystem uses both C, Python, Java, 

HTML5, and C#, running on both servers, PC’s, and embedded hardware. Furthermore, 

microservices natively supports so called “continuous delivery” allowing frequent re-

leases and fast feedback loops. As opposed to a Service-based architecture, where 
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system vendors rely on third-party services, e.g. on a Fitbit cloud service, the Micro-

service architecture prescribes that the system owner has full control over all compo-

nents in the system. 

4 Discussion 

The aim of this paper was to provide an overview of the various components identified 
during three AAL projects as useful for supporting an open ecosystem for ambient as-
sisted living services for supporting open data and open science, and open innovation. 
The paper was made in order to inspire the AAL and other research communities and 
industry vendors to reuse existing frameworks when building new systems, including 
those presented in this paper, and to a higher degree rely on open standards-based micro-
services using open and standardized communication protocols, rather than closed silo 
solutions. In addition, by sharing our findings, we hope to receive suggestions from the 
community on other third-party platforms that would be useful for expanding on the 
CARIOT+ Care Coach Ecosystem.  

While there is naturally some amount of manual technical plumbing involved, the 
CARIOT+ Care Coach ecosystem is fairly easy to configure and deploy, both on a cloud 
server, on a private networked server, or even as an in-home-only system, providing 
ultimate privacy settings. However, the technical difficulties in bringing heterogenic 
platforms and technologies together should not be underestimated. 

Thus, we will not argue against the need for large monolithic care applications and 
services for some use cases, but with the CARIOT+ Care Coach ecosystem, we have 
shown the way for a dynamic, flexible, and highly adaptable ecosystem that will allow 
for the integration with other systems through the use of open standards and the micro-
service architecture pattern. However, more work is needed, in terms of creating a true 
standards-based common inter-communication language for these services. Here, the 
HL7 FHIR standard [20] appears highly relevant to employ combined with the emerging 
HEUCOD recommendation [21]. However, HL7 FHIR is only slowly maturing into rel-
evancy for the AAL sector, and more work is arguably needed before it becomes an 
effective tool for use within the AAL community.  

Finally, we acknowledge the work of previous consortia to develop similar open eco-
system architectures for ambient assisted living, including the UniversAAL and the Re-
aal platforms [4, 10, 17-19]. The integration from CARIOT+ with these platforms has 
not yet been achieved due to a range of dependencies that we were not able to satisfy, 
and plain difficulties in running the open-source code provided by these frameworks. 
Thus, we would recommend for the redesign of these platforms, and any similar plat-
forms, to be divided into smaller services as. microservices, which would allow easier 
reuse of the platforms as part of new ecosystems, and we would call for creating dedi-
cated and low-cost hardware, such as sensor gateways, which will make it fast to start 
integration efforts. In addition, we call upon added standardization support in the field. 
While there are many standards for device integration and healthcare data integration, 
the CARIOT+ Care Coach ecosystem currently has to rely on industry standards includ-
ing MQTT and HTTP to create an effective middleware. A tentative recommendation is 
being developed as part of the HEUCOD project, called the HEUCOD recommendation 
[21], which is currently supported by the CARIOT+ Care Coach ecosystem, but which 
need to be further disseminated & developed in order to attract proper industry interest. 
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5 Conclusion 

This paper has provided an overview of the CARIOT+ Care Coach ecosystem. The 

paper presented the various components used, and detailed how they could be used 

together, either as part of the ecosystem or to help build other systems, or even become 

part of third-party ecosystems, completely independent of CARIOT+.  

However, as the paper has argued, the main quality of the approach of the CARIOT+ 

Care Coach ecosystem lies in the extensive support for open science and open data, as 

the ecosystem does not rely on cloud services from third party vendors which could be 

in conflict with legal and ethical regulations and requirements in the partner country, 

but rather support REDCap and OpenTele, which combined represents some of the 

most used datastores for clinical research. Also, by ensuring full developer control of 

all components, including the interfaces, endpoints, and connection; projects using the 

CARIOT+ Care Coach ecosystem will not run the risk of sudden and unexpected break-

ing changes from a third-party vendor.  
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